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Web Interface Basics

The following topics provide an overview of the firewall and describes basic administrative
tasks.
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Firewall Overview

Palo Alto Networks® next-generation firewalls inspect all traffic (including applications, threats, and
content), and tie that traffic to the user, regardless of location or device type. The user, application, and
content—the elements that run your business—become integral components of your enterprise security
policy. This allows you to align security with your business policies, as well as write rules that are easy to
understand and maintain.

As part of our Security Operating Platform, our next-generation firewalls provide your organization with the
ability to:

Securely enable applications (including software-as-a-service applications), users, and content by
classifying all traffic (regardless of port).

Reduce risk of an attack using a positive enforcement model, by allowing all desired applications and
blocking everything else.

Apply security policies to block known vulnerability exploits, viruses, ransomware, spyware, botnets, and
other unknown malware, such as advanced persistent threats.

Protect your data centers (including virtualized data centers) by segmenting data and applications, as
well as enforcing the Zero Trust principle.

Apply consistent security across your on-premises and cloud environments.

Embrace secure mobile computing by extending the Security Operating Platform to users and devices,
no matter where they are located.

Get centralized visibility and streamline network security, making your data actionable so you can
prevent successful cyberattacks.

Identify and prevent attempts to steal credentials by stopping the submission of valid corporate
credentials to illegitimate websites, and neutralizing an attacker’s ability to use stolen credentials for
lateral movement or network compromise by enforcing authentication policies at the network layer.
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Features and Benefits

The Palo Alto Networks next-generation firewalls provide granular control over the traffic allowed to access
your network. The primary features and benefits include:

¢ Application-based policy enforcement (App-ID™)—Access control according to application type is far
more effective when application identification is based on more than just protocol and port number. The
App-ID service can block high risk applications, as well as high risk behavior, such as file-sharing, and
traffic encrypted with the Secure Sockets Layer (SSL) protocol can be decrypted and inspected.

e User identification (User-ID™)—The User-1D feature allows administrators to configure and enforce
firewall policies based on users and user groups instead of or in addition to network zones and
addresses. The firewall can communicate with many directory servers, such as Microsoft Active
Directory, eDirectory, SunOne, OpenLDAP, and most other LDAP-based directory servers to provide
user and group information to the firewall. You can then use this information for secure application
enablement that can be defined per user or group. For example, the administrator could allow one
organization to use a web-based application but not allow any other organizations in the company to use
that same application. You can also configure granular control of certain components of an application
based on users and groups (see User Identification).

e Threat prevention—Threat prevention services that protect the network from viruses, worms, spyware,
and other malicious traffic can be varied by application and traffic source (see Objects > Security
Profiles).

¢ URL filtering—Outbound connections can be filtered to prevent access to inappropriate web sites (see
Objects > Security Profiles > URL Filtering).

¢ Traffic visibility—Extensive reports, logs, and notification mechanisms provide detailed visibility into
network application traffic and security events. The Application Command Center (ACC) in the web
interface identifies the applications with the most traffic and the highest security risk (see Monitor).

¢ Networking versatility and speed—The Palo Alto Networks firewall can augment or replace your existing
firewall and can be installed transparently in any network or configured to support a switched or routed
environment. Multigigabit speeds and a single-pass architecture provide these services to you with little
or no impact on network latency.

o GlobalProtect—The GlobalProtect™ software provides security for client systems, such as laptops that
are used in the field, by allowing easy and secure login from anywhere in the world.

¢ Fail-safe operation—High availability (HA) support provides automatic failover in the event of any
hardware or software disruption (see Device > Virtual Systems).

e Malware analysis and reporting—The WildFire™ cloud-based analysis service provides detailed analysis
and reporting on malware that passes through the firewall. Integration with the AutoFocus™ threat
intelligence service allows you to assess the risk associated with your network traffic at organization,
industry, and global levels.

e VM-Series firewall—A VM-Series firewall provides a virtual instance of PAN-OS® positioned for use in
a virtualized data center environment and is ideal for your private, public, and hybrid cloud computing
environments.

¢ Management and Panorama—You can manage each firewall through an intuitive web interface or
through a command-line interface (CLI) or you can centrally manage all firewalls through the Panorama™
centralized management system, which has a web interface very similar to the web interface on Palo
Alto Networks firewalls.
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Last Login Time and Failed Login Attempts

To detect misuse and prevent exploitation of a privileged account, such as an administrative account on a
Palo Alto Networks firewall or Panorama, the web interface and the command line interface (CLI) displays
your last login time and any failed login attempts for your username when you log in. This information
allows you to easily identify whether someone is using your administrative credentials to launch an attack.

After you log in to the web interface, the last login time = information appears at the bottom left of the
window. If one or more failed logins occurred since the last successful login, a caution icon appears to
the right of the last login information. Hover over the caution symbol to view the number of failed login
attempts or click to view the Failed Login Attempts Summary window, which lists the administrative
account name, the source IP address, and the reason for the login failure.

If you see multiple failed login attempts that you do not recognize as your own, you should work with your
network administrator to locate the system that is performing the brute-force attack and then investigate
the user and host computer to identify and eradicate any malicious activity. If you see that the last login
date and time indicates an account compromise, you should immediately change your password and then
perform a configuration audit to determine if suspicious configuration changes were committed. Revert
the configuration to a known good configuration if you see that logs were cleared or if you have difficulty
determining if improper changes were made using your account.
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Message of the Day

If you or another administrator configured a message of the day or Palo Alto Networks embedded one as
part of a software or content release, a Message of the Day dialog displays automatically when users log
in to the web interface. This ensures that users see important information, such as an impending system
restart, that impacts the tasks they intend to perform.

The dialog displays one message per page. If the dialog includes the option to select Do not show again, you
can select it for each message that you don’t want the dialog to display after subsequent logins.

» Anytime the Message of the Day changes, the message appears in your next session even
l if you selected Do not show again during a previous login. You must then reselect this option
to avoid seeing the modified message in subsequent sessions.

To navigate the dialog pages, click the right ( *) and left () arrows along the sides of the dialog or click a
page selector ( ) along the bottom of the dialog. After you Close the dialog, you can manually reopen it
by clicking messages ( E ) at the bottom of the web interface.

To configure a message of the day, select Device > Setup > Management and edit the Banners and
Messages settings.
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Task Manager

Click Tasks at the bottom of the web interface to display the tasks that you, other administrators, or
PAN#OS initiated since the last firewall reboot (for example, manual commits or automatic FQDN
refreshes). For each task, the Task Manager provides the information and actions  described in the table
below.

v~ Some columns are hidden by default. To display or hide specific columns, open the drop-

"N /A down in any column header, select Columns, and select (display) or clear (hide) the column

= names.

Field/Button Description

Q\% Y To filter the tasks, enter a text string based on a value in one of the

columns and Apply Filter ( = ). For example, entering edl will filter
the list to display only EDLFetch (fetch external dynamic lists) tasks.

To remove filtering, Remove Filter ( ).

Type The type of task, such as log request, license refresh, or commit. If
the information related to the task (such as warnings) is too long to
fit in the Messages column, you can click the Type value to see all the
details.

Status Indicates whether the task is pending (such as commits with

Queued status), in progress (such as log requests with Active status),
completed, or failed. For commits in progress, the Status indicates the
percentage of completion.

Job ID A number that identifies the task. From the CLI, you can use the Job
ID to see additional details about a task. For example, you can see the
position of a commit task in the commit queue by entering:

> show jobs id <job-id>

This column is hidden by default.

End Time The date and time when the task finished. This column is hidden by
default.
Start Time The date and time when the task started. For commit tasks, the Start

Time indicates when the commit was added to the commit queue.

Messages Displays details about the task. If the entry indicates that there are too
many messages, you can click the task Type to see the messages.

For commit tasks, the Messages include the dequeued time to indicate
when PAN-OS started performing the commit. To see the description
an administrator entered for a commit, click Commit Description. For
details, see Commit Changes.
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Field/Button Description

Action Click x to cancel a pending commit initiated by an administrator or
PAN-OS. This button is available only to administrators who have one
of the following predefined roles: superuser, device administrator,
virtual system administrator, or Panorama administrator.

Show Select the tasks you want to display:

e All Tasks (default)

e All tasks of a certain type (Jobs, Reports, or Log Requests)

e All Running tasks (in progress)

¢ All Running tasks of a certain type (Jobs, Reports, or Log Requests)

o ( ) Use the second drop-down to display the tasks for
Panorama (default) or a specific managed firewall.

Clear Commit Queue Cancel all pending commits initiated by administrators or PAN-OS.
This button is available only to administrators who have one of the
following predefined roles: superuser, device administrator, virtual
system administrator, or Panorama administrator.
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Language

By default, the language that is set on the computer used to log in to the firewall determines the language
that is displayed on the management web interface. To manually change the language, click Language
(bottom right of the web interface), select the desired language from the drop-down and click OK. The web
interface refreshes and displays the web interface in the selected language.

\ Supported languages include: French, Japanese, Spanish, Simplified Chinese, and
Traditional Chinese.
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Alarms

An alarm is a firewall-generated message indicating that the number of events of a particular type (for
example, encryption and decryption failures) has exceeded the threshold configured for that event type (see
Define Alarm Settings). When generating an alarm, the firewall creates an Alarm log and opens the System
Alarms dialog to display the alarm. After closing the dialog, you can reopen it anytime by clicking Alarms

( ) at the bottom of the web interface. To prevent the firewall from automatically opening the
dialog for a particular alarm, select Unacknowledged Alarms and click Acknowledge to move the alarms to
the Acknowledged Alarms list.
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Commit Changes

Click Commit at the top right of the web interface and specify an operation for pending changes to

the firewall configuration: commit (activate), validate, or preview . You can filter pending changes by
administrator or location and then preview, validate, and commit only those changes. The location can be
specific virtual systems, shared policies and objects, or shared device and network settings.

The firewall queues commit requests so that you can initiate a new commit while a previous commit is in
progress. The firewall performs the commits in the order they are initiated but prioritizes auto-commits
that are initiated by the firewall (such as FQDN refreshes). However, if the queue already has the maximum
number of administrator-initiated commits, you must wait for the firewall to finish processing a pending
commit before initiating a new one.

Use the Task Manager to cancel commits or see details about commits that are pending, in progress,
completed, or failed.

The Commit dialog displays the options described in the following table.

Field/Button Description

Commit All Changes Commits all changes for which you have administrative privileges
(default). You cannot manually filter the scope of the configuration
changes that the firewall commits when you select this option.
Instead, the administrator role assigned to the account you used to log
in determines the commit scope:

o Superuser role—The firewall commits the changes of all
administrators.

e Custom role—The privileges of the Admin Role profile assigned to
your account determine the commit scope (see Device > Admin
Roles). If the profile includes the privilege to Commit For Other
Admins, the firewall commits changes configured by any and all
administrators. If your Admin Role profile does not include the
privilege to Commit For Other Admins, the firewall commits only
your changes and not those of other administrators.

If you have implemented access domains, the firewall automatically
applies those domains to filter the commit scope (see Device > Access
Domain). Regardless of your administrative role, the firewall commits
only the configuration changes in the access domains assigned to your
account.

Commit Changes Made By Filters the scope of the configuration changes the firewall commits.
The administrative role assigned to the account you used to log in
determines your filtering options:

e Superuser role—You can limit the commit scope to changes that
specific administrators made and to changes in specific locations.

e Custom role—The privileges of the Admin Role profile assigned to
your account determine your filtering options (see Device > Admin
Roles). If the profile includes the privilege to Commit For Other
Admins, you can limit the commit scope to changes configured by
specific administrators and to changes in specific locations. If your
Admin Role profile does not include the privilege to Commit For
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Field/Button Description

Other Admins, you can limit the commit scope only to the changes
you made in specific locations.

Filter the commit scope as follows:

o Filter by administrator—Even if your role allows committing
the changes of other administrators, the commit scope includes
only your changes by default. To add other administrators
to the commit scope, click the <usernames> link, select the
administrators, and click OK.

¢ Filter by location—Select the specific locations for changes to
Include in Commit.

If you have implemented access domains, the firewall automatically
filters the commit scope based on those domains (see Device > Access
Domain). Regardless of your administrative role and your filtering
choices, the commit scope includes only the configuration changes in
the access domains assigned to your account.

) After you load a configuration (Device > Setup >
Operations), you must Commit All Changes.

When you commit changes to a virtual system, you must include the
changes of all administrators who added, deleted, or repositioned
rules for the same rulebase in that virtual system.

Commit Scope Lists the locations that have changes to commit. Whether the list
includes all changes or a subset of the changes depends on several
factors, as described for Commit All Changes and Commit Changes
Made By. The locations can be any of the following:

e shared-object—Settings that are defined in the Shared location.

e policy-and-objects—Policy rules or objects that are defined on a
firewall that does not have multiple virtual systems.

¢ device-and-network—Network and device settings that are global
(such as Interface Management profiles) and not specific to a
virtual system. This also applies to network and device settings on
a firewall that does not have multiple virtual systems.

e <virtual-system>—The name of the virtual system in which policy
rules or objects are defined on a firewall that has multiple virtual
systems. This also includes network and device settings that are
specific to a virtual system (such as zones).

Location Type This column categorizes the locations of pending changes:

e Virtual Systems—Settings that are defined in a specific virtual
system.

e Other Changes—Settings that are not specific to a virtual system
(such as shared objects).

Include in Commit Enables you to select the changes you want to commit. By default,

( ) all changes within the Commit Scope are selected. This column
displays only after you choose to Commit Changes Made By specific

administrators.
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Field/Button Description

» There might be dependencies that affect the changes
you include in a commit. For example, if you add

an object and another administrator then edits that
object, you cannot commit the change for the other
administrator without also committing your own

change.
Group by Location Type Groups the list of configuration changes in the Commit Scope by
Location Type.
Preview Changes Enables you to compare the configurations you selected in the

Commit Scope to the running configuration. The preview window
uses color coding to indicate which changes are additions (green),
modifications (yellow), or deletions (red).

To help you match the changes to sections of the web interface, you

can configure the preview window to display Lines of Context before
and after each change. These lines are from the files of the candidate
and running configurations that you are comparing.

) Because the preview results display in a new browser
L window, your browser must allow pop-ups. If the
preview window does not open, refer to your browser
documentation for the steps to allow pop-ups.

Change Summary Lists the individual settings for which you are committing changes.
The Change Summary list displays the following information for each
setting:

o Object Name—The name that identifies the policy, object, network
setting, or device setting.

e Type—The type of setting (such as Address, Security rule, or Zone).

e Location Type—Indicates whether the setting is defined in Virtual
Systems.

e Location—The name of the virtual system where the setting is
defined. The column displays Shared for settings that are not
specific to a virtual system.

e Operations—Indicates every operation (create, edit, or delete)
performed on the setting since the last commit.

e Owner—The administrator who made the last change to the
setting.

¢ Will Be Committed—Indicates whether the commit currently
includes the setting.

e Previous Owners—Administrators who made changes to the
setting before the last change.

Optionally, you can Group By column name (such as Type).

Select an object in the change list to view the Object Level
Difference.

Validate Commit Validates whether the firewall configuration has correct syntax and
is semantically complete. The output includes the same errors and
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Field/Button Description

warnings that a commit would display, including rule shadowing and
application dependency warnings. The validation process enables
you to find and fix errors before you commit (it makes no changes to
the running configuration). This is useful if you have a fixed commit
window and want to be sure the commit will succeed without errors.

Description Allows you to enter a description (up to 512 characters) to help other
administrators understand what changes you made.

» The System log for a commit event will truncate
descriptions longer than 512 characters.

Commit Starts the commit or, if other commits are pending, adds your commit
to the commit queue.

Commit Status Provides progress during the commit, then provides results after the
commit. Commit results include success or failure, details of commit
changes, and commit warnings. Warnings include:

o Commit—Lists general commit warnings.

o App Dependency—Lists any app dependencies required for
existing rules.

e Rule Shadow—Lists any shadow rules.
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Save Candidate Configurations

Select Config > Save Changes at the top right of the firewall or Panorama web interface to save a new
snapshot file of the candidate configuration or to overwrite an existing configuration file. If the firewall or
Panorama reboots before you commit your changes, you can then revert the candidate configuration to

the saved snapshot to restore changes you made after the last commit. To revert to the snapshot, select
Device > Setup > Operations and Load named configuration snapshot. If you don't revert to the snapshot
after a reboot, the candidate configuration will be the same as the last committed configuration (the running

configuration).

You can filter which configuration changes to save based on administrator or location. The location can be
specific virtual systems, shared policies and objects, or shared device and network settings.

You should periodically save your changes so that you don't lose them if the firewall or

1 Panorama reboots.

\ Saving your changes to the candidate configuration does not activate those changes; you
z! must Commit Changes to activate them.

The Save Changes dialog displays the options described in the following table:

Field/Button Description

Save All Changes

Saves all changes for which you have administrative privileges
(default). You cannot manually filter the scope of the configuration
changes that the firewall saves when you select this option. Instead,
the administrator role assigned to the account you used to log in
determines the save scope:

e Superuser role—The firewall saves the changes of all
administrators.

e Custom role—The privileges of the Admin Role profile assigned
to your account determine the save scope (see Device > Admin
Roles). If the profile includes the privilege to Save For Other
Admins, the firewall saves changes configured by any and all
administrators. If your Admin Role profile does not include the
privilege to Save For Other Admins, the firewall saves only your
changes and not those of other administrators.

If you have implemented access domains, the firewall automatically
applies those domains to filter the save scope (see Device > Access
Domain). Regardless of your administrative role, the firewall saves
only the configuration changes in the access domains assigned to your
account.

Save Changes Made By

Filters the scope of the configuration changes the firewall saves.
The administrative role assigned to the account you used to log in
determines your filtering options:

e Superuser role—You can limit the save scope to changes that
specific administrators made and to changes in specific locations.

e Custom role—The privileges of the Admin Role profile assigned
to your account determine your filtering options (see Device >
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Field/Button Description

Admin Roles). If the profile includes the privilege to Save For Other
Admins, you can limit the save scope to changes configured by
specific administrators and to changes in specific locations. If your
Admin Role profile does not include the privilege to Save For
Other Admins, you can limit the save scope only to the changes
you made in specific locations.

Filter the save scope as follows:

o Filter by administrator—Even if your role allows saving the changes
of other administrators, the save scope includes only your changes
by default. To add other administrators to the save scope, click the
<usernames> link, select the administrators, and click OK.

¢ Filter by location—Select changes in specific locations to Include in
Save.

If you have implemented access domains, the firewall automatically
filters the save scope based on those domains (see Device > Access
Domain). Regardless of your administrative role and your filtering
choices, the save scope includes only the configuration changes in the
access domains assigned to your account.

Save Scope Lists the locations that have changes to save. Whether the list
includes all changes or a subset of the changes depends on several
factors, as described for the Save All Changes and Save Changes
Made By options. The locations can be any of the following:

o shared-object—Settings that are defined in the Shared location.

e policy-and-objects—( ) Policy rules or objects that are
defined on a firewall that does not have multiple virtual systems.
e device-and-network—( ) Network and device settings

that are global (such as Interface Management profiles) and not
specific to a virtual system.

e <virtual-system>—( ) The name of the virtual system
in which policy rules or objects are defined on a firewall that has
multiple virtual systems. This also includes network and device
settings that are specific to a virtual system (such as zones).

e <device-group>—( ) The name of the device group in
which the policy rules or objects are defined.

e <template>—( ) The name of the template or
template stack in which the settings are defined.

e <log-collector-group>—( ) The name of the Collector
Group in which the settings are defined.

e <log-collector>—( ) The name of the Log Collector in

which the settings are defined.

Location Type This column categorizes the locations where the changes were made:
e Virtual Systems—( ) Settings that are defined in a
specific virtual system.
e Device Groups—( ) Settings that are defined in a
specific device group.
e Templates—( ) Settings that are defined in a specific

template or template stack.
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Field/Button Description

e Collector Groups—( ) Settings that are specific to a
Collector Group configuration.

Include in Save

( )

Enables you to select the changes you want to save. By default, all
changes within the Save Scope are selected. This column displays only
after you choose to Save Changes Made By specific administrators.

> There might be dependencies that affect the changes
L you include in a save. For example, if you add an
object and another administrator then edits that
object, you cannot save the change for the other
administrator without also saving your own change.

Group by Location Type

Groups the list of configuration changes in the Save Scope by
Location Type.

Preview Changes

Enables you to compare the configurations you selected in the Save
Scope to the running configuration. The preview window uses color
coding to indicate which changes are additions (green), modifications
(yellow), or deletions (red).

To help you match the changes to sections of the web interface, you

can configure the preview window to display Lines of Context before
and after each change. These lines are from the files of the candidate
and running configurations that you are comparing.

) Because the preview results display in a new window,
your browser must allow pop-up windows. If the
preview window does not open, refer to your browser
documentation for the steps to unblock pop-up
windows.

Change Summary

Lists the individual settings for which you are saving changes. The
Change Summary list displays the following information for each
setting:

o Object Name—The name that identifies the policy, object, network
setting, or device setting.

e Type—The type of setting (such as Address, Security rule, or Zone).

e Location Type—Indicates whether the setting is defined in Virtual
Systems.

e Location—The name of the virtual system where the setting is
defined. The column displays Shared for settings that are not
specific to a virtual system.

e Operations—Indicates every operation (create, edit, or delete)
performed on the setting since the last commit.

e Owner—The administrator who made the last change to the
setting.

e Will Be Saved—Indicates whether the save operation will include
the setting.

e Previous Owners—Administrators who made changes to the
setting before the last change.
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Field/Button Description

Optionally, you can Group By column name (such as Type).

Save

Saves the selected changes to a configuration snapshot file:

If you selected Save All Changes, the firewall overwrites the
default configuration snapshot file (.snapshot.xml).

If you selected Save Changes Made By, specify the Name of a new
or existing configuration file, and click OK.
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Revert Changes

Select Config > Revert Changes at the top right of the firewall or Panorama web interface to undo changes
made to the candidate configuration since the last commit. Reverting changes restores the settings to
the values of the running configuration. You can filter which configuration changes to revert based on
administrator or location. The location can be specific virtual systems, shared policies and objects, or shared

device and network settings.

You cannot revert changes until the firewall or Panorama finishes processing all commits that are pending
or in progress. After you initiate the revert process, the firewall or Panorama automatically locks the
candidate and running configurations so that other administrators cannot edit settings or commit changes.
After completing the revert process, the firewall or Panorama automatically removes the lock.

The Revert Changes dialog displays the options described in the following table:

Field/Button Description

Revert All Changes

Reverts all changes for which you have administrative privileges
(default). You cannot manually filter the scope of the configuration
changes that the firewall reverts when you select this option. Instead,
the administrator role assigned to the account you used to log in
determines the revert scope:

e Superuser role—The firewall reverts the changes of all
administrators.

o Custom role—The privileges of the Admin Role profile assigned
to your account determine the revert scope (see Device > Admin
Roles). If the profile includes the privilege to Commit For Other
Admins, the firewall reverts changes configured by any and all
administrators. If your Admin Role profile does not include the
privilege to Commit For Other Admins, the firewall reverts only
your changes and not those of other administrators.

» In Admin Role profiles, the privileges for committing
l also apply to reverting.

If you implemented access domains, the firewall automatically

applies those domains to filter the revert scope (see Device > Access
Domain). Regardless of your administrative role, the firewall reverts
only the configuration changes in the access domains assigned to your
account.

Revert Changes Made By

Filters the scope of configuration changes that the firewall reverts.
The administrative role assigned to the account you used to log in
determines your filtering options:

e Superuser role—You can limit the revert scope to changes that
specific administrators made and to changes in specific locations.

e Custom role—The privileges of the Admin Role profile assigned to
your account determine your filtering options (see Device > Admin
Roles). If the profile includes the privilege to Commit For Other
Admins, you can limit the revert scope to changes configured by
specific administrators and to changes in specific locations. If your
Admin Role profile does not include the privilege to Commit For
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Field/Button Description

Other Admins, you can limit the revert scope only to the changes
you made in specific locations.

Filter the revert scope as follows:

o Filter by administrator—Even if your role allows reverting the
changes of other administrators, the revert scope includes only
your changes by default. To add other administrators to the revert
scope, click the <usernames> link, select the administrators, and
click OK.

o Filter by location—Select the changes in specific locations to
Include in Revert.

If you have implemented access domains, the firewall automatically
filters the revert scope based on those domains (see Device > Access
Domain). Regardless of your administrative role and your filtering
choices, the revert scope includes only the configuration changes in
the access domains assigned to your account.

Revert Scope Lists the locations that have changes to revert. Whether the list
includes all changes or a subset of the changes depends on several
factors, as described for the Revert All Changes and Revert Changes
Made By options. The locations can be any of the following:

o shared-object—Settings that are defined in the Shared location.

e policy-and-objects—( ) Policy rules or objects that are
defined on a firewall that does not have multiple virtual systems.
e device-and-network—( ) Network and device settings

that are global (such as Interface Management profiles) and not
specific to a virtual system.

e <virtual-system>—( ) The name of the virtual system
in which policy rules or objects are defined on a firewall that has
multiple virtual systems. This also includes network and device
settings that are specific to a virtual system (such as zones).

e <device-group>—( ) The name of the device group in
which the policy rules or objects are defined.

e <template>—( ) The name of the template or
template stack in which the settings are defined.

e <log-collector-group>—( ) The name of the Collector
Group in which the settings are defined.

e <log-collector>—( ) The name of the Log Collector in

which the settings are defined.

Location Type This column categorizes the locations where the changes were made:

e Virtual Systems—( ) Settings that are defined in a
specific virtual system.

e Device Group—( ) Settings that are defined in a
specific device group.

e Template—( ) Settings that are defined in a specific
template or template stack.

e Log Collector Group—( ) Settings that are specific to

a Collector Group configuration.
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Field/Button

Description

e Log Collector—( ) Settings that are specific to a Log
Collector configuration.

e Other Changes—Settings that are not specific to any of the
preceding configuration areas (such as shared objects).

Include in Revert

( )

Enables you to select the changes you want to revert. By default,
all changes within the Revert Scope are selected. This column
displays only after you choose to Revert Changes Made By specific
administrators.

) There might be dependencies that affect the changes
you include in a revert. For example, if you add an
object and another administrator then edits that object,
you cannot revert your change without also reverting
the change for the other administrator.

Group by Location Type

Lists the configuration changes in the Revert Scope by Location Type.

Preview Changes

Enables you to compare the configurations you selected in the Revert
Scope to the running configuration. The preview window uses color
coding to indicate which changes are additions (green), modifications
(yellow), or deletions (red).

To help you match the changes to sections of the web interface, you

can configure the preview window to display Lines of Context before
and after each change. These lines are from the files of the candidate
and running configurations that you are comparing.

¥ Because the preview results display in a new window,
your browser must allow pop-up windows. If the
preview window does not open, refer to your browser
documentation for the steps to unblock pop-up
windows.

Change Summary

Lists the individual settings for which you are reverting changes. The
Change Summary list displays the following information for each
setting:

e Object Name—The name that identifies the policy, object, network
setting, or device setting.

o Type—The type of setting (such as Address, Security rule, or Zone).

e Location Type—Indicates whether the setting is defined in Virtual
Systems.

o Location—The name of the virtual system where the setting is
defined. The column displays Shared for settings that are not
specific to a virtual system.

e Operations—Indicates every operation (create, edit, or delete)
performed on the setting since the last commit.

e Owner—The administrator who made the last change to the
setting.

o Will Be Reverted—Indicates whether the revert operation will
include the setting.
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Field/Button Description

e Previous Owners—Administrators who made changes to the
setting before the last change.

Optionally, you can Group By column name (such as Type).

Revert Reverts the selected changes.
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Lock Configurations

To help you coordinate configuration tasks with other firewall administrators during concurrent login

sessions, the web interface enables you to apply a configuration or commit lock ¥ so that other
administrators cannot change the configuration or commit changes until the lock is removed.

At the top right of the web interface, a locked padlock ([ ) indicates that one or more locks are set (with

the number of locks in parentheses); an unlocked padlock ( ) indicates that no locks are set. Clicking
either padlock opens the Locks dialog, which provides the following options and fields.

\ To configure the firewall to automatically set a commit lock whenever an administrator
l changes the candidate configuration, select Device > Setup > Management, edit the General
Settings, enable Automatically Acquire Commit Lock, and then click OK and Commit.

When you revert changes (Config > Revert Changes), the firewall automatically locks the
candidate and running configuration so that other administrators cannot edit settings or
commit changes. After completing the revert process, the firewall automatically removes the

lock.

Field/Button Description

Admin

The username of the administrator who set the lock.

Location

On a firewall with more than one virtual system (vsys), the scope of
the lock can be a specific vsys or the Shared location.

Type

The lock type can be:

e Config Lock—Blocks other administrators from changing the
candidate configuration. Only a superuser or the administrator who
set the lock can remove it.

e Commit Lock—Blocks other administrators from committing
changes made to the candidate configuration. The commit
gueue does not accept new commits until all locks are released.
This lock prevents collisions that can occur when multiple
administrators make changes during concurrent login sessions and
one administrator finishes and initiates a commit before the other
administrators have finished. The firewall automatically removes
the lock after completing the commit for which the administrator
set the lock. A superuser or the administrator who set the lock can
also manually remove it.

Comment

Enter up to 256 characters of text. This is useful for other
administrators who want to know the reason for the lock.

Created At

The date and time when an administrator set the lock.

Logged In

Indicates whether the administrator who set the lock is currently
logged in.
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Field/Button Description

Take a Lock To set a lock, Take a Lock, select the Type, select the Location

(

), enter optional Comments, click
OK, and then Close.

Remove Lock

To release a lock, select it, Remove Lock, click OK, and then Close.
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Global Find

Global Find enables you to search the candidate configuration on a firewall or on Panorama for a particular
string, such as an IP address, object name, policy name, threat ID, rule UUID, or application name. The
search results are grouped by category and provide links to the configuration location in the web interface
so that you can easily find all of the places where the string exists or is referenced.

To launch global find, click the Search icon m on the upper right side of the web interface. Global Find is
available from all web interface pages and locations. The following is a list of Global Find features to help
you perform successful searches:

¢ If you initiate a search on a firewall that has multiple virtual systems enabled or if administrative roles
are defined, Global Find will return results only for areas of the firewall for which you have permission to
access. The same applies to Panorama device groups; you will see search results only for device groups
to which you have administrative access.

e Spaces in search text are handled as AND operations. For example, if you search on cor p pol i cy, both
corp and policy must exist in the configuration item for it to be included in the search results.

e To find an exact phrase, surround the phrase in quotes.

e To re-run a previous search, click Global Find and a list of the last 20 searches are displayed. Click any
item in the list to re-run that search. The search history list is unique to each administrative account.

Global Find is available for each field that is searchable. For example, in the case of a Security policy,

you can search on the following fields: Name, Tags, Zone, Address, User, HIP Profile, Application, UUID,
and Service. To perform a search, click the drop-down next to any of these fields and click Global Find.
For example, if you click Global Find on a zone named I3-vlan-trust, Global Find will search the entire
configuration for that zone name and return results for each location where the zone is referenced. The
search results are grouped by category and you can hover over any item to view details or you can click an
item to navigate to the configuration page for that item.

Global Find does not search dynamic content that the firewall allocates to users (such as logs, address
ranges, or individual DHCP addresses). In the case of DHCP, you can search on a DHCP server attribute,
such as the DNS entry, but you cannot search for individual addresses issued to users. Another example is
usernames that the firewall collects when you enable the User-ID™ feature. In this case, a username or user
group that exists in the User-ID database is only searchable if the name or group exists in the configuration,
such as when a user group name is defined in a policy. In general, you can only search for content that the
firewall writes to the configuration.

Looking for more?

Learn more about using Global Find to search the firewall or Panorama configuration.
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Threat Details

e Monitor > Logs > Threat
e ACC > Threat Activity
e Objects > Security Profiles > Anti-Spyware/Vulnerability Protection

Use the Threat Details dialog to learn more about the threat signatures with which the firewall is equipped
and the events that trigger those signatures. Threat details are provided for:

e Threat logs that record the threats that the firewall detects (Monitor > Logs > Threat)
e The top threats found in your network (ACC > Threat Activity)

e Threat signatures that you want to modify or exclude from enforcement (Objects > Security Profiles >
Anti-Spyware/Vulnerability Protection)

When you find a threat signature you want to learn more about, hover over the Threat Name or the threat
ID and click Exception to review the threat details. The threat details allow you to easily check whether

a threat signature is configured as an exception to your security policy and to find the latest Threat Vault
information about a specific threat. The Palo Alto Networks Threat Vault database is integrated with the
firewall, allowing you to view expanded details about threat signatures in the firewall context or launch a
Threat Vault search in a new browser window for a logged threat.

Depending on the type of threat you're viewing, the details include all or some of the threat details
described in the following table.

Threat Details Description

Name Threat signature name.

ID Unique threat signature ID. Select View in Threat Vault to open a Threat Vault
search in a new browser window and look up the latest information that the Palo
Alto Networks threat database has for this signature. The Threat Vault entry for
the threat signature might include additional details, including the first and last
content releases to include updates to the signature and the minimum PAN-OS
version required to support the signature.

Description Information about the threat that triggers the signature.
Severity The threat severity level: informational, low, medium, high, or critical.
CVE Publicly known security vulnerabilities associated with the threat. The Common

Vulnerabilities and Exposures (CVE) identifier is the most useful identifier for
finding information about unique vulnerabilities as vendor-specific IDs commonly
encompass multiple vulnerabilities.

Bugtraq ID The Bugtraq ID associated with the threat.

Vendor ID The vendor-specific identifier for a vulnerability. For example, MS16-148 is the
vendor ID for one or more Microsoft vulnerabilities and APBSB16-39 is the vendor
ID for one or more Adobe vulnerabilities.

Reference Research sources you can use to learn more about the threat.
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Threat Details

Exempt Profiles

Description

Security profiles that define a different enforcement action for the threat signature
than the default signature action. The threat exception is only active when exempt
profiles are attached to a security policy rule (check if the exception is Used in
current security rule).

Used in current security
rule

Active threat exceptions—A check mark in this column indicates that the firewall is
actively enforcing the threat exception (the Exempt Profiles that define the threat
exception are attached to a security policy rule).

If this column is clear, the firewall is enforcing the threat based only on the
recommended default signature action.

Exempt IP Addresses

Exempt IP addresses—You can add an IP address on which to filter the threat
exception or view existing Exempt IP Addresses. This option enforces a threat
exception only when the associated session has either a source or destination IP
address that matches the exempt IP address. For all other sessions, the threat is
enforced based on the default signature action.

!\\ If you're having trouble viewing threat details, check for the following conditions:

« The firewall Threat Prevention license is active (Device > Licenses).

* The latest Antivirus and Threats and Applications content updates are installed.

e Threat Vault access is enabled (select Device > Setup > Management and edit the
Logging and Reporting setting to Enable Threat Vault Access).

* The default (or custom) Antivirus, Anti-Spyware, and Vulnerability Protection security
profiles are applied to your security policy.
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AutoFocus Intelligence Summary

You can view a graphical overview of threat intelligence that AutoFocus compiles to help you assess the
pervasiveness and risk of the following firewall artifacts:

e [P Address

e URL

e Domain

e User agent (found in the User Agent column of Data Filtering logs)

e Threat name (only for threats of the subtypes virus and wildfire-virus)

¢ Filename

e SHA-256 hash (found in the File Digest column of WildFire Submissions logs)

To view the AutoFocus Intelligence Summary window, you must first have an active AutoFocus subscription
and enable AutoFocus threat intelligence (select Device > Setup > Management and edit the AutoFocus
settings).

After you've enabled AutoFocus intelligence, hover over a log or external dynamic list artifact to open the
drop-down ( ~ ) and then click AutoFocus:

e View Traffic, Threat, URL Filtering, WildFire Submissions, Data Filtering, and Unified logs (Monitor >
Logs).
e View external dynamic list entries .

You can also launch an AutoFocus search from the firewall, to further investigate interesting or suspicious
artifacts that you find.

Field/Button Description

Search AutoFocus for... Click to launch an AutoFocus search for the artifact.

Analysis Information Tab

Sessions The number of private sessions in which WildFire detected the artifact. Private
sessions are sessions running only on firewalls associated with your support
account. Hover over a session bar to view the number of sessions per month.

Samples Organization and global samples (files and email links) associated with the artifact
and grouped by WildFire verdict (benign, grayware, malware, phishing). Global
refers to samples from all WildFire submissions, while organization refers only to
samples submitted to WildFire by your organization.

Click on a WildFire verdict to launch an AutoFocus search for the artifact filtered
by scope (organization or global) and WildFire verdict.

Matching Tags AutoFocus tags @ matched to the artifact:

e Private Tags—Visible only to AutoFocus users associated with your support
account.

e Public Tags—Visible to all AutoFocus users.

¢ Unit 42 Tags—Identify threats and campaigns that pose a direct security risk.
These tags are created by Unit 42 (the Palo Alto Networks threat intelligence
and research team).

¢ Informational Tags—Unit 42 tags that identify commodity threats.
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Field/Button Description

Hover over a tag to view the tag description and other tag details.
Click a tag to launch an AutoFocus search for that tag.

To view more matching tags for an artifact, click the ellipsis ( ... ) to launch an
AutoFocus search for that artifact. The Tags column in the AutoFocus search
results displays more matching tags for the artifact.

Passive DNS Tab

The Passive DNS tab displays passive DNS history associated with the artifact. This tab only displays matching
information if the artifact is an IP address, domain, or URL.

Request The domain that submitted a DNS request. Click the domain to launch an
AutoFocus search for it.

Type The DNS request type (example: A, NS, CNAME).

Response The IP address or domain to which the DNS request resolved. Click the IP address
or domain to launch an AutoFocus search.

!\‘ The Response column does not display private IP addresses.

Count The number of times the request was made.

First Seen The date and time that the Request, Response, and Type combination was first
seen based on passive DNS history.

Last Seen The date and time that the Request, Response, and Type combination was most
recently seen based on passive DNS history.

Matching Hashes Tab

The Matching Hashes tab displays the five most recent private samples where WildFire detected the artifact.
Private samples are samples detected only on firewalls associated with your support account.

SHA256 The SHA-256 hash for a sample. Click the hash to launch an AutoFocus search for
that hash.

File Type The file type of the sample.

Create Date The date and time that WildFire analyzed a sample and assigned a WildFire verdict
toit.

Update Date The date and time that WildFire updated the WildFire verdict for a sample.

Verdict The WildFire verdict for a sample: benign, grayware, malware, or phishing.
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Configuration Table Export

Administrative users can export the data on policy rulebase, objects, managed devices, and interfaces in
tabular format in either a PDF file or a CSV file. The data that is exported is the visible data on the web
interface. For filtered data, only data matching the filter is exported. If you don't apply any filter, then all

data is exported.

All sensitive data, such as a password, is hidden with wildcard (*) symbols.

A system log and download link are generated on successful configuration table export. Use the download
link to save the PDF or CSV file locally. After you close the window that contains the download link, the
download link for that specific export is no longer available.

To export table data, click PDF/CSV and configure the following settings:

Export Settings Description

File Name Enter a name (maximum of 32 characters) to identify the exported data. This name
becomes the name of the downloaded file that is generated by the export.

File Type Select the type of export output to generate. You can choose either PDF or CSV
format.

Page Size The default page size is Letter (8.5 by 11.0 inches). You cannot change the page size.
By default, the PDF is generated in portrait orientation and changes to landscape
orientation to accommodate the maximum number of columns.

Description Enter a description (maximum of 255 characters) to provide context and additional

(PDF only) information about the export.

Table Data Shows the table data that will be exported. If you need to clear the filtering settings
that you set previously, click Show All Columns to show all policy rules under the
selected policy type. Then you can add or remove columns and apply filters as
needed.

Show All Remove all filters and show all table columns.

Columns

Click Export to generate the configuration table download link.
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Dashboard

The Dashboard widgets show general firewall or Panorama™ information, such as the software
version, status of each interface, resource utilization, and up to 10 entries for each of several
log types; log widgets display entries from the last hour.

The Dashboard Widgets topic describes how to use the Dashboard and describes the available
widgets.
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Dashboard Widgets

By default, the Dashboard displays widgets in a Layout of 3 Columns but you can customize the Dashboard
to display only 2 Columns, instead.

You can also decide which widgets to display or hide so that you see only those you want to monitor. To
display a widget, select a widget category from the Widgets drop-down and select a widget to add it to the
Dashboard (widget names that appear in faded grayed-out text are already displayed). Hide (stop displaying)

a widget by closing the widget ( x in the widget header). The firewalls and Panorama save your widget
display settings across logins (separately for each administrator).

Refer to the Last updated timestamp to determine when the Dashboard data was last refreshed. You can

£
manually refresh the entire Dashboard ( “-* in the top right corner of the Dashboard) or you can refresh

£y
individual widgets (~* within each widget header). Use the unlabeled drop-down next to the manual

Yy
Dashboard refresh option ( =" ) to select the automatic refresh interval for the entire Dashboard (in
minutes): 1 min, 2 mins, or 5 mins; to disable automatic refresh for the entire Dashboard, select Manual.

Dashboard Widgets

Description

Application Widgets

Top Applications

Displays the applications with the most sessions. The block size indicates the
relative number of sessions (mouse over the block to view the number), and
the color indicates the security risk—from green (lowest) to red (highest). Click
an application to view its application profile.

Top High Risk
Applications

Similar to Top Applications except that it displays the highest-risk applications
with the most sessions.

ACC Risk Factor

Displays the average risk factor (1-5) for the network traffic processed over
the past week. Higher values indicate higher risk.

System Widgets

General Information

Displays the firewall or Panorama name and model, the Panorama CPU and
RAM, the Panorama system mode, the PAN-OS® or Panorama software
version, the IPv4 and IPvé6 management IP information, the serial number, the
CPU ID and UUID, the application, threat, and URL filtering definition versions,
the current date and time, and the length of time since the last restart.

Interfaces

( )

Indicates whether each interface is up (green), down (red), or in an unknown
state (gray).

System Resources

Displays the Management CPU usage, Data Plane usage, and the Session
Count (the number of sessions established through the firewall or Panorama).

High Availability

Indicates—when high availability (HA) is enabled—the HA status of the

local and peer firewall/Panorama—green (active), yellow (passive), or black
(other). For more information about HA, refer to Device > Virtual Systems or
Panorama > High Availability.
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Dashboard Widgets Description

Locks Shows configuration locks that administrators have set.

Logged In Admins Displays the source IP address, session type (web interface or CLI), and session
start time for each administrator who is currently logged in.

Logs Widgets

Threat Logs Displays the threat ID, application, and date and time for the last 10 entries in
the Threat log. The threat ID is a malware description or URL that violates the
URL filtering profile. Displays only entries from the last 60 minutes.

URL Filtering Logs Displays the description and date and time for the last 60 minutes in the URL
Filtering log.

Data Filtering Logs Displays the description and date and time for the last 60 minutes in the Data
Filtering log.

Config Logs Displays the administrator username, client (web interface or CLI), and date
and time for the last 10 entries in the Configuration log. Displays only entries
from the last 60 minutes.

System Logs Displays the description and date and time for the last 10 entries in the System

log.

» A “Config installed” entry indicates configuration changes were
l committed successfully. Displays only entries from the last 60
minutes.
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ACC

The Application Command Center (ACC) is an analytical tool that provides actionable
intelligence about the activity within your network. The ACC uses the firewall logs to
graphically depict traffic trends on your network. The graphical representation allows you to
interact with the data and visualize the relationships between events on the network including
network usage patterns, traffic patterns, and suspicious activity and anomalies.

A First Glance at the ACC

ACC Tabs

ACC Widgets

ACC Actions

Working with Tabs and Widgets

Working with Filters—Local Filters and Global Filters

V V V V V V

Looking for more?

See Use the Application Command Center .


https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/use-the-application-command-center.html
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A First Glance at the ACC

The following table shows the ACC tab and describes each component.

A First Glance at the ACC
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1 Tabs The ACC includes predefined tabs that provide visibility into network traffic,
threat activity, blocked activity, tunnel activity, and mobile network activity (if
GTP security is enabled). For information on each tab, see ACC Tabs.

2 | Widgets Each tab includes a default set of widgets that best represent the events and
trends associated with the tab. The widgets allow you to survey the data using
the following filters: bytes (in and out), sessions, content (files and data), URL
categories, applications, users, threats (malicious, benign, grayware, phishing), and
count. For information on each widget, see ACC Widgets.

3 | Time The charts and graphs in each widget provide a real-time and historic view. You
can choose a custom range or use the predefined time periods that range from the
last 15 minutes up to the last 90 days or last 30 calendar days.

The time period used to render data, by default, is the last hour. The date and time
interval are displayed on screen. For example:

11/11 10: 30: 00- 01/ 12 11:29:59

4 | Global Filters | The global filters allow you to set the filter across all tabs. The charts and graphs
apply the selected filters before rendering the data. For information on using the
filters, see ACC Actions.

5 | Application The application view allows you filter the ACC view by either the sanctioned
View and unsanctioned applications in use on your network, or by the risk level of the
applications in use on your network. Green indicates sanctioned applications, blue
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A First Glance at the ACC

unsanctioned applications, and yellow indicates applications that have different
sanctioned state across different virtual systems or device groups.

6 Risk Meter The risk meter (1=lowest to 5=highest) indicates the relative security risk on your
network. The risk meter uses a variety of factors such as the type of applications
seen on the network and the risk levels associated with the applications, the
threat activity and malware as seen through the number of blocked threats, and
compromised hosts or traffic to malware hosts and domains.

7 | Source The data used for the display varies between the firewall and Panorama™. You
have the following options to select what data is used to generate the views on
the ACC:

Virtual System: On a firewall that is enabled for multiple virtual systems, you can
use the Virtual System drop-down to change the ACC display to include all virtual
systems or just a selected virtual system.

Device Group: On Panorama, you can use the Device Group drop-down to
change the ACC display to include data from all device groups or just a selected
device group.

Data Source: On Panorama, you can also change the display to use Panorama or
Remote Device Data (managed firewall data). When the data source is Panorama,
you can filter the display for a specific device group.

8 Export You can export the widgets displayed in the current tab as a PDF.
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ACC Tabs

Network Activity—Displays an overview of traffic and user activity on your network. This view focuses
on the top most-used applications, the top users who generate traffic with a drill down into the bytes,
content, threats, and URLs accessed by the user, and the most used Security policy rules against which
traffic matches occur. In addition, you can view network activity by source or destination zone, region, or
IP address; by ingress or egress interfaces; and by host information, such as the operating systems of the
devices most commonly used on the network.

Threat Activity—Displays an overview of the threats on the network. It focuses on the top threats—
vulnerabilities, spyware, viruses, hosts visiting malicious domains or URLs, top WildFire submissions by
file type and application, and applications that use non-standard ports. The Compromised Hosts widget
supplements detection with better visualization techniques. It uses the information from the correlated
events tab (Monitor > Automated Correlation Engine > Correlated Events) to present an aggregated
view of compromised hosts on your network by source users or IP addresses, sorted on severity.
Blocked Activity—Focuses on traffic that was prevented from coming into the network. The widgets in
this tab allow you to view activity denied by application name, username, threat name, content (files and
data), and the top security rules with a deny action that blocked traffic.

Mobile Network Activity—Displays a visual representation of mobile traffic on your network using

GTP logs generated from your Security policy rule configuration. This view includes interactive and
customizable GTP Events, Mobile Subscriber Activity, and GTP Rejection Cause widgets to which

you can apply ACC Filters and drill down to isolate the information you need. When you enable SCTP
Security, widgets on this tab display a visual representation and details of SCTP events on the firewall, as
well as the number of chunks sent and received per SCTP Association ID.

Tunnel Activity—Displays the activity of tunnel traffic that the firewall inspected based on your tunnel
inspection policies. Information includes tunnel usage based on tunnel ID, monitor tag, user, and tunnel
protocols such as Generic Routing Encapsulation (GRE), General Packet Radio Service (GPRS) tunneling
protocol for user data (GTP-U), and non-encrypted IPSec.

GlobalProtect Activity—Displays an overview of user activity in your GlobalProtect deployment.
Information includes the number of users and number of times users connected, the gateways to which
users connected, the number of connection failures and the failure reason, a summary of authentication
methods and GlobalProtect app versions used, and the number of endpoints that are quarantined.

SSL Activity—Displays the activity of decrypted and undecrypted TLS/SSL traffic based on your
Decryption policies and profiles. You can see TLS activity compared to non-TLS activity, the amount

of decrypted traffic versus the amount of undecrypted traffic, reasons for decryption failures, and
successful TLS version and key exchange activity. Use this information to identify traffic that causes
decryption issues and then use the Decryption Log and custom Decryption report templates to drill
down into details and gain context about that traffic so that you can diagnose and fix issues accurately.

t\‘ You can also customize tabs and widgets as described in Working with Tabs and Widgets.
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ACC Widgets

The widgets on each tab are interactive. You can set filters and drill down into the display to customize the
view and focus on the information you need.

Threat Activity [4 .(' v B E?\

(@ threats ) |__1 /'::

Iy

e 7
f /

vulnerability 9.05M

virus 2.49k B 2

wildfire-virus 1.61k

0 2.00M 4.00M 6.00M 8.00M 10.00M

'/THFE»‘\T MNAME ) ID SEVERL.. THREATTY.. THREAT CATEG.. COUNT 3
erability  brute-force B9M
wrability  code-execution 5642k
erability 7.5k
erability 6.5k
erability 5.8k
werability  dos 52k
erability  info-leak 3.6k
werability  overflow 3.5k

wirus pd 35k

vulnerability  code-execution 28k o/

Each widget is structured to display the following information:

1 | View You can sort the data by bytes, sessions, threats, count, users, content,
applications, URLs, malicious, benign, grayware, phishing, file(name)s, data,
profiles, objects, portals, gateways, and profiles. The available options vary by
widget.

2 Graph The graphical display options are treemap, line graph, horizontal bar graph,
stacked area graph, stacked bar graph, pie chart, and map. The available options
vary by widget and the interaction experience varies with each graph type. For
example, the widget for Applications using Non-Standard Ports allows you to
choose between a treemap and a line graph.

To drill down into the display, click on the graph. The area you click on becomes
a filter and allows you to zoom in and view more granular information about that
selection.

3 | Table The detailed view of the data used to render the graph displays in a table below
the graph.

You can click and set a local filter or a global filter for elements in the table. With a
local filter, the graph is updated and the table is sorted by that filter.

With a global filter, the view across the ACC pivots to display only the information
specific to your filter.

4 | Actions The following are actions available in the title bar of a widget:
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e Maximize view—Allows you to enlarge the widget and view it in a larger screen
space. In the maximized view, you can see more than the top ten items that
display in the default widget view.

o Set up local filters—Allows you to add filters that refine the display within the
widget. See Working with Filters—Local Filters and Global Filters.

e Jump to logs—Allows you to directly navigate to the logs (Monitor > Logs >
<log-type>). The logs are filtered using the time period for which the graph is
rendered.

If you set local and global filters, the log query concatenates the time period and
filters and displays only logs that match your filter set.

o Export—Allows you to export the graph as a PDF.

For a description of each widget, see the details on using the ACC.
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ACC Actions

To customize and refine the ACC display, you can add and delete tabs, add and delete widgets, set local and
global filters, and interact with the widgets.

Working with Tabs and Widgets
Working with Filters—Local Filters and Global Filters

Working with Tabs and Widgets

The following options describe how to use and customize tabs and widgets.

Add a custom tab.

L Select Add ( + ) along the list of tabs.
2. Add a View Name. This name will be used as the name for the tab. You can add up to 10 custom tabs.

Edit a tab.
Select the tab and click edit next to the tab name to edit the tab.

Threat Activity [/]
Example: ——

Set a tab as default

1. Edit a tab.

2. Select 25-:-:' to set the current tab as the default. Each time you log in to the firewall, this tab will

display.
Save a tab state
1. Edit a tab.
2‘ m
Select to save your preferences in the current tab as the default.

The tab state including any filters that you may have set are synchronized across HA peers.
Export a tab
1. Edit a tab.

T
" Select = to export the current tab. The tab downloads to your computer as a .txt file. You must
enable pop-ups to download the file.

Import a tab
1. Add a custom tab.
2.
Select -G.I'c- to import a tab.
3. Browse to the text (.txt) file and select it.

See which widgets are included in a view.

1 Select the view and click edit ( &7 ).
2. Select the Add Widgets drop-down to review selected widgets.
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Add a widget or a widget group.

1. Add a new tab or edit a predefined tab.

2. Select Add Widget and then select the widget you want to add. You can select a maximum of 12
widgets.

3. ( ) To create a two-column layout, select Add Widget Group. You can drag and drop widgets
into the two-column display. As you drag the widget into the layout, a placeholder will display for you
to drop the widget.

!\‘ You cannot name a widget group.

Delete a tab, widget, or widget group.

. Test
To delete a custom tab, select the tab and click delete ( ———).

!\‘ You cannot delete a predefined tab.

e To delete a widget or widget group, edit the tab and then click delete ( [X] ). You cannot undo a
deletion.

Reset the default view.

On a predefined view, such as the Blocked Activity view, you can delete one or more widgets. If you
want to reset the layout to include the default set of widgets for the tab, edit the tab and Reset View.

Working with Filters—Local Filters and Global Filters

To hone the details and finely control what the ACC displays, you can use filters:

Local Filters—Local filters are applied on a specific widget. A local filter allows you to interact with the
graph and customize the display so that you can dig in to the details and access the information you
want to monitor on a specific widget. You can apply a local filter in two ways: click into an attribute in
the graph or table; or select Set Filter within a widget. Set Filter allows you to set a local filter that is
persistent across reboots.

Global filters—Global filters are applied across the ACC. A global filter allows you to pivot the display
around the details you care most about and exclude the unrelated information from the current display.
For example, to view all events related to a specific user and application, you can apply the user’s IP
address and specify the application to create a global filter that displays only information pertaining to
that user and application through all the tabs and widgets on the ACC. Global filters are not persistent
across logins.

Global filters can be applied in three ways:

Set a global filter from a table—Select an attribute from a table in any widget and apply the attribute as a
global filter.

Add a widget filter to be a global filter—Hover over the attribute and click the arrow icon to the right

of the attribute. This option allows you to elevate a local filter used in a widget and apply the attribute
globally to update the display across all tabs on the ACC.

Define a global filter—Define a filter using the Global Filters pane on the ACC.

Set a local filter.
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\O/ You can also click an attribute in the table below the graph to apply it as a local filter.

L Select a widget and click Filter ( ?).

2.
Add ( ('E') filters you want to apply.
3. Click Apply. These filters are persistent across reboots.

!\‘ The number of local filters applied on a widget are indicated next to the widget name.

e Set a global filter from a table.

Hover over an attribute in a table and click the arrow that appears to the right of the attribute.

e Set a global filter using the Global Filters pane.

Add ( @ ) filters you want to apply.

* Promote a local filter to as global filter.

1. On any table in a widget, select an attribute. This sets the attribute as a local filter.

2. To promote the filter to a global filter, hover over the attribute and click the arrow to the right of the
attribute.

e Remove a filter.
ot

Click Remove ( 'x_f') to remove a filter.

¢ Global filters—Located in the Global Filters pane.
Local filters—Click Filter ( ? ) to bring up the Set Local Filters dialog and then select the filter and

remove it.

e Clear all filters.
¢ Global filters—Clear all Global Filters.

Local filters—Select a widget and click Filter ( ? ). Then Clear all in the Set Local Filters widget.
* Negate filters.

Select an attribute and Negate ( o ) a filter.
e Global filters—Located in the Global Filters pane.

Local filters—Click Filter ( ? ) to bring up the Set Local Filters dialog add a filter, and then negate it.

¢ View what filters are in use.

¢ Global filters—The number of global filters applied are displayed on the left pane under Global Filters.

e Local filters—The number of local filters applied on a widget are displayed next to the widget name.
To view the filters, click Set Local Filters.
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Monitor

The following topics describe the firewall reports and logs you can use to monitor activity on
your network:

Monitor > Logs

Monitor > External Logs

Monitor > Automated Correlation Engine
Monitor > Packet Capture

Monitor > App Scope

Monitor > Session Browser
Monitor > Block IP List

Monitor > Botnet

Monitor > PDF Reports

Monitor > Manage Custom Reports
Monitor > Reports

V V. V V V V V V V V V
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Monitor > Logs

The following topics provide additional

information about monitoring logs.

What do you want to know? See:
Tell me about the different types of logs. Log Types
Filter logs. Log Actions
Export logs.

View details for individual log entries.

Modify the log display.

Looking for more?

Monitor and manage logs.

Log Types

¢ Monitor > Logs

The firewall displays all logs so that role-based administration permissions are respected. Only the
information that you are permitted to see is visible, which varies depending on the types of logs you are
viewing. For information on administrator permissions, see Device > Admin Roles.

Log Type Description

Traffic

Displays an entry for the start and end of each session. Each
entry includes the date and time, source and destination zones,
addresses and ports, application name, security rule name applied
to the flow, rule action (allow, deny, or drop), ingress and egress
interface, number of bytes, and session end reason.

The Type column indicates whether the entry is for the start or
end of the session, or whether the session was denied or dropped.
A “drop” indicates that the security rule that blocked the traffic
specified “any” application, while a “deny” indicates the rule
identified a specific application.

If traffic is dropped before the application is identified, such as
when a rule drops all traffic for a specific service, the application is
shown as “not-applicable”.

Drill down in traffic logs for more details on individual entries,

artifacts, and actions:

. £e

Click Details (=") to view additional details about the session,

such as whether an ICMP entry aggregates multiple sessions

between the same source and destination (the Count value will

be greater than one).

¢ On a firewall with an active AutoFocus™ license, hover next to
an IP address, filename, URL, user agent, threat name, or hash
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Log Type Description

contained in a log entry and click the drop-down (L) to open
the AutoFocus Intelligence Summary for that artifact.

e To add a device to the quarantine list (Device > Device
Quarantine), open the Host ID drop-down for the device and
Block Device (in the pop-up dialog).

Threat Displays an entry for each security alarm generated by the firewall.
Each entry includes the date and time, a threat name or URL, the
source and destination zones, addresses, and ports, the application
name, security rule name applied to the flow, and the alarm action
(allow or block) and severity.

The Type column indicates the type of threat, such as “virus” or
“spyware;” the Name column is the threat description or URL; and
the Category column is the threat category (such as “keylogger”) or
URL category.

Drill down in threat logs for more details on individual entries,
artifacts, and actions:
. e
Click Details (=) to view additional details about the threat,
such as whether the entry aggregates multiple threats of the
same type between the same source and destination (the Count
value will be greater than one).
e On a firewall with an active AutoFocus license, hover next to

an IP address, filename, URL, user agent, threat name, or hash

contained in a log entry and click the drop-down (L) to open
the AutoFocus Intelligence Summary for that artifact.

If local packet captures are enabled, click Download ( + ) to
access captured packets. To enable local packet captures, refer
to the subsections under Objects > Security Profiles.

e To view more details about a threat or to quickly configure
threat exemptions directly from the threat logs, click the threat
name in the Name column. The Exempt Profiles list shows all
custom Antivirus, Anti-spyware, and Vulnerability protection
profiles. To configure an exemption for a threat signature,
select the check box to the left of the security profile name and
save your change. To add exemptions for IP Addresses (up to
100 IP addresses per signature), highlight the security profile,
add the IP address(es) in the Exempt IP Addresses section and
click OK to save. To view or modify the exemption, go to the
associated security profile and click the Exceptions tab. For
example, if the threat type is vulnerability, select Objects >
Security Profiles > Vulnerability Protection, click the associated
profile then click the Exceptions tab.

e To add a device to the quarantine list (Device > Device
Quarantine), open the Host ID drop-down for the device and
Block Device (in the pop-up dialog).

URL Filtering Displays logs for URL filters, which control access to websites and
whether users can submit credentials to websites.
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Log Type

Description

Select Objects > Security Profiles > URL Filtering to define URL
filtering settings, including which URL categories to block or allow
and to which you want to grant or disable credential submissions.
You can also enable logging of the HTTP header options for the
URL.

On a firewall with an active AutoFocus license, hover next to an IP
address, filename, URL, user agent, threat name, or hash contained

in a log entry and click the drop-down (L™!) to open the AutoFocus
Intelligence Summary for that artifact.

WildFire Submissions

Displays logs for files and email links that the firewall forwarded
for WildFire™ analysis. The WildFire cloud analyzes the sample
and returns analysis results, which include the WildFire verdict
assigned to the sample (benign, malware, grayware, or phishing).
You can confirm if the firewall allowed or blocked a file based on
Security policy rules by viewing the Action column.

On a firewall with an active AutoFocus license, hover next to an IP
address, filename, URL, user agent, threat name, or hash (in the File
Digest column) contained in a log entry and click the drop-down

(7)) to open the AutoFocus Intelligence Summary for the artifact.

Data Filtering

Displays logs for the security policies with attached Data Filtering
profiles, to help prevent sensitive information such as credit card
or social security numbers from leaving the area protected by the
firewall, and File Blocking profiles, that prevent certain file types
from being uploaded or downloaded.

To configure password protection for access the details for a log

entry, click i. Enter the password and click OK. Refer to Device >
Response Pages for instructions on changing or deleting the data
protection password.

> The system prompts you to enter the password
l only once per session.

HIP Match

Displays all HIP matches that the GlobalProtect™ gateway
identifies when comparing the raw HIP data reported by the agent
to the defined HIP objects and HIP profiles. Unlike other logs, a
HIP match is logged even when it does not match a security policy.
For more information, refer to Network > GlobalProtect > Portals.

To add a device to the quarantine list (Device > Device
Quarantine), open the Host ID drop-down for the device and
Block Device (in the pop-up dialog).

GlobalProtect

Displays GlobalProtect connection logs. Use this information to
identify your GlobalProtect users and their client OS version,
troubleshoot connection and performance issues, and identify the
portal and gateways to which users connect.
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Log Type Description

To add a device to the quarantine list (Device > Device
Quarantine), open the Host ID drop-down for the device and
Block Device (in the pop-up dialog).

IP-Tag Displays information about how and when a tag was applied to a
particular IP address. Use this information to determine when and
why a particular IP address was placed in an address group and
what policy rules impact that address. The log includes Receive
Time (the date and time when the first and last packet of the
session arrived), Virtual System, Source IP-Address, Tag, Event,
Timeout, Source Name, and Source Type.

User-ID™ Displays information about IP address-to-username mappings,
such as the source of the mapping information, when the User-

ID agent performed the mapping, and the remaining time before
mappings expire. You can use this information to help troubleshoot
User-ID issues. For example, if the firewall is applying the wrong
policy rule for a user, you can view the logs to verify whether that
user is mapped to the correct IP address and whether the group
associations are correct.

Decryption Displays information about decryption sessions and undecrypted
sessions for traffic that a No Decryption profile controls, including
GlobalProtect sessions.

By default, the logs show information about unsuccessful SSL
Decryption handshakes. You can enable logging for successful
SSL Decryption handshakes in Decryption Policy rules Options.
Logs display a wealth of information that enables you to identify
weak protocols and cipher suites (key exchange, encryption,

and authentication algorithms), bypassed decryption activity,
decryption failures and their causes (e.g., incomplete certificate
chain, client authentication, pinned certificates), session end
reasons, and more. For example, use the information to determine
whether you want to allow sites that use weak protocols and
algorithms. It may be better to block weak sites that you don't
need to access for business purposes.

For traffic the firewall doesn’t decrypt and to which you apply a
No Decryption profile, the log shows sessions blocked because of
server certificate verification issues.

The default Decryption Log size is 32 MB. However, if you decrypt
a lot of traffic or if you enable logging successful SSL Decryption
handshakes, you will probably need to increase the log size
(Device > Setup > Management > Logging and Reporting Settings
and edit the Log Storage quotas). If you don't have unallocated log
space, consider tradeoffs between Decryption Log size and other
log sizes. The more you log, the more resources the logs consume.

GTP Displays event-based logs that include information on the wide
range of GTP attributes. These include GTP event type, GTP event
message type, APN, IMSI, IMEI, End User IP address, in addition to
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Log Type Description

the TCP/IP information that the next-generation firewall identifies
such as application, source and destination address and timestamp.

Tunnel Inspection

Displays an entry for the start and end of each inspected tunnel
session. The log includes the Receive Time (date and time the first
and last packet in the session arrived), Tunnel ID, Monitor Tag,
Session ID, Security rule applied to the tunnel traffic, and more.
See Policies > Tunnel Inspection for more information.

SCTP

Displays SCTP events and associations based on logs generated
by the firewall while it performs stateful inspection, protocol
validation, and filtering of SCTP traffic. SCTP logs include
information on the wide range of SCTP and its payload protocol
attributes, such as SCTP event type, chunk type, SCTP cause
code, Diameter Application ID, Diameter Command Code, and
chunks. This SCTP information is provided in addition to the
general information that the firewall identifies, such as source
and destination address, source and destination port, rule, and
timestamp. See Objects > Security Profiles > SCTP Protection for
more information.

Configuration

Displays an entry for each configuration change. Each entry
includes the date and time, the administrator username, the IP
address from where the change was made, the type of client (web
interface or CLI), the type of command executed, whether the
command succeeded or failed, the configuration path, and the
values before and after the change.

System Displays an entry for each system event. Each entry includes the
date and time, the event severity, and an event description.
Alarms The alarms log records detailed information on alarms that are

generated by the system. The information in this log is also
reported in Alarms. Refer to Define Alarm Settings.

Authentication

Displays information about authentication events that occur

when end users try to access network resources for which access
is controlled by Authentication policy rules. You can use this
information to help troubleshoot access issues and to adjust your
Authentication policy as needed. In conjunction with correlation
objects, you can also use Authentication logs to identify suspicious
activity on your network, such as brute force attacks.

Optionally, you can configure Authentication rules to Log
Authentication Timeouts. These timeouts relate to the period of
time when a user need authenticate for a resource only once but
can access it repeatedly. Seeing information about the timeouts
helps you decide if and how to adjust them.

» System logs record authentication events relating
to GlobalProtect and to administrator access to the
web interface.
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Log Type Description

Unified Displays the latest Traffic, Threat, URL Filtering, WildFire
Submissions, and Data Filtering log entries in a single view. The
collective log view enables you to investigate and filter these
different types of logs together (instead of searching each log set
separately). Or, you can choose which log types to display: click
the arrow to the left of the filter field and select traffic, threat, url,
data, and/or wildfire to display only the selected log types.

On a firewall with an active AutoFocus license, hover next to an IP
address, filename, URL, user agent, threat name, or hash contained

in a log entry and click the drop-down (L") to open the AutoFocus
Intelligence Summary for that artifact.

The firewall displays all logs so that role-based administration
permissions are respected. When viewing Unified logs, only the
logs that you have permission to see are displayed. For example,
an administrator who does not have permission to view WildFire
Submissions logs will not see WildFire Submissions log entries
when viewing Unified logs. For information on administrator
permissions, refer to Device > Admin Roles.

v~ You can use the Unified log set with the AutoFocus
_Q_ threat intelligence portal. Set up an AutoFocus
=  search to add AutoFocus search filters directly to
the Unified log filter field.

To add a device to the quarantine list (Device > Device
Quarantine), open the Host ID drop-down for the device and
Block Device (in the pop-up dialog).

Log Actions

The following table describes log actions.

Action Description

Filter Logs Each log page has a filter field at the top of the page. You can add artifacts to the field,
such as an IP address or a time range, to find matching log entries. The icons to the
right of the field enable you to apply, clear, create, save, and load filters.

LstoDays > X OE G B

e Create afilter:

e Click an artifact in a log entry to add that artifact to the filter.

Click Add ('*:f') to define new search criteria. For each criterion, select the
Connector that defines the search type (and or or), the Attribute on which to
base the search, an Operator to define the scope of the search, and a Value for

evaluation against log entries. Add each criterion to the filter field and Close
when you finish. You can then apply ( =) the filter.
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Action Description

g If the Value string matches an Operator (such as has or in),

enclose the string in quotation marks to avoid a syntax error.
For example, if you filter by destination country and use | N
as a Value to specify INDIA, enter the filter as ( dstl oc eq
"IN ).

v+~ The log filter (receive_time in last-60-seconds) causes the
'O\' number of log entries (and log pages) displayed to grow or shrink
=  overtime.

7’

Apply filters—Click Apply Filter ( % ) to display log entries that match the current
filter.

Delete filters—Click Clear Filter ( X ) to clear the filter field.
Save a filter—Click Save Filter ( E ), enter a name for the filter, and click OK.
Use a saved filter—Click Load Filter ( D ) to add a saved filter to the filter field.

E tL
Xport Logs Click Export to CSV ( n ) to export all logs matched to the current filter to a CSV-

formatted report and continue to Download file. By default, the report contains up to
2,000 lines of logs. To change the line limit for generated CSV reports, select Device >
Setup > Management > Logging and Reporting Settings > Log Export and Reporting
and enter a new Max Rows in CSV Export value.

Highlight Select to highlight log entries that match the action. The filtered logs are highlighted in
Policy Actions | the following colors:

e Green—Allow
e Yellow—Continue, or override

e Red—Deny, drop, drop-icmp, rst-client, reset-server, reset-both, block-continue,
block-override, block-url, drop-all, sinkhole

Change Log To customize the log display:

Display e Change the automatic refresh interval—Select an interval from the interval drop-

down (60 seconds, 30 seconds, 10 seconds, or Manual).
e Change the number and order of entries displayed per page—Log entries are
retrieved in blocks of 10 pages.

e Use the paging controls at the bottom of the page to navigate through the log
list.

e To change the number of log entries per page, select the number of rows from
the per page drop-down (20, 30, 40, 50, 75, or 100).

e To sort the results in ascending or descending order, use the ASC or DESC drop-
down.

e Resolve IP addresses to domain names—Select Resolve Hostname to begin resolving
external IP addresses to domain names.

e Change the order in which logs are displayed—Select DESC to display logs in
descending order beginning with log entries with the most recent Receive Time.
Select ASC to display logs in ascending order beginning with log entries with the
oldest Receive Time.
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Action Description

View Details To view information about individual log entries:

for Individual _

Log Entries ® To display additional details, click Details ( E® ) for an entry. If the source or
destination has an IP address to domain or username mapping defined in the
Addresses page, the name is presented instead of the IP address. To view the
associated IP address, move your cursor over the name.

e On a firewall with an active AutoFocus license, hover next to an IP address,
filename, URL, user agent, threat name, or hash contained in a log entry and click the

drop-down ( [™1) to open the AutoFocus Intelligence Summary for the artifact.

66 PAN-OS WEB INTERFACE HELP | Monitor

© 2020 Palo Alto Networks, Inc.



Monitor > External Logs

Use this page to view logs ingested from the Traps™ Endpoint Security Manager (ESM) into Log Collectors
that are managed by Panorama™. To view Traps ESM logs on Panorama, do the following:

e On the Traps ESM server, configure Panorama as a Syslog server and select the logging events to
forward to Panorama. The events can include security events, policy changes, agent and ESM Server
status changes, and changes to configuration settings.

e On a Panorama that is deployed in Panorama mode with one or more Managed Log Collectors, set up
a log ingestion profile (Panorama > Log Ingestion Profile) and attach the profile to a Collector Group
(Panorama > Collector Groups) in which to store the Traps ESM logs.

External logs are not associated with a device group and are visible only when you select Device Group: All
because the logs are not forwarded from firewalls.

Log Type Description

Monitor > External
Logs > Traps ESM >
Threat

These threat events include all prevention, notification, provisional, and post-
detection events that are reported by the Traps agents.

Monitor > External
Logs > Traps ESM >
System

ESM Server system events include changes related to ESM status, licenses,
ESM Tech Support files, and communication with WildFire.

Monitor > External
Logs > Traps ESM >
Policy

Policy change events include changes to rules, protection levels, content
updates, hash control logs, and verdicts.

Monitor > External
Logs > Traps ESM >
Agent

Agent change events occur on the endpoint and include changes to content
updates, licenses, software, connection status, one-time action rules,
processes and services, and quarantined files.

Monitor > External
Logs > Traps ESM >
Config

ESM configuration change events include system-wide changes to licensing,
administrative users and roles, processes, restriction settings, and conditions.

Panorama can correlate discrete security events on the endpoints with events on the network to trace any
suspicious or malicious activity between the endpoints and the firewall. To view correlated events that
Panorama identifies, see Monitor > Automated Correlation Engine > Correlated Events.
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Monitor > Automated Correlation Engine

The automated correlation engine tracks patterns on your network and correlates events that indicate an
escalation in suspicious behavior or events that amount to malicious activity. The engine functions as your
personal security analyst who scrutinizes isolated events across the different sets of logs on the firewall,
queries the data for specific patterns, and connects the dots so that you have actionable information.

The correlation engine uses correlation objects that generate correlated events. Correlated events collate
evidence to help you trace commonality across seemingly unrelated network events and provide the focus
for incident response.

The following models support the automated correlation engine:

e Panorama—M-Series appliances and virtual appliances
e PA-3200 Series firewalls
PA-5200 Series firewalls
PA-7000 Series firewalls

What do you want to know? See:
What are correlation objects? Monitor > Automated Correlation Engine > Correlation Objects
What is a correlated event? Monitor > Automated Correlation Engine > Correlated Events

Where do | see the match
evidence for a correlation match?

How can | see a graphical view of See the Compromised Hosts widget in ACC.
correlation matches?

Looking for more? Use the Automated Correlation Engine

Monitor > Automated Correlation Engine > Correlation Objects

To counter the advances in exploits and malware distribution methods, correlation objects extend the
signature-based malware detection capabilities on the firewall. They provide the intelligence for identifying
suspicious behavior patterns across different sets of logs and they gather the evidence required to
investigate and promptly respond to an event.

A correlation object is a definition file that specifies patterns for matching, the data sources to use for
performing the lookups, and the time period within which to look for these patterns. A pattern is a boolean
structure of conditions that query the data sources, and each pattern is assigned a severity and a threshold,
which is number of time the pattern match occurs within a defined time limit. When a pattern match occurs,
a correlation event is logged.

The data sources used for performing lookups can include the following logs: application statistics, traffic,
traffic summary, threat summary, threat, data filtering, and URL filtering. For example, the definition for a
correlation object can include a set of patterns that query the logs for evidence of infected hosts, evidence
of malware patterns, or for lateral movement of malware in the traffic, url filtering, and threat logs.

Correlation objects are defined by Palo Alto Networks® and are packaged with content updates. You must
have a valid threat prevention license to get content updates.

By default, all correlation objects are enabled. To disable an object, select the object and Disable it.
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Correlation

Object Fields

Description

Name and Title

The label indicates the type of activity that the correlation object detects.

ID A unique number identifies the correlation object. This number is in the 6000 series.

Category A summary of the kind of threat or harm posed to the network, user, or host.

State The state indicates whether the correlation object is enabled (active) or disabled
(inactive).

Description The description specifies the match conditions for which the firewall or Panorama will

analyze logs. It describes the escalation pattern or progression path that will be used
to identify malicious activity or suspicious host behavior.

Monitor > Automated Correlation Engine > Correlated Events

Correlated events expand the threat detection capabilities on the firewall and Panorama; the correlated
events gather evidence of suspicious or unusual behavior of users or hosts on the network.

The correlation object makes it possible to pivot on certain conditions or behaviors and trace commonalities
across multiple log sources. When the set of conditions specified in a correlation object are observed on the
network, each match is logged as a correlated event.

The correlated event includes the details listed in the following table.

Field Description

Match Time

The time the correlation object triggered a match.

Update Time

The timestamp when the match was last updated.

Object Name

The name of the correlation object that triggered the match.

Source Address

The IP address of the user from whom the traffic originated

Source User

The user and user group information from the directory server, if User-ID™ is
enabled.

Severity A rating that classifies the risk based on the extent of damage caused.
Summary A description that summarizes the evidence gathered on the correlated event.
Host ID The Host ID of the device.

To add a device to the quarantine list (Device > Device Quarantine), click the down
arrow next to the device’s Host ID and select Block Device in the pop-up window
that displays.

To view the detailed log view, click Details ( E ) for an entry. The detailed log view includes all the evidence

for a match:
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Tab Description

Match Object Details—Presents information on the correlation object that triggered the
Information match. For information on correlation objects, see Monitor > Automated Correlation
Engine > Correlation Objects.

Match Details—A summary of the match details that includes the match time, last
update time on the match evidence, severity of the event, and an event summary.

Match This tab includes all the evidence that corroborates the correlated event. It lists detailed
Evidence information on the evidence collected for each session.

See a graphical display of the information in the Correlated Events tab, see the Compromised Hosts widget
on the ACC > Threat Activity tab. In the Compromised Hosts widget, the display is aggregated by source
user and IP address and sorted by severity.

To configure notifications when a correlated event is logged, go to the Device > Log Settings or
Panorama > Log Settings tab.
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Monitor > Packet Capture

All Palo Alto Networks firewalls have a built-in packet capture (pcap) feature you can use to capture packets
that traverse the network interfaces on the firewall. You can then use the captured data for troubleshooting
purposes or to create custom application signatures.

The packet capture feature is CPU-intensive and can degrade firewall performance. Only
use this feature when necessary and make sure to turn it off after you collect the required

packets.

What do you want to know?

What are the different methods
the firewall can use to capture
packets?

See:

Packet Capture Overview

How do | generate a custom
packet capture?

Building Blocks for a Custom Packet Capture

How do | generate packet
captures when the firewall detects
a threat?

Enable Threat Packet Capture

Where do | download a packet
capture?

Packet Capture Overview

Looking for more?

e Turn on extended packet
capture for security profiles.

Device > Setup > Content-ID

e Use packet capture to write
custom application signatures.

See Custom Signatures.

e Prevent a firewall admin from
viewing packet captures.

Define Web Interface Administrator Access.

e See an example.

See Take Packet Captures.

Packet Capture Overview

You can configure a Palo Alto Networks firewall to perform a custom packet capture or a threat packet

capture.

e Custom Packet Capture—Capture packets for all traffic or traffic based on filters you define. For
example, you can configure the firewall to capture only packets to and from a specific source and
destination IP address or port. Use these packet captures to troubleshoot network traffic-related issues
or to gather application attributes to write custom application signatures (Monitor > Packet Capture).
You define the file name based on the stage (Drop, Firewall, Receive, or Transmit) and, after the PCAP is
complete, you download the PCAP in the Captured Files section.
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¢ Threat Packet Capture—Capture packets when the firewall detects a virus, spyware, or vulnerability.
You enable this feature in Antivirus, Anti-Spyware, and Vulnerability Protection security profiles. These
packet captures provide context around a threat to help you determine if an attack is successful or to
learn more about the methods used by an attacker. The action for the threat must be set to either allow
or alert; otherwise, the threat is blocked and packets cannot be captured. You configure this type of

packet capture in the Objects > Security Profiles. To download ( + ) pcaps, select Monitor > Threat.

Building Blocks for a Custom Packet Capture

The following table describes the components of the Monitor > Packet Capture page that you use to
configure packet captures, enable packet capture, and to download packet capture files.

DASHBOARD ACC MONITOR

[ Configure Filtering Captured Files

%T'I'L‘rll {8 Manage Filte '_'\ Oitems | = X

L iltering
g e [0/4 Filters Set] [ | FILE NAME DATE SIZE(MB)
WildFire Submissions
P Filtering OFF| Pre-Parse Match OFF
ata Filtering
E HIPM

Aatch

W oY
(Configure Capturing |

| Packet Capture | ON !

Q
& Tunnel Inspection O | stace FILE
E‘g‘. Configuration

2 Syste
E'-L;.A:r ns
Authentication
= Unified

* Packet Capture
~ Ly App Scope

§E Summary

IR-_ Change Monitor
(G0 Threat Monito

-iiga Threat Map -

Custom Packet | Configured In Description

Capture Building
Blocks

Manage Filters | Configure Filtering When enabling custom packet captures, you should
define filters so that only the packets that match the
filters are captured. This will make it easier to locate the
information you need in the pcaps and will reduce the
processing power required by the firewall to perform
the packet capture.

Click Add to add a new filter and configure the
following fields:

e Id—Enter or select an identifier for the filter.

¢ Ingress Interface—Select the ingress interface on
which you want to capture traffic.

e Source—Specify the source IP address of the traffic
to capture.

¢ Destination—Specify the destination IP address of
the traffic to capture.
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Custom Packet

Capture Building
Blocks

Configured In

Description

e Src Port—Specify the source port of the traffic to
capture.

e Dest Port—Specify the destination port of the traffic
to capture.

e Proto—Specify the protocol number to filter (1-255).
For example, ICMP is protocol number 1.

e Non-IP—Choose how to treat non-IP traffic (exclude
all IP traffic, include all IP traffic, include only IP
traffic, or do not include an IP filter). Broadcast and
AppleTalk are examples of Non-IP traffic.

e |Pv6—Select this option to include IPvé packets in
the filter.

Filtering

Configure Filtering

After defining filters, set the Filtering to ON. If filtering
is OFF, then all traffic is captured.

Pre-Parse
Match

Configure Filtering

This option is for advanced troubleshooting purposes.
After a packet enters the ingress port, it proceeds
through several processing steps before it is parsed for
matches against pre#configured filters.

It is possible for a packet, due to a failure, to not reach
the filtering stage. This can occur, for example, if a route
lookup fails.

Set the Pre-Parse Match setting to ON to emulate a
positive match for every packet entering the system.
This allows the firewall to capture packets that do not
reach the filtering process. If a packet is able to reach
the filtering stage, it is then processed according to
the filter configuration and discarded if it fails to meet
filtering criteria.

Packet Capture

Configure Capturing

Click the toggle switch to turn packet capture ON or
OFF.

You must select at least one capture stage. Click Add
and specify the following:

e Stage—Indicate the point at which to capture
packets:

e drop—When packet processing encounters an
error and the packet is dropped.

¢ firewall—-When the packet has a session match
or a first packet with a session is successfully
created.

¢ receive—When the packet is received on the
dataplane processor.

¢ transmit—When the packet is transmitted on the
dataplane processor.
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Custom Packet [ Configured In Description

Capture Building
Blocks

e File—Specify the capture file name. The file name
should begin with a letter and can include letters,
digits, periods, underscores, or hyphens.

e Packet Count—Specify the maximum number of
packets, after which capturing stops.

e Byte Count—Specify the maximum number of bytes,
after which capturing stops.

Captured Files | Captured Files Contains a list of custom packet captures previously
generated by the firewall. Click a file to download it to
your computer. To delete a packet capture, select the
packet capture and then Delete it.

e File Name—Lists the packet capture files. The file
names are based on the file name you specify for the
capture stage

e Date—Date the file was generated.

e Size (MB)—The size of the capture file.

After you turn on packet capture and then turn it off,

you must click Refresh (3 ) before any new PCAP files
display in this list.

Clear All Settings Click Clear All Settings to turn off packet capture and to
Settings clear all packet capture settings.

 This does not turn off packet capture set
L in a security profile. For information on
enabling packet capture on a security
profile, see Enable Threat Packet
Capture.

Enable Threat Packet Capture

e Objects > Security Profiles

To enable the firewall to capture packets when it detects a threat, enable the packet capture option in the
security profile.

First select Objects > Security Profiles and then modify the desired profile as described in the following
table:

Packet Capture Location

Options in
Security Profiles

Antivirus Select a custom antivirus profile and, in the Antivirus tab, select Packet Capture.
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Packet Capture Location
Options in

Security Profiles

Anti-Spyware Select a custom Anti-Spyware profile, click the DNS Signatures tab and, in the

Packet Capture drop-down, select single-packet or extended-capture.
Vulnerability Select a custom Vulnerability Protection profile and, in the Rules tab, click Add to
Protection add a new rule or select an existing rule. Then select the Packet Capture drop-down

and select single-packet or extended-capture.

» In Anti-Spyware and Vulnerability Protection profiles, you can also enable packet capture on
l exceptions. Click the Exceptions tab and in the Packet Capture column for a signature, click
the drop-down and select single-packet or extended-capture.

( ) To define the length of a threat packet capture based on the number of packets captured (which
is based on a global setting), select Device > Setup > Content-ID and, in the Content-ID™ Settings section,
modify the Extended Packet Capture Length (packets) field (range is 1-50; default is 5).

After you enable packet capture on a security profile, you need to verify that the profile is part of a security
rule. For information on how to add a security profile to a security rule, see Security Policy Overview.

Each time the firewall detects a threat when packet capture is enabled on the security profile, you can
download ( + ) or export the packet capture.
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Monitor > App Scope

The following topics describe App Scope features.

e App Scope Overview

e App Scope Summary Report

e App Scope Change Monitor Report
e App Scope Threat Monitor Report

e App Scope Threat Map Report

e App Scope Network Monitor Report
e App Scope Traffic Map Report

App Scope Overview

The App Scope reports provide graphical visibility into the following aspects of your network:

e Changes in application usage and user activity
e Users and applications that take up most of the network bandwidth
e Network threats

With the App Scope reports, you can quickly see if any behavior is unusual or unexpected, and helps
pinpoint problematic behavior; each report provides a dynamic, user-customizable window into the
network. The reports include options to select the data and ranges to display. On Panorama, you can also
select the Data Source for the information that is displayed. The default data source (on new Panorama
installations) uses the local database on Panorama, which stores logs forwarded by the managed firewalls;
on an upgrade, the default data source is the Remote Device Data (managed firewall data). To fetch and
display an aggregated view of the data directly from the managed firewalls, you now have to switch the
source from Panorama to Remote Device Data.

Hovering the mouse over and clicking either the lines or bars on the charts switches to the ACC and
provides detailed information about the specific application, application category, user, or source.

Application Command Description

Center Charts

Summary App Scope Summary Report
Change Monitor App Scope Change Monitor Report
Threat Monitor App Scope Threat Monitor Report
Threat Map App Scope Threat Map Report
Network Monitor App Scope Network Monitor Report
Traffic Map App Scope Traffic Map Report

App Scope Summary Report

The Summary report displays charts for the top five gainers, losers, and bandwidth consuming applications,
application categories, users, and sources.
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To export the charts in the summary report as a PDF, click Export ( ﬁb. Each chart is saved as a page in the

PDF output.
App Scope Summary Report
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App Scope Change Monitor Report

The Change Monitor report displays changes over a specified time period. For example, the figure below
displays the top applications that gained in use over the last hour as compared with the last 24-hour period.

The top applications are determined by session count and sorted by percentage.

App Scope Change Monitor Report
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This report contains the following options.

Change Monitor Report Options Description

Top Bar

Top 10 Determines the number of records with the highest
measurement included in the chart.

Application Determines the type of item reported: Application,
Application Category, Source, or Destination.

Gainers Displays measurements of items that have increased
over the measured period.

Losers Displays measurements of items that have decreased
over the measured period.

New Displays measurements of items that were added over

the measure period.
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Change Monitor Report Options

Description

Dropped Displays measurements of items that were
discontinued over the measure period.
Filter Applies a filter to display only the selected item. None

displays all entries.

Count Sessions and Count Bytes

Determines whether to display session or byte
information.

Sort Determines whether to sort entries by percentage or
raw growth.

Export Exports the graph as a .png image or as a PDF.

Bottom Bar

Compare (interval)

Specifies the period over which the change
measurements are taken.

App Scope Threat Monitor Report

The Threat Monitor report displays a count of the top threats over the selected time period. For example,
the figure below shows the top 10 threat types for the past 6 hours.

App Scope Threat Monitor Report
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Each threat type is color-coded as indicated in the legend below the chart. This report contains the
following options.

Threat Monitor Report Options Description

Top Bar

Top 10 Determines the number of records with the highest
measurement included in the chart.

Threat Determines the type of item measured: Threat, Threat
Category, Source, or Destination.

Filter Applies a filter to display only the selected item.

Nl Determines whether the information is presented in a stacked

column chart or a stacked area chart.

Export Exports the graph as a .png image or as a PDF.

Bottom Bar
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Threat Monitor Report Options Description
Last 6hours  Last 12 hours  Last 24 hours  Last7 days Last30days Last 60da[s $pecifies the period over which the measurements are taken.

App Scope Threat Map Report

The Threat Map report shows a geographical view of threats, including severity.

App Scope Threat Map Report

op10~  Incoming traffic  Qutgoing traffic £9 Zoom In  Zoom Out > :
g going % xport:

Last 6 hours Last 12 hours Last24hours Last7days Last30days Last60days Last 90days

Each threat type is color-coded as indicated in the legend below the chart. Click a country on the map to
Zoom In and then Zoom Out as needed. This report contains the following options.

Threat Map Report Options Description

Top Bar

Top 10 Determines the number of records with the highest
measurement included in the chart.

Incoming threats Displays incoming threats.
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Outgoing threats Displays outgoing threats.

Filter Applies a filter to display only the selected item.

Zoom In and Zoom Out Zoom in and zoom out of the map.

Export Exports the graph as a .png image or as a PDF.

Bottom Bar

Lest 6 hours Last 12hours  Last 2¢ hours  Last 7cays Last0cys Lastsocvs - Lfpelicates the period over which the measurements are taken.

App Scope Network Monitor Report

The Network Monitor report displays the bandwidth dedicated to different network functions over
the specified period of time. Each network function is color-coded as indicated in the legend below the
chart. For example, the image below shows application bandwidth for the past 7 days based on session
information.

App Scope Network Monitor Report
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The report contains the following options.

Network Monitor Report Options Description

Top Bar

Top 10 Determines the number of records with the highest
measurement included in the chart.

Application Determines the type of item reported: Application, Application
Category, Source, or Destination.

Filter Applies a filter to display only the selected item. None displays
all entries.

Count Sessions and Count Bytes Determines whether to display session or byte information.

Ll @ Determines whether the information is presented in a stacked

column chart or a stacked area chart.

Export Exports the graph as a .png image or as a PDF.

Bottom Bar

Lo Lt izhos Lszanous Lst7an Lssodns Lssoes wsoss | [Ndicates the period over which the change measurements are
taken.

App Scope Traffic Map Report

The Traffic Map report shows a geographical view of traffic flows according to sessions or flows.

App Scope Traffic Map Report
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Each traffic type is color-coded as indicated in the legend below the chart. This report contains the

following options.

Traffic Map Report Options Description

Top Bar

Top 10

Determines the number of records with the
highest measurement included in the chart.

Incoming traffic

Displays incoming traffic.

Outgoing traffic

Displays outgoing traffic.

Count Sessions and Count Bytes

Determines whether to display session or byte
information.

Zoom In and Zoom Out

Zoom in and zoom out of the map.

Export

Export the graph as a .png image or as a PDF.

Bottom Bar
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Traffic Map Report Options Description

Last 6hours Last 12 hours Last 24 hours  Last 7 days Last30days Last 60 days Last 90 days Indicates the period over which the change
measurements are taken.
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Monitor > Session Browser

Select Monitor > Session Browser to browse and filter current running sessions on the firewall. For
information on filtering options for this page, see Log Actions.
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Monitor > Block IP List

You can configure the firewall to place IP addresses on the block list in several ways, including the

following:

e Configure a DoS Protection policy rule with the Action to Protect and apply a Classified DoS Protection
profile to the rule. The profile includes the Block Duration.

e Configure a Security policy rule with a Vulnerability Protection profile that uses a rule with the Action to
Block IP and apply the rule to a zone.

The Block IP List is supported on PA-3200 Series, PA-5200 Series, and PA-7000 Series firewalls.

What do you want to know? See:
What do the Block IP List fields Block IP List Entries
indicate?

How do I filter, navigate, or delete | View or Delete Block IP List Entries

Block IP List entries?

Looking for more?

Set Up Antivirus, Anti-Spyware, and VulnerabilityProtection
DoS Protection Against Flooding of New Sessions

Monitor Blocked IP Addresses

Block IP List Entries

¢ Monitor > BlocklIPList

The following table explains the block list entry for a source IP address that the firewall is blocking.

Field Description

Block Time Month/day and hours:minutes:seconds when the IP address went on the
Block IP List.
Type Type of block action: whether the hardware (hw) or software (sw) blocked the

IP address.

When you configure a DoS Protection policy or a Security policy that uses

a Vulnerability Protection profile to block connections from source IPv4
addresses, the firewall automatically blocks that traffic in hardware before
those packets use CPU or packet buffer resources. If attack traffic exceeds
the blocking capacity of the hardware, the firewall uses software to block the
traffic.

Source IP Address

Source IP address of the packet that the firewall blocked.

Ingress Zone

Security zone assigned to the interface where the packet entered the firewall.

Time Remaining

Number of seconds remaining for the IP address to be on the Block IP List.
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Field Description

Block Source

Name of the classified DoS Protection profile or Vulnerability protection
object name where you specified the Block IP action.

Total Blocked IPs: x out

of y (z% used)

Count of blocked IP addresses (x) out of the number of blocked IP addresses
the firewall supports (y), and the corresponding percentage of blocked IP
addresses used (z).

View or Delete Block IP List Entries

Navigate the Block IP list entries, view detailed information, and delete an entry if desired.

View or Delete Block IP List Entries

Search for specific
Block IP List
information

Select a value in a column, which enters a filter in the Filters field, and click the
right arrow to initiate the search for entries with that value.

Click the X to remove the filter.

View Block IP List
entries beyond the
current screen

Enter a page number in the Page field or click the single arrows to see the Next
Page or Previous Page of entries. Click the double arrows to view the Last Page
or First Page of entries.

View detailed
information about
an IP address on the
Block IP List

Click on a Source IP Address of an entry, which links to Network Solutions Who
Is with information about the address.

Delete Block IP List
entries

Select an entry and click Delete.

\ Only deletion of Hardware entries is supported from the web
! interface. However, deleting both Hardware and Software
entries is supported from the CLI.

Clear the entire Block
IP List

Click Clear All to permanently delete all entries, which means those packets are
no longer blocked.

¥ Only clearing the Block IP list of Hardware entries is supported
from the web interface. However, clearing both Hardware and
Software entries is supported from the CLI.

88 PAN-OS WEB INTERFACE HELP | Monitor

© 2020 Palo Alto Networks, Inc.


http://www.networksolutions.com/whois/index.jsp
http://www.networksolutions.com/whois/index.jsp

Monitor > Botnet

The botnet report enables you to use behavior-based mechanisms to identify potential malware- and
botnet-infected hosts in your network. The report assigns each host a confidence score of 1 to 5 to indicate
the likelihood of botnet infection, where 5 indicates the highest likelihood. Before scheduling the report

or running it on demand, you must configure it to identify types of traffic as suspicious. The PAN-OS®
Administrator’s Guide provides details on interpreting botnet report output.

e Botnet Report Settings
e Botnet Configuration Settings

Botnet Report Settings

e Monitor > Botnet > Report Setting

Before generating the botnet report, you must specify the types of traffic that indicate potential botnet
activity (see Configuring the Botnet Report). To schedule a daily report or run it on demand, click Report
Setting and complete the following fields. To export a report, select it and Export to PDF, Export to CSV, or

Export to XML.
Botnet Report Settings Description
Test Run Time Frame Select the time interval for the report—Last 24 Hours (default) or Last
Calendar Day.
Run Now Click Run Now to manually and immediately generate a report. The report

displays in a new tab within the Botnet Report dialog.

No. of Rows Specify the number of rows to display in the report (default is 100).

Scheduled Select this option to automatically generate the report daily. By default, this
option is enabled.

Query Builder ( ) Add queries to the Query Builder to filter the report

output by attributes such as source/destination IP addresses, users,

or zones. For example, if you know that traffic initiated from the IP
address 192.0.2.0 contains no potential botnet activity, you can add

not (addr.src in 192.0.2.0) asa query to exclude that host from
the report output.

e Connector—Select a logical connector (and or or). If you select Negate,
the report will exclude the hosts that the query specifies.

e Attribute—Select a zone, address, or user that is associated with the
hosts that the firewall evaluates for botnet activity.

e Operator—Select an operator to relate the Attribute to a Value.
e Value—Enter a value for the query to match.

Botnet Configuration Settings

e Monitor > Botnet > Configuration
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To specify the types of traffic that indicate potential botnet activity, click Configuration on the right side of
the Botnet page and complete the following fields. After configuring the report, you can run it on demand
or schedule it to run daily (see Monitor > PDF Reports > Manage PDF Summary).

\ The default Botnet report configuration is optimal. If you believe the default values identify
false positives, create a support ticket so Palo Alto Networks can reevaluate the values.

Botnet Configuration

Settings

Description

HTTP Traffic

Enable and define the Count for each type of HTTP Traffic that the report
will include. The Count values you enter are the minimum number of events
of each traffic type that must occur for the report to list the associated host
with a higher confidence score (higher likelihood of botnet infection). If the
number of events is less than the Count, the report will display the lower
confidence score or (for certain traffic types) won'’t display an entry for the
host.

e Malware URL visit (range is 2-1000; default is 5)—Identifies users
communicating with known malware URLs based on malware and
botnet URL filtering categories.

¢ Use of dynamic DNS (range is 2-1000; default is 5)—Looks for dynamic
DNS query traffic that might indicate malware, botnet communications,
or exploit kits. Generally, using dynamic DNS domains is very risky.
Malware often uses dynamic DNS to avoid IP address block lists.
Consider using URL filtering to block such traffic.

¢ Browsing to IP domains (range is 2-1000; default is 10)—Identifies users
who browse to IP domains instead of URLs.

e Browsing to recently registered domains (range is 2-1000; default is 5)
—Looks for traffic to domains that were registered within the past 30
days. Attackers, malware, and exploit kits often use newly registered
domains.

e Executable files from unknown sites (range is 2-1000; default is 5)—
Identifies executable files downloaded from unknown URLs. Executable
files are a part of many infections and, when combined with other types
of suspicious traffic, can help you prioritize host investigations.

Unknown Applications

Define the thresholds that determine whether the report will include traffic
associated with suspicious Unknown TCP or Unknown UDP applications.

e Sessions Per Hour (range is 1-3600; default is 10)—The report includes
traffic that involves up to the specified number of application sessions
per hour.

¢ Destinations Per Hour (range is 1-3600; default is 10)—The report
includes traffic that involves up to the specified number of application
destinations per hour.

e Minimum Bytes (range is 1-200; default is 50)—The report includes
traffic for which the application payload equals or exceeds the specified
size.

e Maximum Bytes (range is 1-200; default is 100)—The report includes
traffic for which the application payload is equal to or less than the
specified size.
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Botnet Configuration Description

Settings

IRC Select this option to include traffic involving IRC servers.
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Monitor > PDF Reports

The following topics describe PDF reports.

e Monitor > PDF Reports > Manage PDF Summary
e Monitor > PDF Reports > User Activity Report

e Monitor > PDF Reports > SaaS Application Usage
e Monitor > PDF Reports > Report Groups

e Monitor > PDF Reports > Email Scheduler

Monitor > PDF Reports > Manage PDF Summary

PDF summary reports contain information compiled from existing reports, based on data for the top 5 in
each category (instead of top 50). They also contain trend charts that are not available in other reports.

PDF Summary Report

Application and Threat Summary

Application Usage
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To create PDF summary reports, click Add. The PDF Summary Report page opens to show all of the

available report elements.

Managing PDF Reports
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PDF Summary Report [6)

Name |\ |

[BL, Threat Reports [k Application Reports  [5L, Trend Reports [, Traffic Reports [ URL Filtering Reports  [Y; Custom Reports
ElTuu attacker sources Top victims by source 3¢ High risk user - Top
countries applications
TU? ?LLaer’_' X Top victims by e High risk user - Top %
sl destination countries threats

ElTuu victim sources ¥ IEITD3 o X EI High risk user - Top ¢

URL eategories

EITU:J victim destinations > EITUJ spyware threats Top application

categories (Pie Chart)

Top attackers by source El-rm viruses b4

countries Top technology

categories (Pie Chart) A

Cancel

Use one or more of these options to design the report:

e To remove an element from the report, click delete ( [X] ) or clear the item from the appropriate drop-
down.

e Select additional elements by selecting them in the appropriate drop-down.

e Drag and drop an element to move it to another area of the report.

 There is a maximum of 18 report elements allowed. If you have 18 already, you must
delete existing elements before you can add new ones.

To Save the report, enter a report name, and click OK.
To display PDF reports, select Monitor > Reports, click PDF Summary Report to select a report, and click a
day in the calendar to download a report for that day.

> New PDF summary reports will not appear until after the report runs, which will occur
;! automatically every 24 hours at 2 a.m.

Monitor > PDF Reports > User Activity Report

Use this page to create reports that summarize the activity of individual users or user groups. Click Add and
specify the following information.

User/Group Activity Description

Report Settings

Name Enter a name to identify the report (up to 31 characters). The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Type For User Activity Report: Select User and enter the Username or IP address

(IPv4 or IPvé6) of the user who will be the subject of the report.

For Group Activity Report: Select Group and enter the Group Name.
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User/Group Activity Description

Report Settings

Additional Filters Select Filter Builder to create filters for the User/Group Activity Report.
Time Period Select the time frame for the report from the drop-down.

Include Detailed ( ) Select this option to include detailed URL logs in the report.
Browsing

) The detailed browsing information can include a large volume
l of logs (thousands) for the selected user or user group and
cause a report to be very large.

¥ The Group Activity Report does not include Browsing Summary by URL Category; all other
! information is common across the User Activity Report and the Group Activity Report.

To run the report on demand, click Run Now. To change the maximum number of rows that display in the
report, see Logging and Reporting Settings.

To save the report, click OK. You can then schedule the report for email delivery (Monitor > PDF Reports >
Email Scheduler).

Add a Log Filter

Build log filters to the User Activity and Group Activity Reports to customize reports. You can filter

activity reports based on application, application characteristics and more. For example, if you have are
interested in a SaaS application that don't have certifications, you can build a filter based on this application
characteristic.

Add Log Filter Field Description

Log Filter Text Box Write the filter you would like to apply to the log.
You can write multiple filters.

Connector Append the filter with an additional filtering
option. Check the Negate box to not apply a
connector the filter you wrote.

Attribute Select the attribute you wold like to append from
the menu.

Operator Select whether Attribute should equal or not equal
the Value.

Value Set the Value for the attribute. When available,
a drop-down menu with possible values will be
available.

Select Apply to apply the built filter to the User Activity or Group Activity Report.
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Monitor > PDF Reports > SaaS Application Usage

Use this page to generate a Saa$S application usage report that summarizes the security risks associated
with the Saa$S applications traversing your network. This predefined report presents a comparison of the
sanctioned versus unsanctioned applications, summarizes the risky SaaS applications with unfavorable
hosting characteristics, and highlights the activity, usage, and compliance of the applications by listing
the top applications for each category on the detailed pages. You can use this detailed risk information to
enforce policy for SaaS applications that you want to allow or block on your network.

For generating an accurate and informative report, you must tag the sanctioned applications on your
network (see Generate the SaaS Application Usage Report). The firewall and Panorama consider any
application without this predefined tag as unsanctioned for use on the network. It is important to know
about the sanctioned applications and unsanctioned applications that are prevalent on your network
because unsanctioned Saa$S applications are a potential threat to information security; they are not
approved for use on your network and can cause an exposure to threats and loss of private and sensitive
data.

> Make sure you tag applications consistently across all firewalls or device groups. If the same
L application is tagged as sanctioned in one virtual system and is not sanctioned in another—
or on Panorama, if an application is unsanctioned in a parent device group but is tagged as
sanctioned in a child device group (or vice versa)—the SaaS Application Usage report will
produce overlapping results.

On the ACC, set the Application View to By Sanctioned State to visually identify applications
that have different sanctioned state across virtual systems or device groups. Green
indicates sanctioned applications, blue is for unsanctioned applications, and yellow indicates
applications that have a different sanctioned state across different virtual systems or device
groups.

To configure the report, click Add and specify the following information:

SaaS Application Usage | Description

Report Settings

Name Enter a name to identify the report (up to 31 characters). The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Time Period Select the time frame for the report from the drop-down. The report includes

data from the current day (the day on which the report is generated).

Include logs from From the drop-down, select whether you want to generate the report on
a selected user group, on a selected zone, or for all user groups and zones
configured on the firewall or Panorama.

e For a selected user group—Select the User Group for which the firewall or
Panorama will filter the logs.

e For a selected zone—Select the Zone for which the firewall or Panorama
will filter the logs.

e For all user groups and zones—You can report on all groups or choose
up to 25 user groups for which you want visibility. If you have more than
25 groups, the firewall or Panorama will display the top 25 groups in the
report and assign all remaining user groups to the Others group.
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SaaS Application Usage

Report Settings

Description

Include user group
information in the
report

(

This option filters the logs for the user groups you want to include in the

report. Select the manage groups or the manage groups for the selected zone
link to choose up to 25 user groups for which you want visibility.

When you generate a report for specific user groups on a selected zone, users
who are not a member of any of the selected groups are assigned to a user

Selected group called Others.

User Group.)

User group Select the user group(s) for which you want to generate the report. This
option displays only when you choose Selected User Group in the Include
logs from drop-down.

Zone Select the zone for which you want to generate the report. This option

displays only when you choose Selected Zone in the Include logs from drop-
down.

You can then select include user group information in the report.

Include detailed
application category
information in report

The SaaS Application Usage PDF report is a two-part report. By default, both
parts of the report are generated. The first part of the report (ten pages)
focuses on the SaaS applications used on your network during the reporting
period.

Clear this option if you do not want the second part of the report that
includes detailed information for SaaS and non-SaaS$ applications for each
application subcategory listed in the first part of the report. This second part
of the report includes the names of the top applications in each subcategory
and information about users, user groups, files, bytes transferred, and threats
generated from these applications.

Without the detailed information, the report is ten-pages long.

Limit max subcategories

in the report to

Select whether you want to use all application subcategories in the SaaS
Application Usage report or whether you want to limit the maximum number
to 10, 15, 20, or 25 subcategories.

When you reduce the maximum number of subcategories, the detailed
report is shorter because you limit the SaaS and non-Saa$ application activity
information included in the report.

Click Run Now to generate the report on demand.

You can generate this report on demand or you can schedule it to run on a daily, weekly, or monthly
cadence. To schedule the report, see schedule reports for email delivery.

On PA-220 and PA-220R firewalls, the SaaS Application Usage report is not sent as a PDF attachment in
the email. Instead, the email includes a link you use to open the report in a web browser.

For more information on the report, see Manage Reporting.
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Monitor > PDF Reports > Report Groups

Report groups allow you to create sets of reports that the system can compile and send as a single
aggregate PDF report with an optional title page and all the constituent reports included.

Report Group Settings Description

Name Enter a name to identify the report group (up to 31 characters). The name
is case-sensitive and must be unique. Use only letters, numbers, spaces,
hyphens, and underscores.

Title Page Select this option to include a title page in the report.

Title Enter the name that will appear as the report title.

Report selection /
Widgets

For each report to include in the group, select the report in the left column
and Add it to the right column. You can select the following report types:

e Predefined Report

e Custom Report

e PDF Summary Report

e CSV

e Log View—Whenever you create a custom report, the firewall
automatically creates a Log View report with the same name. The Log
View report shows the logs that the firewall used to build the contents of
the custom report. To include the log view data, when creating a report
group, add your Custom Reports and then add the matching Log View
reports. The aggregate report generated for the report group displays the
custom report data followed by the log data.

After you save the report group, the Widgets column of the Report Groups
page lists the reports you added to the group.

To use the report group, refer to Monitor > PDF Reports > Email Scheduler.

Monitor > PDF Reports > Email Scheduler

Use the Email scheduler to schedule reports for delivery by email. Before adding a schedule, you must
define report groups and an email profile. Refer to Monitor > PDF Reports > Report Groups and Device >

Server Profiles > Email.

Scheduled reports begin running at 2:00 AM, and email forwarding occurs after all scheduled reports have

finished running.

Email Scheduler Settings | Description

Name

Enter a name to identify the schedule (up to 31 characters). The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.
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Email Scheduler Settings | Description

Report Group Select the report group (Monitor > PDF Reports > Report Groups) or the SaaS
Application Usage report (Monitor > PDF Reports > SaaS Application Usage)
you want to schedule.

Email Profile Select the profile that defines the email settings. Refer to Device > Server
Profiles > Email for information on defining email profiles.

Recurrence Select the frequency at which to generate and send the report.

Override Email Enter an optional email address to use instead of the recipient specified in the

Addresses email profile.

Send test email Click to send a test email to the email address defined in the selected Email
Profile.

98 PAN-OS WEB INTERFACE HELP | Monitor

© 2020 Palo Alto Networks, Inc.



Monitor > Manage Custom Reports

You can create custom reports to run on demand or on schedule (each night). For predefined reports, select

Monitor > Reports.

After the firewall has generated a scheduled custom report, you risk invalidating the past
i results of that report if you modify its configuration to change its future output. If you need to
modify a scheduled report configuration, the best practice is to create a new report.

Add a custom report to create a new one. To base the report on an existing template, Load Template and
select the template. To generate a report on demand, instead of or in addition to the Scheduled time, click
Run Now. Specify the following settings to define the report.

Custom Report Settings Description

Name Enter a name to identify the report (up to 31 characters). The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.

Description Enter a description for the custom report.

Database Choose the database to use as the data source for the report.

Scheduled Select this option to run the report each night. The report then becomes
available by selecting Monitor > Reports.

Time Frame Choose a fixed time frame or choose Custom and specify a date and time
range.

Sort By Choose sorting options to organize the report, including the amount of
information to include in the report. The available options depend on the
choice of database.

Group By Choose grouping options to organize the report, including the amount of
information to include in the report. The available options depend on the
choice of database.

Columns Select Available Columns to include in the custom report and add (®

) them to Selected Columns. Select Up, Down, Top, and Bottom to _
reorder selected columns. As needed, you can also select and remove (&)
previously selected columns.

Query Builder

To build a report query, specify the following and click Add. Repeat as
needed to construct the full query.

e Connector—Choose the connector (and or or) to precede the expression
you are adding.

o Negate—Select this option to interpret the query as a negation. In the
previous example, the negate option causes a match on entries that are
not in the past 24 hours or are not from the untrust zone.

e Attribute—Choose a data element. The available options depend on the
choice of database.
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Custom Report Settings Description

e Operator—Choose the criterion to determine whether the attribute
applies (such as =). The available options depend on the choice of
database.

¢ Value—Specify the attribute value to match.

For more information, see Generate Custom Reports.
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Monitor > Reports

The firewall provides various “top 50" reports of the traffic statistics for the previous day or a selected day
in the previous week.

To view a report, expand a report category (such as Custom Reports) on the right side of the page and

select a report name. The page lists reports in sections. You can view the information in each report for the
selected time period.

By default, the firewall displays all reports for the previous calendar day. To view reports for other dates,
select a report generation date in the calendar at the bottom right of the page.

To view reports on a system other than the firewall, select an export option:

e Export to PDF
e Export to CSV
e Export to XML
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Policies

The following topics describe firewall policy types, how to move or clone policies, and
describes policy settings:

Policy Types

Move or Clone a Policy Rule
Audit Comment Archive

Rule Usage Hit Count Query
Policies > Security

Policies > NAT

Policies > QoS

Policies > Policy Based Forwarding
Policies > Decryption

Policies > Tunnel Inspection
Policies > Application Override
Policies > Authentication
Policies > DoS Protection
Policies > SD-WAN

V V. V V V V V V V V V V V V
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Policy Types

Policies enable you to control firewall operation by enforcing rules and automating actions. The firewall
supports the following policy types:

Basic security policies to block or allow a network session based on the application, the source and
destination zones and addresses, and—optionally—based on the service (port and protocol). Zones
identify the physical or logical interfaces that send or receive the traffic. See Policies > Security.
Network Address Translation (NAT) policies to translate addresses and ports. See to Policies > NAT.
Quality of Service (QoS) policies to determine how traffic is classified for treatment when it passes
through an interface with QoS enabled. See Policies > QoS.

Policy-based forwarding policies to override the routing table and specify an egress interface for traffic.
See Policies > Policy Based Forwarding.

Decryption policies to specify traffic decryption for security policies. Each policy can specify the
categories of URLs for the traffic you want to decrypt. SSH decryption is used to identify and control
SSH tunneling in addition to SSH shell access. See Policies > Decryption.

Tunnel Inspection policies to enforce Security, DoS Protection, and QoS policies on tunneled traffic, and
to view tunnel activity. See Policies > Tunnel Inspection.

Override policies to override the application definitions provided by the firewall. See Policies >
Application Override.

Authentication policies to define authentication for end users who access network resources. See
Policies > Authentication.

Denial of service (DoS) policies to protect against DoS attacks and take protective action in response to
rule matches. See Policies > DoS Protection.

SD-WAN policies to determine link path management between the source and destination zones when
link path health degrades below the approved, configured health metrics. See Policies > SD-WAN.

Shared polices pushed from Panorama™ display in orange on the firewall web interface. You can edit these
shared policies only on Panorama; you cannot edit them on the firewall.

View Rulebase as Groups to view all the tag groups used in a rulebase. In rule bases with many rules,
viewing the rulebase as groups simplifies the display by presenting the tags, color code, and the number of
rules in each group while preserving the established rule hierarchy.
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Move or Clone a Policy Rule

When moving or cloning policies ', you can assign a Destination (a virtual system on a firewall or a device
group on Panorama) for which you have access permissions, including the Shared location.

To move a policy rule, select the rule in the Policies tab, click Move, select Move to other vsys (
) or Move to different rulebase or device group ( ), specify the fields in the following

table, and then click OK.

To clone a policy rule, select the rule in the Policies tab, click Clone, specify the fields in the following table,

and then click OK.

Move/Clone Settings Description

Selected Rules

Displays the Name and current Location (virtual system or device group) of
the policy rules you selected for the operation.

Destination Select the new location for the policy or object: a virtual system, device
group, or Shared. The default value is the Virtual System or Device Group
that you selected in the Policies or Objects tab.

Rule order Select the rule position relative to other rules:

e Move top—The rule will precede all other rules.

¢ Move bottom—The rule will follow all other rules.

e Before rule—In the adjacent drop-down, select the subsequent rule.
e After rule—In the adjacent drop-down, select the preceding rule.

Error out on first detected error
in validation

Select this option (selected by default) to make the firewall or Panorama
display the first error it finds and stop checking for more errors. For
example, an error occurs if the Destination doesn’t include an object that is
referenced in the policy rule you are moving. If you clear this selection, the
firewall or Panorama will find all errors before displaying them.
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Audit Comment Archive

Select the Audit Comment Archive to view the audit comment history, configuration logs, and the rule
change history of a selected rule.

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

Name | Social Networking Apps|

Rule Type | universal (default)

Description

ags v
Group Rules By Tag | None

Audit Comment

Audit Co -m--.@w “hive

e Audit Comments
e Config Logs (between commits)
e Rule Changes

Audit Comments

View the Audit Comment history for a selected policy rule. Apply and save filters to quickly identify specific
audit comments and to export the displayed audit comments in CSV format.

Field Description

Commit Time Time when the audit comment was committed.
Audit Contents of the audit comment.
Comment

Administrator User who added or changed the audit comment.

Config Version | Configuration revision version. O indicates the first time the policy rule was created
and committed to Panorama.

Config Logs (between commits)

View the configuration log generated by the selected policy rule between commits. Apply and save filters to
quickly identify specific config logs and to export the displayed config logs in CSV format.

Field Description

Time Time when the audit comment was committed.
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Field Description

Administrator Contents of the audit comment.

Command Type of command executed.

Before Change | Rule information before the change occurred. For example; if you rename a rule, the
previous name is displayed.

After Change Rule information after the change occurred. For example, if you rename a rule, the
new name is displayed.

Device Name Name of the device before audit comment change.

Rule Changes

View and compare configuration version of the selected policy rule to analyze what changes occurred. In
the drop-down, select the two policy rule config versions you want to compare.

Audit Comment Archive for Security Rule test-rule (2 N

Audit Comments Config Logs (between commits) Rule Changes

31 Committed On 2020/06/10 13:48:46 by admin 32 Committed On 2020/06/10 13:53:23 by admin Go
test-rule { test-rule {
2 target { 2 target {
negate no ; 3 negate no ;
¥ }
source-imei any ; 5 source-imei any ;
source-imsi any ; 6 source-imsi any ;
7 source-nw-slice any ; 7 source-nw-slice any ;
to any o to multicast ;
from any ; from any ;
1 source any ; 1 source any ;
destination any ; 1 destination any ;
source-user any ; o source-user known-user ;
category any ; category any ;
14 application ol 1 application [ facebook twitter]
5 ..service ap H 5 .service.any ;

source-hip any ; source-hip any ;
destination-hip any ; destination-hip any ;

Close
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Rule Usage Hit Count Query

¢ Policies > Rule Usage

Use the rule usage query to filter the selected rulebase over a specified period of time. The rule usage query
allows you to quickly filter your policy rulebase to identify unused rules for removal so that you can reduce
open entry points for an attacker. Click PDF/CSV to export the filtered rules in PDF or CSV format. To

use the Rule Usage Hit Count Query, you must enable the Policy Rule Hit Count setting (Device > Setup >

Management).

By default, the Name, Location, Created, Modified, and Rule Usage columns are displayed when you query
the rule usage in your policy rule base. You can add more columns to view additional information about the

policy rules.

Task Description

Hit Count

Timeframe Indicate the time frame to query the selected rulebase. Select from the predetermined
time frames or set a Custom time frame.

Usage Select the rule usage to query: Any, Unused, Used, or Partially Used ( ).

Since ( ) Select the date and time from which to query the policy
rulebase.

Exclude rules
reset during
the last _ days

Select this option to exclude any rules that were manually reset by a user within the
specified number of days.

Actions

Delete Delete one or more selected policy rules.

Enable Enable one or more selected policy rules when disabled.

Disable Disable one or more selected policy rules.

PDF/CSV Export the filtered policy rules currently displayed in PDF or CSV format.

Reset Rule Hit

Reset the rule usage data for the Selected rules or for All rules that have been filtered

Counter and are currently displayed.

Tag Apply one or more group tags to one or more selected policy rules. The group tag must
already exist in order to tag the policy rule(s).

Untag Remove one or more group tags from one or more selected policy rules.
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Device Rule Usage for Rule Hit Count Query

You can view the device and virtual system rule usage when you viewing the rule usage for a policy rule
from the Panorama management server. Reset Rule Hit Counter to reset the Hit Count, First Hit, and Last
Hit.

Click PDF/CSV to export the filtered rules in PDF or CSV format.

Field Description

Device Group | Device group that device or virtual system belongs to.

Device Name of the device group or virtual system.

Name/Virtual

System

Hit Count Total number of traffic matches for the policy rule.

Last Hit Date and time of the latest traffic match for the policy rule.

First Hit Date and time of the first traffic match for the policy rule.

Last Update Date and time of the last received rule usage information from the device to the

Received Panorama management server.

Created Date and time the policy rule was created.

Modified Date and time the policy rule was last modified. Column is blank if the policy rule has
not been modified.

State Connection status of the device: Connect ed, or Di sconnect ed.
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Policies > Security

Security policy rules reference security zones and enable you to allow, restrict, and track traffic on your
network based on the application, user or user group, and service (port and protocol). By default, the
firewall includes a security rule named rulel that allows all traffic from the Trust zone to the Untrust zone.

What do you want to know? See:

What is a Security policy? Security Policy Overview

For Panorama, see Move or Clone a Policy Rule

What are the fields available to Building Blocks in a Security Policy Rule
create a Security policy rule?

How can | use the web interface to Creating and Managing Policies
. . 5

manage Security policy rules? Overriding or Reverting a Security Policy Rule

Applications and Usage

Security Policy Optimizer

Looking for more? Security Policy &

Security Policy Overview

Security policies allow you to enforce rules and take action, and can be as general or specific as needed. The
policy rules are compared against the incoming traffic in sequence, and because the first rule that matches
the traffic is applied, the more specific rules must precede the more general ones. For example, a rule for a
single application must precede a rule for all applications if all other traffic-related settings are the same.

¥ To ensure that end users authenticate when they try to access your network resources, the
firewall evaluates Authentication policy before Security policy. For details, see Policies >
Authentication.

For traffic that doesn't match any user-defined rules, the default rules apply. The default rules—displayed at
the bottom of the security rulebase—are predefined to allow all intrazone traffic (within the zone) and deny
all interzone traffic (between zones). Although these rules are part of the predefined configuration and are
read-only by default, you can Override them and change a limited number of settings, including the tags,
action (allow or deny), log settings, and security profiles.

The interface includes the following tabs for defining Security policy rules.

¢ General—Select the General tab to configure a name and description for the Security policy rule.

e Source—Select the Source tab to define the source zone or source address from which the traffic
originates.

e User—Select the User tab to enforce policy for individual users or a group of users. If you are using
GlobalProtect™ with host information profile (HIP) enabled, you can also base the policy on information
collected by GlobalProtect. For example, the user access level can be determined HIP that notifies the
firewall about the user's local configuration. The HIP information can be used for granular access control
based on the security programs that are running on the host, registry values, and many other checks
such as whether the host has antivirus software installed.
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e Destination—Select the Destination tab to define the destination zone or destination address for the
traffic.

e Application—Select the Application tab to have the policy action occur based on an application or
application group. An administrator can also use an existing App-ID™ signature and customize it to
detect proprietary applications or to detect specific attributes of an existing application. Custom
applications are defined in Objects > Applications.

e Service/URL Category—Select the Service/URL Category tab to specify a specific TCP and/or UDP port
number or a URL category as match criteria in the policy.

e Actions—Select the Actions tab to determine the action that will be taken based on traffic that matches
the defined policy attributes.

e Target—Select the Target tab to specify devices or tags for the security policy rule.

e Usage—Select the Usage tab to view a rule’s usage, including the number of applications seen on a rule,
when the last new applications was seen on the rule, hit count data, traffic over the past 30 days, and
when the rule was created and last edited.

Building Blocks in a Security Policy Rule

e Policies > Security

The following section describes each component in a Security policy rule. When you create a Security policy
rule, you can configure the options described here.

Building Blocks in a Configured In Description

Security Rule

Rule number N/A The firewall automatically numbers each rule and the order
of the rules will change as rules are moved. When you filter
rules to match specific filters, each rule displays with its
number in the context of the complete set of rules in the
rulebase and its place in the evaluation order.

Panorama independently numbers pre-rules and post-rules.
When Panorama pushes rules to a managed firewall, the
rule numbering incorporates hierarchy in pre-rules, firewall
rules, and post-rules within a rulebase and reflects the rule
sequence and its evaluation order.

Name General Enter a name to identify the rule. The name is case-sensitive
and can have up to 63 characters, which can be letters,
numbers, spaces, hyphens, and underscores. The name must
be unique on a firewall and, on Panorama, unique within its
device group and any ancestor or descendant device groups.

Rule Type Specifies whether the rule applies to traffic within a zone,
between zones, or both:

¢ universal (default)—Applies the rule to all matching
interzone and intrazone traffic in the specified source
and destination zones. For example, if you create a
universal rule with source zones A and B and destination
zones A and B, the rule would apply to all traffic within
zone A, all traffic within zone B, and all traffic from zone
A to zone B and all traffic from zone B to zone A.

¢ intrazone—Applies the rule to all matching traffic
within the specified source zones (you cannot specify a
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Building Blocks in a

Security Rule

Configured In

Description

destination zone for intrazone rules). For example, if you
set the source zone to A and B, the rule would apply to
all traffic within zone A and all traffic within zone B, but
not to traffic between zones A and B.

¢ interzone—Applies the rule to all matching traffic
between the specified source and destination zones. For
example, if you set the source zone to A, B, and C and
the destination zone to A and B, the rule would apply
to traffic from zone A to zone B, from zone B to zone A,
from zone C to zone A, and from zone C to zone B, but
not traffic within zones A, B, or C.

Description

Enter a description for the policy (up to 1,024 characters).

Tags

Specify the tag for the policy.

A policy tag is a keyword or phrase that allows you to sort
or filter policies. This is useful when you have defined
many policies and want to view those that are tagged
with a particular keyword. For example, you may want

to tag certain rules with specific words like Decrypt and
No-decrypt, or use the name of a specific data center for
policies associated with that location.

You can also add tags to the default rules.

Source Zone

Source

Add source zones (default is Any). Zones must be of the
same type (Layer 2, Layer 3, or virtual wire). To define new
zones, refer to Network > Zones.

Multiple zones can be used to simplify management.

For example, if you have three different internal zones
(Marketing, Sales, and Public Relations) that are all directed
to the untrusted destination zone, you can create one rule
that covers all cases.

Source Address

Source

Add source addresses, address groups, or regions (default
is Any). Select from the drop-down or select Address
object, Address Group, or Regions (bottom of the drop-
down) to specify the settings. Objects>Addresses and
Objects>AddressGroups describe the types of address
objects and address groups, respectively, that a Security
policy rule supports.

Selecting the Negate option will apply the rule to source
addresses from the specified zone except for the addresses
specified.

Source User

Source

Add the source users or groups of users subject to the
policy:
e any—Includes any traffic regardless of user data.

e pre-logon—Includes remote users that are connected to
the network using GlobalProtect, but are not logged into
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Building Blocks in a

Security Rule

Configured In

Description

their system. When the Pre-logon option is configured
on the Portal for GlobalProtect endpoints, any user
who is not currently logged into their machine will be
identified with the username pre-logon. You can then
create policies for pre-logon users and although the user
is not logged in directly, their machines are authenticated
on the domain as if they were fully logged in.

¢ known-user—Includes all authenticated users, which
means any IP address with user data mapped. This option
is equivalent to the domain users group on a domain.

¢ unknown—Includes all unauthenticated users, which
means IP addresses that are not mapped to a user. For
example, you could use unknown for guest level access
to something because they will have an IP address on
your network but will not be authenticated to the domain
and will not have IP address-to-user mapping information
on the firewall.

e Select—Includes selected users as determined by the
selection in this window. For example, you may want
to add one user, a list of individuals, some groups, or
manually add users.

\» If the firewall collects user information from
L a RADIUS, TACACS+, or SAML identity
provider server and not from the User-ID™
agent, the list of users does not display; you
must enter user information manually.

Source Device

Source

Add the host devices subject to the policy:

e any—Includes any device.

¢ no-hip—HIP information is not required. This setting
enables access from third-party devices that cannot
collect or submit HIP information.

e quarantine—Includes any device that is in the quarantine
list (Device > Device Quarantine).

e select—Includes selected devices as determined by your
configuration. For example, you can add a device object
based on model, OS, OS family, or vendor.

Source HIP Profile

Source

Add host information profiles (HIP) to enable you to collect
information about the security status of your end hosts,
such as whether they have the latest security patches

and antivirus definitions installed. Using host information
profiles for policy enforcement enables granular security
that ensures that the remote hosts accessing your critical
resources are adequately maintained and in adherence with
your security standards before they are allowed to access
your network resources. The following source HIP profiles
are supported:
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Building Blocks in a Configured In Description

Security Rule

¢ any—Includes any endpoint, regardless of HIP
information.

e select—Includes selected HIP profiles as determined by
your configuration. For example, you can add one HIP
profile, a list of HIP profiles, or you can add HIP profiles
manually.

¢ no-hip—HIP information is not required. This setting
enables access from third-party clients that cannot
collect or submit HIP information.

Source Subscriber Source Add one or more source subscribers in a 5G or 4G network
using the following formats:

e Any

o ( ) 5G Subscription Permanent Identifier (SUPI)
including IMSI

e |IMSI (14 or 15 digits)

e Range of IMSI values from 11 to 15 digits, separated by a
hyphen

e |MSI prefix of six digits, with an asterisk (*) as a wildcard
after the prefix

e EDL that specifies IMSIs

Source Equipment Add one or more source equipment IDs in a 5G or 4G
network using the following formats:

e Any

o ( ) 5G Permanent Equipment Identifier (PEI)
including International Mobile Equipment Identity (IMEI)

e [MEI (11 to 16 digits long)

e |IMEI prefix of eight digits for Type Allocation Code (TAC)

e EDL that specifies IMEls

Network Slice Source Add one or more source network slices based on network
slice service type (SST) in a 5G network, as follows:

e Standardized (predefined) SST

e eMBB (enhanced Mobile Broadband)—For faster
speeds and high data rates, such as video streaming.

e URLLC (Ultra-Reliable Low-Latency Communications)
—For mission-critical applications that are sensitive
to latency, such as critical loT (healthcare, wireless
payments, home control, and vehicle communication).

e MloT (Massive Internet of Things)—For example,
smart metering, smart waste management, anti-theft,
asset management, and location tracking.

e Network Slice SST - Operator-Specific—You name and
specify the slice. The format of the slice name is text
followed by a comma (,) and a number (range is 128 to
255). For example, Enterprise Qil2,145.
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Building Blocks in a

Security Rule

Configured In

Description

Destination Zone

Destination Address

Destination Device

Destination

Add destination zones (default is any). Zones must be of the
same type (Layer 2, Layer 3, or virtual wire). To define new
zones, refer to Network > Zones.

Multiple zones can be used to simplify management.

For example, if you have three different internal zones
(Marketing, Sales, and Public Relations) that are all directed
to the untrusted destination zone, you can create one rule
that covers all cases.

¥ On intrazone rules, you cannot define a
Destination Zone because these types of
rules match only traffic with a source and a
destination within the same zone. To specify
the zones that match an intrazone rule, you
need to specify only the Source Zone.

Add destination addresses, address groups, or regions
(default is Any). Select from the drop-down or click Address
object, Address Group, or Regions (bottom of the drop-
down) to specify address settings. Objects>Addresses and
Objects>AddressGroups describe the types of address
objects and address groups, respectively, that a Security
policy rule supports.

Selecting the Negate option will apply the rule to destination
addresses in the specified zone except for the addresses
specified.

Add the host devices subject to the policy:

e any—Includes any device.

e quarantine—Includes any device that is in the quarantine
list (Device > Device Quarantine).

e select—Includes selected devices as determined by your
configuration. For example, you can add a device object
based on model, OS, OS family, or vendor.

Application

Application

Add specific applications for the Security policy rule. If an
application has multiple functions, you can select the overall
application or individual functions. If you select the overall
application, all functions are included and the application
definition is automatically updated as future functions are
added.

If you are using application groups, filters, or containers

in the Security policy rule, you can view details of these
objects by hovering over the object in the Application
column, opening the drop-down, and selecting Value. This
allows you to view application members directly from the
policy without having to navigate to the Object tab.
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Building Blocks in a

Security Rule

Configured In

Description

Always specify one or more applications
ipgr SO that only applications you want on your
network are allowed, which reduces the
attack surface and gives you greater control
over network traffic. Don't set the application
to any, which allows any application’s traffic
and increases the attack surface.

Service

URL Category

Service/URL
Category

Select the services that you want to limit to specific TCP or
UDP port numbers. Choose one of the following from the
drop-down:

e any—The selected applications are allowed or denied on
any protocol or port.

¢ application-default—The selected applications are
allowed or denied only on their default ports defined
by Palo Alto Networks®. This option is recommended
for allow policies because it prevents applications
from running on unusual ports and protocols which, if
unintentional, can be a sign of undesired application
behavior and usage.

>  When you use this option, the firewall still
L checks for all applications on all ports, but
applications are allowed only on their default
ports and protocols.

For most applications, use application-

ipg default to prevent the application from
using non-standard ports or exhibiting
other evasive behaviors. If the default port
for the application changes, the firewall
automatically updates the rule to the correct
default port. For applications that use non-
standard ports, such as internal custom
applications, either modify the application or
create a rule that specifies the non-standard
ports and apply the rule only to the traffic
that requires the application.

e Select—Add an existing service or choose Service or
Service Group to specify a new entry. (Or select Objects
> Services and Objects > Service Groups).

Select URL categories for the security rule.

e Choose any to allow or deny all sessions regardless of the
URL category.

e To specify a category, Add one or more specific
categories (including custom categories) from the drop-
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Building Blocks in a

Security Rule

Configured In

Description

down. Select Objects > External Dynamic Lists to define
custom categories.

Action Setting

Actions

Select the Action the firewall takes on traffic that matches
the attributes defined in a rule:

e Allow (default)—Allows the matched traffic.

¢ Deny—Blocks matched traffic and enforces the default
Deny Action defined for the application that is denied.
To view the deny action defined by default for an
application, view the application details (Objects >
Applications).

Because the default deny action varies by application, the
firewall could block the session and send a reset for one
application while it silently drops the session for another
application.

e Drop—Silently drops the application. A TCP reset is not
sent to the host or application unless you select Send
ICMP Unreachable.

e Reset client—Sends a TCP reset to the client-side device.

e Reset server—Sends a TCP reset to the server-side
device.

e Reset both client and server—Sends a TCP reset to both
the client-side and server-side devices.

¢ Send ICMP Unreachable—Auvailable only for Layer 3
interfaces. When you configure Security policy rule to
drop traffic or to reset the connection, the traffic does
not reach the destination host. In such cases, for all UDP
traffic and for TCP traffic that is dropped, you can enable
the firewall to send an ICMP Unreachable response to
the source IP address from where the traffic originated.
Enabling this setting allows the source to gracefully
close or clear the session and prevents applications from
breaking.

To view the ICMP Unreachable Packet Rate configured
on the firewall, view Session Settings (Device > Setup >
Session).

To override the default action defined on the predefined
interzone and intrazone rules: see Overriding or Reverting a
Security Policy Rule.

Profile Setting

Actions

To specify the additional checking that the firewall performs
on packets that match the Security profile rule, select
individual Antivirus, Vulnerability Protection, Anti-Spyware,
URL Filtering, File Blocking, Data Filtering, WildFire Analysis,
Mobile Network Protection, and SCTP Protection profiles.

To specify a profile group rather than individual profiles,
select the Profile Type to be Group and then select a Group
Profile.
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Building Blocks in a

Security Rule

Configured In

Description

To define new profiles or profile groups, click New next to
the appropriate profile or select New Group Profile.

You can also attach Security Profiles (or profile groups) to
the default rules.

Log Setting and
Other Settings

Actions

To generate entries in the local traffic log for traffic that
matches this rule, select the following options:

e Log At Session Start (disabled by default)—Generates a
traffic log entry for the start of a session.

Don’t enable Log at Session Start except
i for troubleshooting purposes or for tunnel
session logs to show active GRE tunnels
in the ACC. Logging at the session
end consumes fewer resources and
identifies the exact application if the
application changes after a few packets,
for example, from facebook-base to
facebook-chat.

e Log At Session End (enabled by default)—Generates a
traffic log entry for the end of a session.

\» If the session start or end entries are logged,
drop and deny entries are also logged.

¢ Log Forwarding Profile—To forward the local traffic log
and threat log entries to remote destinations, such as
Panorama and syslog servers, select a Log Forwarding
Profile.

\ The generation of threat log entries is
determined by the Security Profiles. Define
New log profiles as needed (refer to Objects
> Log Forwarding).

O Create and enable Log Forwarding profiles

] to send logs to dedicated external storage
devices. This preserves the logs because
the firewall has limited log storage space
and when the space is consumed, the
firewall purges the oldest logs.

[
[

You can also modify the log settings on the default rules.
Specify any combination of the following options:

e Schedule—To limit the days and times when the rule is
in effect, select a schedule from the drop-down. Define
New schedules as needed (refer to Settings to Control
Decrypted SSL Traffic).

¢ QoS Marking—To change the Quality of Service (QoS)
setting on packets matching the rule, select IP DSCP or
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Building Blocks in a Configured In Description

Security Rule

IP Precedence and enter the QoS value in binary form or
select a predefined value from the drop-down. For more
information on QoS, refer to Quality of Service .

¢ Disable Server Response Inspection—Disables packet

inspection from the server to the client. The option is
disabled by default.

o For the best security posture, do not

ipg enable Disable Server Response
Inspection. With this option selected, the
firewall only inspects the client-to-server
flows. It does not inspect the server-to-
client flows and therefore cannot identify
if there are any threats in these traffic
flows.

Basics Rule Usage e Rule Created—Creation date and time of the rule.
e Last Edited—The last date and time the rule was edited.

Activity Rule Usage e Hit Count—The total number of times traffic matched
(hit) the rule.

e First Hit—Time of the first rule match.

e Last Hit—Time of the last rule match.

Applications Rule Usage o Applications Seen—The number of applications the rule
allows.

e Last App Seen—The number of days since the last new
application (an application that wasn’t previously seen)
was seen on the rule.

e Compare Applications & Applications Seen—Click
to compare the applications configured on the rule
against the applications seen on the rule. Use this tool to
discover the applications that match the rule and to add
applications to the rule.

Traffic (past 30 days) | Rule Usage e Bytes—The amount of traffic on the rule over the past 30
days in bytes.

\ A time period longer than 30 days would
L result in the oldest rules remaining at the
top of the list because they are likely to
have the most cumulative traffic. This can
result in newer rules being listed below
older rules even if the newer rules see

heavy traffic.
Any (target all Target Enable (check) to push the policy rule to all managed
devices) firewalls in the device group.
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Building Blocks in a Configured In Description

Security Rule

Devices Select one or more managed firewalls associated with the
device group to push the policy rule to.

Tags Add one or more tags to push the policy rule to managed
firewalls in the device group with the specified tag.

Target to all but Enable (check) to push the policy rule to all managed
these specified firewalls associated with the device group except for the
devices and tags selected device(s) and tag(s).

Creating and Managing Policies

Select the Policies > Security page to add, modify, and manage security policies:

Task Description

Add Add a new policy rule or select a rule on which to base a new rule and Clone Rule. The
copied rule, “rulen” is inserted below the selected rule, where n is the next available
integer that makes the rule name unique. For details on cloning, see Move or Clone a
Policy Rule.

Modify Select a rule to modify its settings.

If the rule is pushed from Panorama, the rule is read-only on the firewall and you
cannot edit it locally.

Override and Revert actions pertain only to the default rules displayed at the bottom
of the Security rulebase. These predefined rules—allow all intrazone traffic and

deny all interzone traffic—instruct the firewall about how to handle traffic that does
not match any other rule in the rulebase. Because they are part of the predefined
configuration, you must Override them to edit select policy settings. If you are using
Panorama, you can also Override the default rules and then push them to firewalls

in a Device Group or Shared context. You can also Revert the default rules, which
restores the predefined settings or the settings pushed from Panorama. For details,
see Overriding or Reverting a Security Policy Rule.

Move Rules are evaluated from the top down and as they are enumerated on the Policies
page. To change the order in which the rules are evaluated against network traffic,
select a rule and Move Up, Move Down, Move Top, Move Bottom, or Move to a
different rulebase or device group. For details, see Move or Clone a Policy Rule.

Copy UUID Copy the UUID of the rule to the clipboard for use when searching the configuration
or the logs.
Delete Select and Delete an existing rule.
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Task Description

Enable/Disable | To disable a rule, select and Disable it; to enable a rule that is disabled, select and

Enable it.
Monitor Rule To identify rules that have not been used since the last time the firewall was restarted,
Usage Highlight Unused Rules. Unused rules have a dotted background. You can then decide

whether to Disable a rule or Delete it. Rules not currently in use are displayed with a
dotted yellow background. When policy rule hit count is enabled, the Hit Count data is
used to determine whether a rule is unused.

o Each firewall maintains a traffic flag for the rules that have a match.
ipg Because the flag is reset when a dataplane reset occurs on a reboot
or a restart, it is best practice to monitor this list periodically to
determine whether the rule had a match since the last check before

you delete or disable it.

Source Dest

NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRES.
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Reset rule Hit The Hit Count tracks the total traffic hits for the policy rule. The total traffic hit count
count persists through reboot, upgrade, and data plane restart.

Alternatively, Reset Rule Hit Counter (bottom menu). To clear the hit count statistics,
select All Rules or select specific rules and reset hit count statistics only for the
Selected rules.

B |3-untrus
B Sinkhole
13- it uist
Ll i 2 Al rules
- Selected rules
[] View Rulebase as Groups ~ Reset Rule Hit Counter ~

View the First Hit to identify when the Security policy was first hit. The date is
formated as date hh:mm:ss year. You cannot reset this value.

View the Last Hit to identify when the Security policy was last used. The date is
formated as date hh:mm:ss year. You cannot reset this value.

Show/Hide Show or hide the columns that display under Policies. Select the column name to
columns toggle the display.
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Task Description

SHBC ACC MONITOR POLICIES OBIJECTS NET

ADDRESS

froes

Apply filters

To apply a filter to the list, select from the Filter Rules drop-down. To define a filter,
choose Filter from the item drop-down.

» The default rules are not part of rulebase filtering and always show up
l in the list of filtered rules.

To view the network sessions that were logged as matches against the policy, choose
Log Viewer from the rule name drop-down.

To display the current value, choose Value from the entry drop-down. You can also
edit, filter, or remove items directly from the column menu. For example, to view
addresses included in an address group, hover over the object in the Address column
and select Value from the drop-down. This allows you to quickly view the members
and the corresponding IP addresses for the address group without having to navigate
to the Object tab.

To find objects used within a policy based on their name or IP address, use the filter.
After you apply the filter, you will see only the items that match the filter. The filter
also works with embedded objects. For example, when you filter on 10.1.4.8, only the
policy that contains that address is displayed:

MONITOR POLICIES OBJECTS NETWORK

68213 31items e
Source Destination

IDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION

Preview rules
(
)

Preview Rules to view a list of the rules before you push the rules to the managed
firewalls. Within each rulebase, the hierarchy of rules is visually demarcated for each
device group (and managed firewall) to make it easier to scan through a large numbers
of rules.

Export
Configuration
Table

Administrative roles with a minimum of read-only access can export the policy
rulebase as PDF/CSV. You can apply filters to create more specific table configuration
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Task Description

outputs as needed, such as for audits. Only visible columns in the web interface will be
exported. See Configuration Table Export.

Highlight Highlight any policy rule with no traffic matches in the Rule Usage column.
Unused Rule
Group Manage tag groups when you have the View Rulebase as Groups box checked. You

can perform the following actions:

¢ Move rules in group to different rulebase or device group—Move the selected tag
group to a different device group.

e Change group of all rules—Move the rules in the selected tag group to a different
tag group in the rulebase.

e Delete all rules in group—Deletes all rules in the selected tag group.
e Clone all rules in group—Clones the rules in the selected tag group to a device

group.
View Rulebase | View Rulebase as Groups to view the policy rulebase using the tag used in Group
as Groups Rules by Tag . The visible policy rules are those which belong to the selected tag
group.
Test Policy Perform a test of the protection policies for the selected policy rulebase to verify that
Match the correct traffic is denied and allowed.

Overriding or Reverting a Security Policy Rule

The default security rules—interzone-default and intrazone-default—have predefined settings that you
can override on a firewall or on Panorama. If a firewall receives the default rules from a device group, you
can also override the device group settings. The firewall or virtual system where you perform the override
stores a local version of the rule in its configuration. The settings you can override are a subset of the full
set (the following table lists the subset for security rules). For details on the default security rules, see
Policies > Security.

To override a rule, select Policies > Security on a firewall or Policies > Security > Default Rules on

Panorama. The Name column displays the inheritance icon ( iz ) for rules you can override. Select the rule,
click Override, and edit the settings in the following table.

To revert an overridden rule to its predefined settings or to the settings pushed from a Panorama device
group, select Policies > Security on a firewall or Policies > Security > Default Rules on Panorama. The

-.I"
Name column displays the override icon ( “%) for rules that have overridden values. Select the rule, click
Revert, and click Yes to confirm the operation.

Fields to Override a Default Description

Security Rule

General Tab
Name The Name that identifies the rule is read-only; you cannot override it.
Rule Type The Rule Type is read-only; you cannot override it.
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Fields to Override a Default

Security Rule

Description

Description

The Description is read-only; you cannot override it.

Tag

Select Tags from the drop-down.

A policy tag is a keyword or phrase that enables you to sort or filter
policies. This is useful when you have defined many policies and want
to view those that are tagged with a particular keyword. For example,
you might want to tag certain security policies with Inbound to DMZ,
tag specific decryption policies with the words Decrypt or No-decrypt,
or use the name of a specific data center for policies associated with
that location.

Actions Tab

Action Setting

Select the appropriate Action for traffic that matches the rule.

e Allow—(default) Allows the traffic.

¢ Deny—Blocks traffic and enforces the default Deny Action that is
defined for the application that the firewall is denying. To view the
deny action that is defined by default for an application, view the
application details in Objects > Applications.

e Drop—Silently drops the application. The firewall does not send a
TCP reset message to the host or application.

e Reset client—Sends a TCP reset message to the client-side device.

o Reset server—Sends a TCP reset message to the server-side
device.

e Reset both—Sends a TCP reset message to both the client-side and
server-side devices.

Profile Setting

Profile Type—Assign profiles or profile groups to the security rule:

e To specify the checking that the default security profiles perform,
select Profiles and then select one or more of the individual
Antivirus, Vulnerability Protection, Anti-Spyware, URL Filtering,
File Blocking, Data Filtering, WildFire Analysis, SCTP Protection,
and Mobile Network Protection profiles.

e To assign a profile group rather than individual profiles, select
Group and then select a Group Profile from the drop-down.

e To define new profiles ( Objects > Security Profiles) or profile
groups, click New in the drop-down for the corresponding profile
or group profile.

Log Setting

Specify any combination of the following options:

e Log Forwarding—To forward the local traffic log and threat log
entries to remote destinations, such as Panorama and syslog
servers, select a Log Forwarding profile from the drop-down.
Security profiles determine the generation of Threat log entries.
To define a new Log Forwarding profile, select Profile in the drop-
down (see Objects > Log Forwarding).

e To generate entries in the local traffic log for traffic that matches
this rule, select the following options:
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Fields to Override a Default

Security Rule

Description

e Log at Session Start—Generates a traffic log entry for the start
of a session (selected by default).

e Log at Session End—Generates a traffic log entry for the end of
a session (cleared by default).

) If you configure the firewall to include session
l start or session end entries in the Traffic log, it
will also include drop and deny entries.

Applications and Usage

e Policies > Security > Policy Optimizer > No App Specified > Compare (or click the number in Apps Seen)
e Policies > Security > Policy Optimizer > Unused Apps > Compare (or click the number in Apps Seen)
e Policies > Security and click the number in Apps Seen

On the Usage tab of the Security policy rule, you can also Compare Applications & Applications Seen to
access tools that help you to migrate from port-based Security policy rules to application-based Security
policy rules and to eliminate unused applications from rules in Applications & Usage.

Field Description

Timeframe

The time period for the application information:

e Anytime—Displays applications seen over the lifetime of the
rule.

e Past 7 days—Displays only applications seen over the last 7
days.

e Past 15 days—Displays only applications seen over the last 15
days.

e Past 30 days—Displays only applications seen over the last 30
days.

Apps on Rule

The applications configured on the rule or Any if no specific
applications are configured on the rule. You can Browse, Add, and
Delete applications as needed, and applications are configured

on a rule, the circled number next to Apps on Rule indicates how
many. Adding applications from this location is the same as adding
applications on the Security policy rule Application tab.

Apps Seen

All applications seen and allowed on the firewall that matched the
rule. The circled number next to Apps Seen indicates how many
applications were seen on the rule.

e Applications—The applications seen on the rule. For example,
if a rule allows web-browsing traffic (Apps on Rule), you may
see many applications in the list because there are many web-
browsing applications.

e Subcategory—The subcategory of the application.

o Risk—The risk rating of the application.
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Field Description

e First Seen—The first day the application was seen on the
network.

o Last Seen—The most recent day the application was seen on
the network.

»» The granularity of measurement for First Seen
L and Last Seen is one day, so on the day you
define a rule, the First Day and Last Day are
the same day.

o Traffic (30 days)—The amount of traffic in bytes seen during
the last 30-day period.

A longer time period would result in the oldest
L rules remaining at the top of the list because
they are likely to have the most cumulative
traffic. This can result in newer rules being
listed below older rules even if the newer rules
see heavy traffic.

Apps Seen Actions

Actions you can perform on Apps Seen:

e Create Cloned Rule—Clones the current rule. When migrating
from port-based rules to application-based rules, clone the
port-based rule first and then edit the clone to create the
application-based rule that allows the traffic. The cloned rule
is inserted above the port-based rule in the policy list. Use
this migration method to ensure that you don’t inadvertently
deny traffic that you want to allow—if the cloned rule doesn't
allow all the applications you need, the port-based rule that
follows allows them. Monitor the port-based rule and adjust
the (cloned) application-based rule as needed. When you're
sure the application-based rule allows the traffic you want and
only unwanted traffic filters through to the port-based rule,
you can safely remove the port-based rule.

e Add to This Rule—Adds applications from Apps Seen to
the rule. Adding applications to the rule transforms a rule
configured to match Any application (a port-based rule) to an
application-based rule that allows the applications you specify
(the new application-based rule replaces the port-based rule).
The rule denies any applications that you don’t add just as
with any other application-based rule. Be sure to identify all
applications you want to allow and add them to the rule so you
don't accidentally deny an application.

e Add to Existing Rule—Adds applications from Apps Seen to an
existing application-based (App-ID) rule. This enables you to
clone an App-ID-based rule from a port-based rule, then add
more applications seen on port-based rules to the App-ID rule
later.

e Match Usage—Moves all Apps Seen into the rule (they are
listed under Apps on Rule after you Match Usage). If you are
certain that the rule should allow all listed applications, Match
Usage is very convenient. However, you must be certain that
all listed applications are applications you want to allow on
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Field Description

your network. If many applications have been seen on the rule
(for example, on a rule that allows web-browsing), it's better
to clone the rule and transition to an application-based rule.
Match Usage works well for simple rules with well-known
applications. For example, if a port-based rule for port 22 has
only seen SSH traffic (and that's all it should see), it's safe to
Match Usage.

Clone dialog When you select applications from Apps Seen and Create Cloned
Add to This Rule dialog :?;I-e or Add to Rule that have related applications, these dialogs

Add Apps to Existing Rule dialog ¢ Name (Clone and Add Apps to Existing Rule dialogs only).

e Clone: Enter the name of the new cloned rule.

e Add Apps to Existing Rule: Select the rule to which to add
applications from the drop-down menu or enter the name
of the rule.

e Applications:

e Add container app (default): Selects the checkboxes of all
the container apps, the apps seen on the rule, and the apps
in the container that have not been seen on the rule.

e Add specific apps seen: Selects only the apps that have
actually been seen on the rule and deselects everything
else. (You can manually select container apps and other
apps.)

e Application:

e The selected applications that were seen on the rule,
highlighted green.

e Container apps, highlighted gray, with their individual
applications listed below.

e Individual applications in a container that have been
seen on the rule but were not selected in Applications &
Usage(normal text).

e Individual applications in a container that have not been
seen on the rule (italics).

e The date applications were Last Seen on the rule.

e Dependent Applications:

e The checkbox for adding application dependencies is
checked by default because these applications are required
for the selected application to run.

o Depends On—The list of dependent applications for the
selected applications. The applications you selected require
these dependent applications to run.

e Required By—Lists the application that requires the
dependent application (Depends On). (Sometimes a
dependent application in turn requires another dependent
application.)

The Clone, Add to Rule, and Add Apps to Existing Rule dialogs
help to ensure that applications don'’t break and enable you to
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Field Description

future-proof the rule by including relevant individual applications
that are related to the applications you're cloning or adding to a
rule.

Security Policy Optimizer
e Policies > Security > Policy Optimizer
Policies > Security > Policy Optimizer displays:

¢ No App Specified—Rules that have the application set to any, so you can identify port-based rules to
convert to application-based rules.
¢ Unused Apps—Rules that include applications that have never matched the rule.

¢ Rule Usage—Rule usage information over different periods of time, including rules not used over
different periods of time.

Field Description

Name The name of the Security policy rule.
Service Any services associated with the Security policy rule.
Traffic (Bytes, 30 days) Traffic (30 days)—The amount of traffic in bytes seen during the

last 30-day period.

» A longer time period would result in the oldest
L rules remaining at the top of the list because they
are likely to have the most cumulative traffic. This
can result in newer rules being listed below older

rules even if the newer rules see heavy traffic.

Apps Allowed The applications that the rule allows. Open the Application dialog,
from which you can add and delete applications on the rule.

Apps Seen The number of applications seen on the rule. Click the number
to open the Applications & Usage dialog, which enables you
to compare the applications configured on the rule against the
applications seen on the rule and to modify the applications.

Day with No New Apps The number of days since the last new application was seen on
the rule.
Compare Opens the Applications & Usage dialog to compare the

applications configured on the rule against the applications seen
on the rule and modify the rule.

(Rule Usage) Last Hit The most recent time that traffic matched the rule.

(Rule Usage) First Hit The first time that traffic matched the rule.
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(Rule Usage) Hit Count

The number of times that traffic matched the rule.

Modified The date and time that the rule was last modified.

Created The date and time that the rule was created.

Timeframe ( ) The time period (number of days) for which data is displayed.
Usage ( Displays:

e Any (all) rules on the firewall over the specified Timeframe,
regardless of whether traffic matched the rules (used rules) or
not (unused rules).

e Unused rules that traffic has not matched over the specified
Timeframe.

e Used rules that traffic has matched over the specified
Timeframe.

Exclude rules reset during the last

xx days (

)

Does not display rules for which you Reset Rule Hit Counter
within the specified number of days (from 1-5,000 days). For
example, this enables you to examine older rules that have not
matched traffic over a Timeframe while excluding newer rules
that may not have had time to match traffic.

Reset Date (

The last date on which the rule’s hit counter was reset.
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Policies > NAT

If you define Layer 3 interfaces on the firewall, you can configure a Network Address Translation (NAT)

policy & to specify whether source or destination IP addresses and ports are converted between public and

private addresses and ports. For example, private source addresses can be translated to public addresses on
traffic sent from an internal (trusted) zone to a public (untrusted) zone. NAT is also supported on virtual wire
interfaces.

NAT rules are based on source and destination zones, source and destination addresses, and application
service (such as HTTP). Like security policies, NAT policy rules are compared against incoming traffic in
sequence, and the first rule that matches the traffic is applied.

As needed, add static routes to the local router so that traffic to all public addresses is routed to the firewall.
You may also need to add static routes to the receiving interface on the firewall to route traffic back to the
private address.

The following tables describe the NAT and NPTvé6 (IPv6-to-IPvé Network Prefix Translation) settings:

e NAT Policies General Tab

e NAT Original Packet Tab

e NAT Translated Packet Tab

e NAT Active/Active HA Binding Tab
o ( ) NAT Target Tab

Looking for more?

See NATE

NAT Policies General Tab

¢ Policies > NAT > General

Select the General tab to configure a name and description for the NAT or NPTvé policy. You can configure
a tag to allow you to sort or filter policies when many policies exist. Select the type of NAT policy you are
creating, which affects which fields are available on the Original Packet and Translated Packet tabs.

NAT Rule - Description

General Settings

Name Enter a name to identify the rule. The name is case-sensitive and can have up to 63
characters, which can be letters, numbers, spaces, hyphens, and underscores. The
name must be unique on a firewall and, on Panorama, unique within its device group
and any ancestor or descendant device groups.

Description Enter a description for the rule (up to 1024 characters).

Tag If you want to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter policies. This is
useful when you have defined many policies and want to view those that are tagged
with a particular keyword.

Group Rules by Enter a tag with which to group similar policy rules. The group tag allows you to
Tag view your policy rule base based on these tags. You can group rules based on a Tag.
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NAT Rule -

Description

General Settings

NAT Type

Specify the type of translation:

e ipv4—translation between IPv4 addresses.
e naté4—translation between IPvé6 and IPv4 addresses.
e nptvé—translation between IPv6 prefixes.

You cannot combine IPv4 and IPvé6 address ranges in a single NAT rule.

Audit Comment

Enter a comment to audit the creation or editing of the policy rule. The audit
comment is case-sensitive and can have up to 256 characters, which can be letters,
numbers, spaces, hyphens, and underscores.

Audit Comment
Archive

View previous Audit Comments for the policy rule. You can export the Audit
Comment Archive CSV format.

NAT Original Packet Tab

e Policies > NAT > Original Packet

Select the Original Packet tab to define the source and destination zones of packets that the firewall will
translate and, optionally, specify the destination interface and type of service. You can configure multiple
source and destination zones of the same type and you can apply the rule to specific networks or specific IP

addresses.

NAT Rule - Original

Description

Packet Settings

Source Zone /

Destination Zone

Select one or more source and destination zones for the original (non-NAT)
packet (default is Any). Zones must be of the same type (Layer 2, Layer 3, or
virtual wire). To define new zones, refer to Network > Zones.

You can specify multiple zones to simplify management. For example, you can
configure settings so that multiple internal NAT addresses are directed to the
same external IP address.

Destination Interface

Specify the destination interface of packets the firewall translates. You can
use the destination interface to translate IP addresses differently in the case
where the network is connected to two ISPs with different IP address pools.

Service

Specify the service for which the firewall translates the source or destination
address. To define a new service group, select Objects > Service Groups.

Source Address /
Destination Address

Specify a combination of source and destination addresses for the firewall to
translate.

For NPTvé, the prefixes configured for Source Address and Destination
Address must be in the format xxxx:xxxx::/yy. The address cannot have an
interface identifier (host) portion defined. The range of supported prefix
lengths is /32 to /64.
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NAT Translated Packet Tab

e Policy > NAT > Translated Packet

For Source Address Translation, select the Translated Packet tab to determine the type of translation® to
perform on the source, the address, and possibly the port to which the source is translated.

You can also enable Destination Address Translation for an internal host to make it accessible by a public IP
address. In this case, you define a public source address and destination address in the Original Packet tab
for an internal host and, on the Translated Packet tab, you configure Static IP or Dynamic IP (with session
distribution) and enter the Translated Address. Then, when the public address is accessed, it is translated to
the internal (destination) address of the internal host.

NAT Rule - Description

Translated Packet
Settings

Source Address Select the Translation Type (dynamic or static address pool) and enter an IP address
Translation or address range (address1—address2) to which the source address is translated
(Translated Address). The size of the address range is limited by the type of address
pool:

¢ Dynamic IP and Port—Address selection is based on a hash of the source IP
address. For a given source IP address, the firewall uses the same translated
source address for all sessions. Dynamic IP and Port (DIPP) source NAT supports
approximately 64,000 concurrent sessions on each IP address in the NAT pool.
Some models support oversubscription, which allows a single IP to host more
than 64,000 concurrent sessions.

Palo Alto Networks® DIPP NAT supports more NAT sessions than are supported
by the number of available IP addresses and ports. With oversubscription, the
firewall can use IP address and port combinations two times simultaneously on
PA-220, PA-820, PA-850, VM-50, VM-300, and VM-1000-HV firewalls, four
times simultaneously on PA-5220 firewall and PA-3200 Series firewalls, and
eight times simultaneously on PA-5250, PA-5260, PA-5280, PA-7050, PA-7080,
VM-500, and VM-700 firewalls when destination IP addresses are unique.

¢ Dynamic IP—Translates to the next available address in the specified range but
the port number remains unchanged. Up to 32,000 consecutive IP addresses are
supported. A dynamic IP pool can contain multiple subnets, so you can translate
your internal network addresses to two or more separate public subnets.

¢ Advanced (Dynamic IP/Port Fallback)—Use this option to create a fallback pool
that performs IP and port translation and is used if the primary pool runs out
of addresses. You can define addresses for the pool by using the Translated
Address option or the Interface Address option; the latter option is for interfaces
that receive an IP address dynamically. When creating a fallback pool, make sure
addresses do not overlap with addresses in the primary pool.

Source Address e Static IP—The same address is always used for the translation and the port is
Translation (cont) unchanged. For example, if the source range is 192.168.0.1—192.168.0.10
and the translation range is 10.0.0.1—10.0.0.10, address 192.168.0.2 is always
translated to 10.0.0.2. The address range is virtually unlimited.

You must use Static IP translation for NPTvé Source Address Translation. For
NPTvé, the prefixes configured for Translated Address must be in the format
xxxx:xxxx::/yy and the address cannot have an interface identifier (host) portion
defined. The range of supported prefix lengths is /32 to /64.
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NAT Rule -
Translated Packet
Settings

Description

¢ None—Translation is not performed.

Bi-directional

( ) Enable bidirectional translation for a Static IP source address translation
if you want the firewall to create a corresponding translation (NAT or NPTvé) in the
opposite direction of the translation you configure.

\» If you enable bidirectional translation, you must ensure that you
L have security policies in place to control the traffic in both directions.
Without such policies, the bidirectional feature allows packets to be
translated automatically in both directions.

Destination
Address
Translation

Configure the following options to have the firewall perform destination NAT. You
typically use Destination NAT to allow an internal server, such as an email server, to
be accessible from the public network.

Translation Type
and Translated
Address

Select the type of translation the firewall performs on the destination address:

¢ None (default)

e Static IP—Enter a Translated Address as an IP address or range of IP addresses
and a Translated Port number (1 to 65535) to which the original destination
address and port number are translated. If the Translated Port field is blank, the
destination port is not changed.

For NPTvé, the prefixes configured for the Destination prefix Translated
Address must be in the format xxxx:xxxx::/yy. The address cannot have an
interface identifier (host) portion defined. The range of supported prefix lengths
is /32 to /64.

 Translated Port is not supported for NPTv6 because NPTV6 is
! strictly prefix translation. The Port and Host address section is
simply forwarded unchanged.

\» Static IP translation for IPv4 also allows you to Enable DNS
! Rewrite (described below).

¢ Dynamic IP (with session distribution)—Select or enter a Translated Address
that is an FQDN, an address object, or an address group from which the firewall
selects the translated address. If the DNS server returns more than one address
for an FQDN or if the address object or address group translates into more than
one IP address, the firewall distributes sessions among those addresses using the
specified Session Distribution Method.

Session
Distribution
Method

If you select the destination NAT translation to be to Dynamic IP (with session
distribution), it's possible that the destination translated address (to an FQDN,
address object, or address group) can resolve to more than one address. You can
choose how the firewall distributes (assigns) sessions among those addresses to
provide more balanced session distribution:

¢ Round Robin—(default) Assigns new sessions to IP addresses in rotating order.
Unless your environment dictates that you choose one of the other distribution
methods, use this method.
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NAT Rule -

Translated Packet

Settings

Description

e Source IP Hash—Assigns new sessions based on a hash of source IP addresses. If
you have incoming traffic from a single source IP address, then select a method
other than Source IP Hash.

¢ IP Modulo—The firewall takes into consideration the source and destination IP
address from the incoming packet; the firewall performs an XOR operation and a
modulo operation; the result determines to which IP address the firewall assigns
new sessions.

e |P Hash—Assigns new sessions using a hash of the source and destination IP
addresses.

e Least Sessions—Assigns new sessions to the IP address that has the fewest
concurrent sessions. If you have many short-lived sessions, Least Sessions
provides you with a more balanced distribution of sessions.

Enable DNS
Rewrite

In PAN-OS 9.0.2 and later 9.0 releases, if the destination NAT policy rule type

is ipv4 and the destination address translation type is Static IP, the Enable DNS
Rewrite option is available. You can enable DNS rewrite if you use destination
NAT and also use DNS services on one side of the firewall to resolve FQDNs for

a client on the other side of the firewall. When the DNS response traverses the
firewall, the firewall rewrites the IP address in the DNS response, relative to the
original destination address or translated destination address that the DNS response
matches in the NAT policy rule. A single NAT policy rule has the firewall perform
NAT on packets that match the rule and perform NAT on IP addresses in DNS
responses that match the rule. You must specify how the firewall performs NAT on
an IP address in a DNS response relative to the NAT rule—reverse or forward:

e reverse—(default) If the packet is a DNS response that matches the translated
destination address in the rule, translate the DNS response using the reverse
translation that the rule uses. For example, if the rule translates 1.1.1.10 to
192.168.1.10, the firewall rewrites a DNS response of 192.168.1.10 to 1.1.1.10.

o forward—If the packet is a DNS response that matches the original destination
address in the rule, translate the DNS response using the same translation
the rule uses. For example, if the rule translates 1.1.1.10 to 192.168.1.10, the
firewall rewrites a DNS response of 1.1.1.10 to 192.168.1.10.

NAT Active/Active HA Binding Tab

e Policies > NAT > Active/Active HA Binding

The Active/Active HA Binding tab is available only if the firewall is in a high availability (HA) active/active
configuration. In this configuration, you must bind each source NAT rule (whether static or dynamic NAT)
to Device ID 0 or Device ID 1; you must bind each destination NAT rule to either Device ID 0, Device ID 1,
both (Device ID 0 and Device ID 1), or to the active-primary firewall.

Select an Active/Active HA Binding setting to bind the NAT rule to an HA firewall as follows:

e 0—Binds the NAT rule to the firewall that has HA Device ID O.
e 1—Binds the NAT rule to the firewall that has HA Device ID 1.

¢ both—Binds the NAT rule to both the firewall that has HA Device ID 0 and the firewall that has HA
Device ID 1. This setting does not support Dynamic IP or Dynamic IP and Port NAT.

e primary—Binds the NAT rule to the firewall that is in HA active-primary state. This setting does not
support Dynamic IP or Dynamic IP and Port NAT.

PAN-OS WEB INTERFACE HELP | Policies 135

© 2020 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/networking/nat/source-nat-and-destination-nat/destination-nat-dns-rewrite-use-cases.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/networking/nat/source-nat-and-destination-nat/destination-nat-dns-rewrite-use-cases.html

You typically configure device-specific NAT rules when the two HA peers have unique NAT IP address
pools.

When the firewall creates a new session, the HA binding determines which NAT rules the session can
match. The binding must include the session owner for the rule to match. The session setup firewall
performs the NAT rule matching but the session is compared to NAT rules that are bound to the session
owner and translated according to one of the rules. For device-specific rules, the firewall skips all NAT
rules that are not bound to the session owner. For example, suppose the firewall with Device ID 1 is the
session owner and the session setup firewall. When Device ID 1 attempts to match a session to a NAT rule,
it ignores all rules bound to Device ID O.

If one peer fails, the second peer continues to process traffic for the synchronized sessions from the

failed peer, including NAT translations. Palo Alto Networks recommends you create a duplicate NAT

rule that is bound to the second Device ID. Therefore, there are two NAT rules with the same source
translation addresses and the same destination translation addresses—one rule bound to each Device ID.
This configuration allows the HA peer to perform new session setup tasks and perform NAT rule matching
for NAT rules that are bound to its Device ID. Without a duplicate NAT rule, the functioning peer will try to
perform the NAT policy match but the session won't match the firewall's own device-specific rules and the
firewall skips all other NAT rules that are not bound to its Device ID.

Looking for more?

See NAT in Active/Active HA Mode &

NAT Target Tab

o ( ) Policies > NAT > Target

Select the Target tab to select which managed firewalls in the device group to push the policy rule to. You
can specify which managed firewalls to push to by select the managed firewalls or by specifying a tag.
Additionally, you can configure the policy rule target to push to all managed firewalls except for those
specified.

NAT Rule - Target | Description

Settings

Any (target all Enable (check) to push the policy rule to all managed firewalls in the device group.
devices)

Devices Select one or more managed firewalls associated with the device group to push the

policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the device
group with the specified tag.

Target to all but Enable (check) to push the policy rule to all managed firewalls associated with the
these specified device group except for the selected device(s) and tag(s).
devices and tags
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Policies > QoS

Add QoS policy & rules to define the traffic that receives specific QoS treatment and assign a QoS class &
for each QoS policy rule to specify that the assigned class of service applies to all traffic matched to the
associated rule as it exits a QoS-enabled interface.

QoS policy rules pushed to a firewall from Panorama are shown in orange and cannot be edited at the
firewall level.

Additionally, to fully enable the firewall to provide QoS:

O Set bandwidth limits for each QoS class of service (select Network > Network Profiles > QoS to add or
modify a QoS profile).
O Enable QoS on an interface (select Network > QoS).

Refer to Quality of Service @ for complete QoS workflows, concepts, and use cases.

Add a new rule or clone an existing rule and then define the following fields.

QoS Policy Rule Settings

General Tab

Name Enter a name to identify the rule (up to 63 characters). The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.

Description Enter an optional description.

Tag If you need to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter policies.
This is useful when you have defined many policies and want to view those
that are tagged with a particular keyword. For example, you may want

to tag certain security policies with Inbound to DMZ, decryption policies
with the words Decrypt and No-decrypt, or use the name of a specific data
center for policies associated with that location.

Group Rules by Tag Enter a tag with which to group similar policy rules. The group tag allows
you to view your policy rule base based on these tags. You can group rules
based on a Tag.

Audit Comment Enter a comment to audit the creation or editing of the policy rule. The
audit comment is case-sensitive and can have up to 256 characters, which
can be letters, numbers, spaces, hyphens, and underscores.

Audit Comment Archive View previous Audit Comments for the policy rule. You can export the
Audit Comment Archive in CSV format.

Source Tab

Source Zone Select one or more source zones (default is any). Zones must be of the same
type (Layer 2, Layer 3, or virtual wire).
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QoS Policy Rule Settings

Source Address Specify a combination of source IPv4 or IPv6 addresses for which the
identified application can be overridden. To select specific addresses,
choose select from the drop-down and do any of the following:

Select this option next to the appropriate addresses @ and/or address

groups = in the Available column, and click Add to add your selections
to the Selected column.

e Enter the first few characters of a name in the search field to list all
addresses and address groups that start with those characters. Selecting
an item in the list enables this option in the Available column. Repeat
this process as often as needed, and then click Add.

e Enter one or more IP addresses (one per line), with or without a network
mask. The general format is: <ip_address>/<mask>

e Toremove addresses, select them (Selected column) and click Delete or
select any to clear all addresses and address groups.

To add new addresses that can be used in this or other policies, click New
Address. To define new address groups, select Objects > Address Groups.

Source User Specify the source users and groups to which the QoS policy will apply.

Negate Select this option to have the policy apply if the specified information on
this tab does NOT match.

Destination Tab

Destination Zone Select one or more destination zones (default is any). Zones must be of the
same type (Layer 2, Layer 3, or virtual wire).

Destination Address Specify a combination of source IPv4 or IPv6 addresses for which the
identified application can be overridden. To select specific addresses,
choose select from the drop-down and do any of the following:

[ ]
Select this option next to the appropriate addresses @ and/or address

groups = in the Available column, and Add your selections to the
Selected column.

o Enter the first few characters of a name in the search field to list all
addresses and address groups that start with those characters. Selecting
an item in the list enables this option in the Available column. Repeat
this process as often as needed, and then click Add.

e Enter one or more IP addresses (one per line), with or without a network
mask. The general format is: <ip_address>/<mask>.

e To remove addresses, select them (Selected column) and click Delete or
select any to clear all addresses and address groups.

To add new addresses that can be used in this or other policies, click New
Address.

Negate Select this option to have the policy apply if the specified information on
this tab does not match.
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QoS Policy Rule Settings

Application Tab

Application

Select specific applications for the QoS rule. To define new applications or
application groups, select Objects > Applications.

If an application has multiple functions, you can select the overall
application or individual functions. If you select the overall application,
all functions are included, and the application definition is automatically
updated as future functions are added.

If you are using application groups, filters, or container in the QoS rule, you
can view details on these objects by holding your mouse over the object in
the Application column, click the down arrow and select Value. This enables
you to easily view application members directly from the policy without
having to go to the Objects tab.

Service/URL Category Tab

Service

Select services to limit to specific TCP and/or UDP port numbers. Choose
one of the following from the drop-down:

e any—The selected applications are allowed or denied on any protocol or
port.

o application-default—The selected applications are allowed or denied
only on their default ports defined by Palo Alto Networks. This option is
recommended for allow policies.

e Select—Click Add. Choose an existing service or choose Service or
Service Group to specify a new entry.

URL Category

Select URL categories for the QoS rule.

o Select Any to ensure that a session can match this QoS rule regardless
of the URL category.

e To specify a category, click Add and select a specific category (including
a custom category) from the drop-down. You can add multiple
categories. Refer to Objects > External Dynamic Lists for information on
defining custom categories.

DSCP/TOS Tab

Any

Select Any (default) to allow the policy to match to traffic regardless of the
Differentiated Services Code Point (DSCP) value or the IP Precedence/Type
of Service (ToS) defined for the traffic.

Codepoints

Select Codepoints to enable traffic to receive QoS treatment based on

the DSCP or ToS value defined a packet’s IP header. The DSCP and ToS
values are used to indicate the level of service requested for traffic, such as
high priority or best effort delivery. Using codepoints as matching criteria
in a QoS policy allows a session to receive QoS treatment based on the
codepoint detected at the beginning of the session.

Continue to Add codepoints to match traffic to the QoS policy:

¢ Give codepoint entries a descriptive Name.
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QoS Policy Rule Settings

o Select the Type of codepoint you want to use as matching criteria for
the QoS policy and then select a specific Codepoint value. You can also
create a Custom Codepoint by entering a Codepoint Name and Binary
Value.

Other Settings Tab
Class Choose the QoS class to assign to the rule, and click OK. Class
characteristics are defined in the QoS profile. Refer to Network > Network

Profiles > QoS for information on configuring settings for QoS classes.

Schedule e Select None for the policy rule to remain active at all times.
e From the drop-down, select Schedule (calendar icon) to set a single time
range or a recurring time range during which the rule is active.

Target Tab ( )

Any (target all devices) Enable (check) to push the policy rule to all managed firewalls in the device
group.

Devices Select one or more managed firewalls associated with the device group to
push the policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the
device group with the specified tag.

Target to all but these Enable (check) to push the policy rule to all managed firewalls associated

specified devices and tags | with the device group except for the selected device(s) and tag(s).
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Policies > Policy Based Forwarding

Normally, when traffic enters the firewall, the ingress interface virtual router dictates the route that
determines the outgoing interface and destination security zone based on destination IP address. By

creating a policy-based forwarding (PBF) rule &, you can specify other information to determine the
outgoing interface, including source zone, source address, source user, destination address, destination
application, and destination service. The initial session on a given destination IP address and port that is
associated with an application will not match an application-specific rule and will be forwarded according
to subsequent PBF rules (that do not specify an application) or the virtual router’s forwarding table.

All subsequent sessions on that destination IP address and port for the same application will match an
application-specific rule. To ensure forwarding through PBF rules, application-specific rules are not
recommended.

When necessary, PBF rules can be used to force traffic through an additional virtual system using the
Forward-to-VSYS forwarding action. In this case, it is necessary to define an additional PBF rule that will

forward the packet from the destination virtual system out through a particular egress interface © on the
firewall.
The following tables describe the policy-based forwarding settings:

e Policy Based Forwarding General Tab

e Policy Based Forwarding Source Tab

e Policy Based Forwarding Destination/Application/Service Tab
e Policy Based Forwarding Forwarding Tab

o ( ) Policy Based Forwarding Target Tab

Looking for more?

Refer to Policy-Based Forwarding &

Policy Based Forwarding General Tab

Select the General tab to configure a name and description for the PBF policy. A tag can also be configured
to allow you to sort or filter policies when a large number of policies exist.

Field Description

Name Enter a name to identify the rule. The name is case-sensitive and can have
up to 63 characters, which can be letters, numbers, spaces, hyphens, and
underscores. The name must be unique on a firewall and, on Panorama,
unique within its device group and any ancestor or descendant device

groups.
Description Enter a description for the policy (up to 1024 characters).
Tag If you need to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter policies.
This is useful when you have defined many policies and want to view those
that are tagged with a particular keyword. For example, you may want

to tag certain security policies with Inbound to DMZ, decryption policies
with the words Decrypt and No-decrypt, or use the name of a specific data
center for policies associated with that location.
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Field Description

Group Rules by Tag

Enter a tag with which to group similar policy rules. The group tag allows
you to view your policy rule base based on these tags. You can group rules
based on a Tag.

Audit Comment

Enter a comment to audit the creation or editing of the policy rule. The
audit comment is case-sensitive and can have up to 256 characters, which
can be letters, numbers, spaces, hyphens, and underscores.

Audit Comment Archive

View previous Audit Comments for the policy rule. You can export the
Audit Comment Archive in CSV format.

Policy Based Forwarding Source Tab

Select the Source tab to define the source zone or source address that defines the incoming source traffic
to which the forwarding policy will be applied.

Field Description

Source Zone

To choose source zones (default is any), click Add and select from the drop-
down. To define new zones, refer to Network > Zones.

Multiple zones can be used to simplify management. For example, if you
have three different internal zones (Marketing, Sales, and Public Relations)
that are all directed to the untrusted destination zone, you can create one
rule that covers all cases.

¥ Only Layer 3 type zones are supported for policy-based
forwarding.

Source Address

Click Add to add source addresses, address groups, or regions (default
is any). Select from the drop-down, or click Address, Address Group, or
Regions at the bottom of the drop-down, and specify the settings.

Source User

Click Add to choose the source users or groups of users subject to the
policy. The following source user types are supported:

e any—Include any traffic regardless of user data.

e pre-logon—Include remote users that are connected to the network
using GlobalProtect™, but are not logged into their system. When the
Pre-logon option is configured on the Portal for GlobalProtect apps, any
user who is not currently logged into their machine will be identified
with the username pre-logon. You can then create policies for pre-logon
users and although the user is not logged in directly, their machines are
authenticated on the domain as if they were fully logged in.

¢ known-user—Includes all authenticated users, which means any IP with
user data mapped. This option is equivalent to the “domain users” group
on a domain.

¢ unknown—Includes all unauthenticated users, which means IP addresses
that are not mapped to a user. For example, you could use unknown for
guest level access to something because they will have an IP on your
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Field

Description

network, but will not be authenticated to the domain and will not have
IP address-to-user mapping information on the firewall.

e Select—Includes selected users as determined by the selection in
this window. For example, you may want to add one user, a list of
individuals, some groups, or manually add users.

\» If the firewall collects user information from a RADIUS,
L TACACS+, or SAML identity provider server and not from
the User-ID™ agent, the list of users does not display; you
must enter user information manually.

Policy Based Forwarding Destination/Application/Service Tab

Select the Destination/Application/Service tab to define the destination settings that will be applied to
traffic that matches the forwarding rule.

Field Description

Destination Address

Click Add to add destination addresses or address groups (default is any).
By default, the rule applies to Any IP address. Select from the drop-down,
or click Address or Address Group at the bottom of the drop-down, and
specify the settings.

Application/Service

Select specific applications or services for the PBF rule. To define new
applications, refer to Defining Applications. To define application groups,
refer to Objects > Application Groups.

» Application-specific rules are not recommended for use
L with PBF. Whenever possible, use a service object, which
is the Layer 4 port (TCP or UDP) used by the protocol or
application.

You can view details on these applications by holding your mouse over the
object in the Application column, clicking the down arrow, and selecting
Value. This enables you to easily view application information directly from
the policy without having to go to the Object tabs.

\ You cannot use custom applications, application filters, or
l application groups in PBF rules.

Policy Based Forwarding Forwarding Tab

Select the Forwarding tab to define the action and network information that will be applied to traffic that
matches the forwarding policy. Traffic can be forwarded to a next-hop IP address, a virtual system, or the

traffic can be dropped.
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Field Description

Action Select one of the following options:

e Forward—Specify the next hop IP address and egress interface (the
interface that the packet takes to get to the specified next hop).

e Forward To VSYS—Choose the virtual system to forward to from the
drop-down.

e Discard—Drop the packet.

e No PBF—Do not alter the path that the packet will take. This option,
excludes the packets that match the criteria for source/destination/
application/service defined in the rule. Matching packets use the route
table instead of PBF; the firewall uses the route table to exclude the
matched traffic from the redirected port.

0 Use Forward or Forward to VSYS as the Action so you

pgh can apply a Monitor profile to the traffic. (You can't apply a
Monitor profile when the Action doesn’t forward the traffic.)
Monitor profiles monitor the IP address. If connectivity to
the IP address fails, Monitor profiles specify the action.

|

Egress Interface Directs the packet to a specific Egress Interface

Next Hop If you direct the packet to a specific interface, specify the Next Hop for the
packet in one of the following ways:

¢ |P Address—Select IP Address and select an address object (or create a
new address object) that uses an IPv4 or IPvé address.

e FQDN-—Select FQDN and select an address object (or create a new
address object) that uses an FQDN.

e None—There is no next hop; the packet is dropped.

Monitor Enable Monitoring to verify connectivity to a target IP Address or to the
Next Hop IP address. Select Monitor and attach a monitoring Profile
(default or custom, Network > Network Profiles > Monitor) that specifies
the action when the IP address is unreachable.

O Configure Monitor profiles and enable monitoring so that

ipg if the egress interface fails or the route goes down, the
firewall takes the action in the profile and minimizes or
prevents the service interruption.

Enforce Symmetric ( ) Select Enforce Symmetric
Return Return and enter one or more IP addresses in the Next Hop Address List.

Enabling symmetric return ensures that return traffic (such as from the
Trust zone on the LAN to the Internet) is forwarded out through the same
interface through which traffic ingresses from the internet.

Schedule To limit the days and times when the rule is in effect, select a schedule
from the drop-down. To define new schedules, refer to Settings to Control
Decrypted SSL Traffic.
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Policy Based Forwarding Target Tab

o ( ) Policies > Policy Based Forwarding > Target

Select the Target tab to select which managed firewalls in the device group to push the policy rule to. You
can specify which managed firewalls to push to by select the managed firewalls or by specifying a tag.
Additionally, you can configure the policy rule target to push to all managed firewalls except for those
specified.

NAT Rule - Target | Description

Settings

Any (target all Enable (check) to push the policy rule to all managed firewalls in the device group.
devices)

Devices Select one or more managed firewalls associated with the device group to push the

policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the device
group with the specified tag.

Target to all but Enable (check) to push the policy rule to all managed firewalls associated with the
these specified device group except for the selected device(s) and tag(s).
devices and tags
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Policies > Decryption

You can configure the firewall to decrypt traffic for visibility, control, and granular security. Decryption
policies can apply to Secure Sockets Layer (SSL) including SSL encapsulated protocols such as IMAP(S),
POP3(S), SMTP(S), and FTP(S), and Secure Shell (SSH) traffic. SSH decryption can be used to decrypt
outbound and inbound SSH traffic to assure that secure protocols are not being used to tunnel disallowed
applications and content.

Add a decryption policy rule to define traffic that you want to decrypt (for example, you can decrypt traffic
based on URL categorization). Decryption policy rules are compared against the traffic in sequence, so more
specific rules must precede the more general ones.

SSL forward proxy decryption requires the configuration of a trusted certificate that is presented to the
user if the server to which the user is connecting possesses a certificate signed by a CA trusted by the
firewall. Create a certificate on the Device > Certificate Management > Certificates page and then click the
name of the certificate and select Forward Trust Certificate.

™ The firewall doesn't decrypt applications that break decryption technically, for example
because they use pinned certificates or client authentication.

Refer to the List of Applications Excluded from SSL Decryption.

The following tables describe the decryption policy settings:

e Decryption General Tab

e Decryption Source Tab

e Decryption Destination Tab

e Decryption Service/URL Category Tab
e Decryption Options Tab

o ( ) Decryption Target Tab

Looking for more?

See Decryption &

Decryption General Tab

Select the General tab to configure a name and description for the decryption policy. You can also configure
a tag to allow you to sort or filter policies when a large number of policies exist.

Field Description

Name Enter a name to identify the rule. The name is case-sensitive and

can have up to 63 characters, which can be letters, numbers, spaces,
hyphens, and underscores. The name must be unique on a firewall
and, on Panorama, unique within its device group and any ancestor or
descendant device groups.

Description Enter a description for the rule (up to 1024 characters).

Tag If you need to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter
policies. This is useful when you have defined many policies and want
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Field

Description

to view those that are tagged with a particular keyword. For example,
you may want to tag certain security policies with Inbound to DMZ,
decryption policies with the words Decrypt and No-decrypt, or use the
name of a specific data center for policies associated with that location.

Group Rules by Tag

Enter a tag with which to group similar policy rules. The group tag
allows you to view your policy rule base based on these tags. You can
group rules based on a Tag.

Audit Comment

Enter a comment to audit the creation or editing of the policy rule. The
audit comment is case-sensitive and can have up to 256 characters,
which can be letters, numbers, spaces, hyphens, and underscores.

Audit Comment Archive

View previous Audit Comments for the policy rule. You can export the
Audit Comment Archive in CSV format.

Decryption Source Tab

Select the Source tab to define the source zone or source address that defines the incoming source traffic
to which the decryption policy will be applied.

Field Description

Source Zone

Click Add to choose source zones (default is any). Zones must be of the
same type (Layer 2, Layer 3, or virtual wire). To define new zones, refer to
Network > Zones.

Multiple zones can be used to simplify management. For example, if you
have three different internal zones (Marketing, Sales, and Public Relations)
that are all directed to the untrusted destination zone, you can create one
rule that covers all cases.

Source Address

Click Add to add source addresses, address groups, or regions (default

is any). Select from the drop-down, or click Address, Address Group, or
Regions at the bottom of the drop-down, and specify the settings. Select
Negate to choose any address except the configured ones.

Source User

Click Add to choose the source users or groups of users subject to the
policy. The following source user types are supported:

e any—Include any traffic regardless of user data.

e pre-logon—Include remote users that are connected to the network
using GlobalProtect, but are not logged into their system. When the
Pre-logon option is configured on the Portal for GlobalProtect apps, any
user who is not currently logged into their machine will be identified
with the username pre-logon. You can then create policies for pre-logon
users and although the user is not logged in directly, their machines are
authenticated on the domain as if they were fully logged in.

e known-user—Includes all authenticated users, which means any IP with
user data mapped. This option is equivalent to the “domain users” group
on a domain.
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Field Description

e unknown—Includes all unauthenticated users, which means IP addresses
that are not mapped to a user. For example, you could use unknown for
guest level access to something because they will have an IP on your
network, but will not be authenticated to the domain and will not have
IP to user mapping information on the firewall.

e Select—Includes selected users as determined by the selection in
this window. For example, you may want to add one user, a list of
individuals, some groups, or manually add users.

\» If the firewall collects user information from a RADIUS,
L TACACS+, or SAML identity provider server and not from
the User-ID™ agent, the list of users does not display; you
must enter user information manually.

Decryption Destination Tab

Select the Destination tab to define the destination zone or destination address that defines the destination
traffic to which the policy will be applied.

Field Description

Destination Zone Click Add to choose destination zones (default is any). Zones must
be of the same type (Layer 2, Layer 3, or virtual wire). To define
new zones, refer to Network > Zones.

Multiple zones can be used to simplify management. For example,
if you have three different internal zones (Marketing, Sales, and
Public Relations) that are all directed to the untrusted destination
zone, you can create one rule that covers all cases.

Destination Address Click Add to add destination addresses, address groups, or regions
(default is any). Select from the drop-down, or click Address,
Address Group, or Regions at the bottom of the drop-down, and
specify the settings. Select Negate to choose any address except
the configured ones.

Decryption Service/URL Category Tab

Select the Service/URL Category tab to apply the decryption policy to traffic based on TCP port number or
to any URL category (or a list of categories).

Field Description

Service Apply the decryption policy to traffic based on specific TCP port
numbers. Choose one of the following from the drop-down:

e any—The selected applications are allowed or denied on any
protocol or port.
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Field Description

¢ application-default—The selected applications are decrypted
(or are exempt from decryption) only on the default ports
defined for the applications by Palo Alto Networks.

o Select—Click Add. Choose an existing service or specify a new
Service or Service Group. (Or select Objects > Services and
Objects > Service Groups).

URL Category Tab

Select URL categories for the decryption rule.

e Choose any to match any sessions regardless of the URL
category.

e To specify a category, click Add and select a specific category
(including a custom category) from the drop-down. You can
add multiple categories. Refer to for information on defining
custom categories.

Decryption Options Tab

Select the Options tab to determine if the matched traffic should be decrypted or not. If Decrypt is set,
specify the decryption type. You can also add additional decryption features by configuring or selecting a

decryption profile.

Field Description

Action

Select decrypt or no-decrypt for the traffic.

Type

Select the type of traffic to decrypt from the drop-down:

e SSL Forward Proxy—Specifies that the policy will decrypt client
traffic destined for an external server.

e SSH Proxy—Specifies that the policy will decrypt SSH traffic. This
option allows you to control SSH tunneling in policies by specifying
the ssh-tunnel App-ID.

e SSL Inbound Inspection—Specifies that the policy will decrypt SSL
inbound inspection traffic.

Decryption Profile

Attach a decryption profile to the policy rule in order to block
and control certain aspects of the traffic. For details on creating a
decryption profile, select Objects > Decryption Profile.

Log Settings

Log Successful SSL
Handshake

( ) Creates detailed logs of successful SSL Decryption
handshakes. Disabled by default.

» Logs consume storage space. Before you log
L successful SSL handshakes, ensure you have the
resources available to store the logs. Edit Device >
Setup > Management > Logging and Reporting
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Field Description

Settings to check the current log memory allocation to
and re-allocate log memory among log types.

Log Unsuccessful SSL Creates detailed logs of unsuccessful SSL Decryption handshakes so

Handshake

you can find the cause of decryption issues. Enabled by default.

» Logs consume storage space. To allocate more (or
L less) log storage space to Decryption logs, edit the log
memory allocation (Device > Setup > Management >
Logging and Reporting Settings).

Log Forwarding

Specify the method and location to forward GlobalProtect SSL
handshake (decryption) logs.

Decryption Target Tab

o ( ) Policies > Decryption > Target

Select the Target tab to select which managed firewalls in the device group to push the policy rule to. You
can specify which managed firewalls to push to by select the managed firewalls or by specifying a tag.
Additionally, you can configure the policy rule target to push to all managed firewalls except for those

specified.

NAT Rule - Target

Settings

Description

Any (target all Enable (check) to push the policy rule to all managed firewalls in the device group.

devices)

Devices Select one or more managed firewalls associated with the device group to push the
policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the device

group with the specified tag.

Target to all but
these specified
devices and tags

Enable (check) to push the policy rule to all managed firewalls associated with the
device group except for the selected device(s) and tag(s).
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Policies > Tunnel Inspection

You can configure the firewall to inspect the traffic content of the following cleartext tunnel protocols:

e Generic Routing Encapsulation (GRE)

e General Packet Radio Service (GPRS) Tunneling Protocol for User Data (GTP-U); supported only on
firewalls that support GTP.

e Non-encrypted IPSec traffic (NULL Encryption Algorithm for IPSec and transport mode AH IPSec)

e Virtual Extensible LAN (VXLAN)

You can use tunnel content inspection to enforce Security, DoS Protection, and QoS policies on traffic in
these types of tunnels and on traffic nested within another cleartext tunnel (for example, Null Encrypted
IPSec inside a GRE tunnel).

Create a Tunnel Inspection policy that, when matching an incoming packet, determines which tunnel
protocols in the packet the firewall will inspect and that specifies the conditions under which the firewall
drops or continues to process the packet. You can view tunnel inspection logs and tunnel activity in the
ACC to verify that tunneled traffic complies with your corporate security and usage policies.

The firewall supports tunnel content inspection on Ethernet interfaces and subinterfaces, AE interfaces,
VLAN interfaces, and VPN and LSVPN tunnels. The feature is supported in Layer 3, Layer 2, virtual wire,
and tap deployments. Tunnel content inspection works on shared gateways and on virtual system-to-virtual
system communications.

What do you want to know? See:

What are the fields available to Building Blocks in a Tunnel Inspection Policy
create a Tunnel Inspection policy?

How can | view tunnel inspection Log Types and Severity Levels
logs?

Looking for more? Tunnel Content Inspection

Building Blocks in a Tunnel Inspection Policy

Select Policies > Tunnel Inspection to add a Tunnel Inspection policy rule. You can use the firewall to
inspect content of cleartext tunnel protocols (GRE, GTP-U, non-encrypted IPSec, and VXLAN) and leverage
tunnel content inspection to enforce Security, DoS Protection, and QoS policies on traffic in these types of
tunnels. All firewall models support tunnel content inspection of GRE and non-encrypted IPSec tunnels, but
only firewalls that support GTP support tunnel content inspection of GTP-U tunnels. The following table
describes the fields you configure for a Tunnel Inspection policy.

Building Blocks in a Configured In Description

Tunnel Inspection
Policy

Name General Enter a name for the Tunnel Inspection policy beginning
with an alphanumeric character and containing zero or
more alphanumeric, underscore, hyphen, period, or space
characters.
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Building Blocks in a

Tunnel Inspection
Policy

Description

Tags

Group Rules by Tag

Configured In

Description

( ) Enter a description for the Tunnel Inspection
policy.

( ) Enter one or more tags for reporting and
logging purposes that identify the packets that are
subject to the Tunnel Inspection policy.

Enter a tag with which to group similar policy rules. The
group tag allows you to view your policy rule base based
on these tags. You can group rules based on a Tag.

Audit Comment Enter a comment to audit the creation or editing of the
policy rule. The audit comment is case-sensitive and
can have up to 256 characters, which can be letters,
numbers, spaces, hyphens, and underscores.

Audit Comment View previous Audit Comments for the policy rule. You

Archive can export the Audit Comment Archive in CSV format.

Source Zone Source Add one or more source zones of packets to which the
Tunnel Inspection policy applies (default is Any).

Source Address ( ) Add source IPv4 or IPv6é addresses, address
groups, or Geo Region address objects of packets to
which the Tunnel Inspection policy applies (default is
Any).

Source User ( ) Add source users of packets to which the
Tunnel Inspection policy applies (default is any).

Negate ( ) Select Negate to choose any addresses except
those specified.

Destination Zone Destination Add one or more destination zones of packets to which
the Tunnel Inspection policy applies (default is Any).

Destination Address ( ) Add destination IPv4 or IPv6 addresses,
address groups, or Geo Region address objects of
packets to which the Tunnel Inspection policy applies
(default is Any).

Negate ( ) Select Negate to choose any addresses except
those specified.

Tunnel Protocol Inspection Add one or more tunnel Protocols that you want the

firewall to inspect:

e GRE—Firewall inspects packets that use Generic
Route Encapsulation in the tunnel.
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Building Blocks in a

Tunnel Inspection
Policy

Configured In

Description

e GTP-U—Firewall inspects packets that use the
General Packet Radio Service (GPRS) tunneling
protocol for user data (GTP-U) in the tunnel.

¢ Non-encrypted IPSec—Firewall inspects packets that
use non-encrypted IPSec (Null Encrypted IPSec or
transport mode AH IPSec) in the tunnel.

o VXLAN-—Firewall inspects a VXLAN payload to find
the encapsulated content or applications within the
tunnel.

To remove a protocol from your list, select the protocol
and Delete it.

Maximum Tunnel
Inspection Levels

Drop packet if over
maximum tunnel
inspection level

Drop packet if
tunnel protocol fails
strict header check

Drop packet if
unknown protocol
inside tunnel

Return Scanned
VXLAN Tunnel to
Source

Inspection > Inspect
Options

Specify whether the firewall will inspect One
Level (default) or Two Levels (Tunnel In Tunnel)
of encapsulation. For VXLAN, select One Level, as
inspection only occurs on the outer layer.

( ) Drop packets that contain more levels of
encapsulation than you specified for Maximum Tunnel
Inspection Levels.

( ) Drop packets that contain a tunnel protocol
that uses a header that is non-compliant with the RFC for
that protocol. Non-compliant headers indicate suspicious
packets. This option causes the firewall to verify GRE
headers against RFC 2890.

»» Do not enable this option if your firewall
L is tunneling GRE with a device that
implements a version of GRE older than
RFC 2890.

( ) Drop packets that contain a protocol inside the
tunnel that the firewall cannot identify.

( ) Enable this option to return the traffic to the
originating VXLAN tunnel endpoint (VTEP). For example,
use this option to return the encapsulated packet to

the source VTEP. Supported only on Layer 3, Layer 3
subinterface, aggregate-interface Layer 3, and VLAN.

Enable Security
Options

Inspection >
Security Options

( ) Enable Security Options to assign security
zones for separate Security policy treatment of tunnel
content. The inner content source will belong to the
Tunnel Source Zone you specify and the inner content
destination will belong to the Tunnel Destination Zone
you specify.
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Building Blocks in a Configured In

Tunnel Inspection
Policy

Tunnel Source Zone

Tunnel Destination
Zone

Description

If you do not Enable Security Options, by default the
inner content source belongs to the same zone as the
outer tunnel source, and the inner content destination
belongs to the same zone as the outer tunnel destination.
Therefore, both the inner content source and destination
are subject to the same Security policies that apply to the
source and destination zones of the outer tunnel.

If you Enable Security Options, select a tunnel zone that
you created, and the inner content will use this source
zone for the purpose of policy enforcement.

Otherwise, by default the inner content source belongs
to the same zone as the outer tunnel source, and the
policies of the outer tunnel source zone apply to the
inner content source zone also.

If you Enable Security Options, select a tunnel zone
that you created, and the inner content will use this
destination zone for the purpose of policy enforcement.

Otherwise, by default the inner content destination
belongs to the same zone as the outer tunnel destination,
and the policies of the outer tunnel destination zone
apply to the inner content destination zone also.

Monitor Name Inspection >
Monitor Options

Monitor Tag
(number)

Log at Session Start

( ) Enter a monitor name to group similar traffic
together for monitoring the traffic in logs and reports.

( ) Enter a monitor tag number that can group
similar traffic together for logging and reporting (range is
1to 16,777,215). The tag number is globally defined.

» This field does not apply to the VXLAN
L protocol. VXLAN logs automatically use
the VXLAN Network Identifier (VNI) from
the VXLAN header.

( ) Select this option to generate a log at the
start of a cleartext tunnel session that matches the
Tunnel Inspection policy. This setting overrides the Log
at Session Start setting in the Security Policy rule that
applies to the session.

Tunnel logs are stored separately from traffic logs. The
information with the outer tunnel session (GRE, non-
encrypted IPSec, or GTP-U) is stored in the Tunnel logs
and the inner traffic flows are stored in the Traffic logs.
This separation allows you to easily report on tunnel
activity (as opposed to inner content activity) with the
ACC and reporting features.
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Building Blocks in a

Tunnel Inspection
Policy

Log at Session End

Log Forwarding

Configured In

Description

o The best practice for Tunnel logs is to

i Log at Session Start and Log at Session
End because, for logging, tunnels can
be very long-lived. For example, GRE
tunnels can come up when the router
boots and never terminate until the router
is rebooted. If you don’t select Log at
Session Start, you will never see that
there is an active GRE tunnel in the ACC.

( ) Select this option to capture a log at the end
of a cleartext tunnel session that matches the Tunnel
Inspection policy. This setting overrides the Log at
Session End setting in the Security Policy rule that
applies to the session.

( ) Select a Log Forwarding profile from the drop-
down to specify where to forward tunnel inspection logs.
(This setting is separate from the Log Forwarding setting
in a Security policy rule, which applies to traffic logs.)

Name

VXLAN ID (VNI)

Tunnel ID

By default, if you

do not configure a
VXLAN ID, all traffic
is inspected.

If you configure a
VXLAN ID you can
use it as a matching
criteria to restrict
traffic inspection to

( ) A name beginning with an alphanumeric
character and containing zero or more alphanumeric,
underscore, hyphen, period, and space characters. The
Name describes the VNIs you are grouping. The name is
a convenience, and is not a factor in logging, monitoring,
or reporting.

( ) Enter a single VNI, a comma-separated list of
VNIs, a range of up to 16 million VNIs (with a hyphen as
the separator), or a combination of these. For example:

1-54,1024,1677011-1677038,94

specific VNIs.

The maximum VXLAN IDs per policy is 4,096. To
preserve configuration memory, use ranges where
possible.

Any (target all Target Enable (check) to push the policy rule to all managed

devices) firewalls in the device group.

Devices Select one or more managed firewalls associated with the
device group to push the policy rule to.

Tags Add one or more tags to push the policy rule to managed

firewalls in the device group with the specified tag.
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Building Blocks in a Configured In
Tunnel Inspection

Description

Policy

Target to all but Enable (check) to push the policy rule to all managed
these specified

firewalls associated with the device group except for the
devices and tags selected device(s) and tag(s).
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Policies > Application Override

To change how the firewall classifies network traffic into applications, you can specify application override
policies. For example, if you want to control one of your custom applications, an application override
policy can be used to identify traffic for that application according to zone, source and destination address,
port, and protocol. If you have network applications that are classified as “unknown,” you can create new
application definitions for them (refer to Defining Applications).

If possible, avoid using application override policies because they prevent the firewall from
i using App-ID to identify applications and from performing layer 7 inspection for threats. To
support internal proprietary applications, it's better to create custom applications that include
the application signature so the firewall performs layer 7 inspection and scans the application
traffic for threats. If a commercial application doesn’t have an App-ID, submit a request for
a new App-ID. If a public application definition (default ports or signature) changes so the
firewall no longer identifies the application correctly, create a support ticket so Palo Alto
Networks can update the definition. In the meantime, create a custom application so the
firewall continues to perform layer 7 inspection of the traffic.

Like security policies, application override policies can be as general or specific as needed. The policy rules
are compared against the traffic in sequence, so the more specific rules must precede the more general
ones.

Because the App-ID engine in PAN-QOS classifies traffic by identifying the application-specific content

in network traffic, the custom application definition cannot simply use a port number to identify an
application. The application definition must also include traffic (restricted by source zone, source IP address,
destination zone, and destination IP address).

To create a custom application with application override:

e Create a custom application (see Defining Applications). It is not required to specify signatures for the
application if the application is used only for application override rules.

e Define an application override policy that specifies when the custom application should be invoked. A
policy typically includes the IP address of the server running the custom application and a restricted set
of source IP addresses or a source zone.

Use the following tables to configure an application override rule.

e Application Override General Tab

e Application Override Source Tab

e Application Override Destination Tab

e Application Override Protocol/Application Tab

o ( ) Application Override Target Tab

Looking for more?

See Use Application Objects in Policy &

Application Override General Tab

Select the General tab to configure a name and description for the application override policy. A tag can
also be configured to allow you to sort or filter policies when a large number of policies exist.
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Field Description

Name Enter a name to identify the rule. The name is case-sensitive and

can have up to 63 characters, which can be letters, numbers, spaces,
hyphens, and underscores. The name must be unique on a firewall
and, on Panorama, unique within its device group and any ancestor or
descendant device groups.

Description Enter a description for the rule (up to 1024 characters).

Tag If you need to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter
policies. This is useful when you have defined many policies and want
to view those that are tagged with a particular keyword. For example,
you may want to tag certain security policies with Inbound to DMZ,
decryption policies with the words Decrypt and No-decrypt, or use the
name of a specific data center for policies associated with that location.

Group Rules by Tag Enter a tag with which to group similar policy rules. The group tag
allows you to view your policy rule base based on these tags. You can
select to group rules based on a Tag.

Audit Comment Enter a comment to audit the creation or editing of the policy rule. The
audit comment s case-sensitive and can have up to 256 characters,
which can be letters, numbers, spaces, hyphens, and underscores.

Audit Comment Archive View previous Audit Comments for the policy rule. Audit Comment
Archive can be exported in CSV format.

Application Override Source Tab

Select the Source tab to define the source zone or source address that defines the incoming source traffic
to which the application override policy will be applied.

Field Description

Source Zone Add source zones (default is any). Zones must be of the same type
(Layer 2, Layer 3, or virtual wire). To define new zones, refer to
Network > Zones.

Multiple zones can be used to simplify management. For example,
if you have three different internal zones (Marketing, Sales, and
Public Relations) that are all directed to the untrusted destination
zone, you can create one rule that covers all cases.

Source Address Add source addresses, address groups, or regions (default is any).
Select from the drop-down, or click Address, Address Group, or
Regions at the bottom of the drop-down, and specify the settings.

Select Negate to choose any address except the configured ones.
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Application Override Destination Tab

Select the Destination tab to define the destination zone or destination address that defines the destination
traffic to which the policy will be applied.

Field Description

Destination Zone

Click Add to choose destination zones (default is any). Zones must
be of the same type (Layer 2, Layer 3, or virtual wire). To define
new zones, refer to Network > Zones.

Multiple zones can be used to simplify management. For example,
if you have three different internal zones (Marketing, Sales, and
Public Relations) that are all directed to the untrusted destination
zone, you can create one rule that covers all cases.

Destination Address

Click Add to add destination addresses, address groups, or regions
(default is any). Select from the drop-down, or click Address,
Address Group, or Regions at the bottom of the drop-down, and
specify the settings.

Select Negate to choose any address except the configured ones.

Application Override Protocol/Application Tab

Select the Protocol/Application tab to define the protocol (TCP or UDP), port, and application that further
defines the attributes of the application for the policy match.

Field Description

Protocol Select the protocol (TCP or UDP) for which to allow an application override.

Port Enter the port number (0 to 65535) or range of port numbers (port1-port2)
for the specified destination addresses. Multiple ports or ranges must be
separated by commas.

Application Select the override application for traffic flows that match the above

rule criteria. When overriding to a custom application, there is no threat
inspection that is performed. The exception to this is when you override to
a pre-defined application that supports threat inspection.

To define new applications, refer to Objects > Applications).

Application Override Target Tab

o ( ) Policies > Application Override > Target

Select the Target tab to select which managed firewalls in the device group to push the policy rule to. You
can specify which managed firewalls to push to by select the managed firewalls or by specifying a tag.
Additionally, you can configure the policy rule target to push to all managed firewalls except for those

specified.
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NAT Rule - Target

Settings

Description

Any (target all Enable (check) to push the policy rule to all managed firewalls in the device group.

devices)

Devices Select one or more managed firewalls associated with the device group to push the
policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the device

group with the specified tag.

Target to all but
these specified
devices and tags

Enable (check) to push the policy rule to all managed firewalls associated with the
device group except for the selected device(s) and tag(s).
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Policies > Authentication

Your Authentication policy enables you to authenticate end users before they can access network

resources.

What do you want to know?

What are the fields available to
create an Authentication rule?

Building Blocks of an Authentication Policy Rule

How can | use the web interface
to manage Authentication policy?

Create and Manage Authentication Policy

For Panorama, see Move or Clone a Policy Rule

Looking for more?

Authentication Policy &

Building Blocks of an Authentication Policy Rule

Whenever a user requests a resource (such as when visiting a web page), the firewall evaluates
Authentication policy. Based on the matching policy rule, the firewall then prompts the user to respond
to one or more challenges of different factors (types), such as login and password, voice, SMS, push, or
one-time password (OTP) authentication. After the user responds to all the factors, the firewall evaluates
Security policy (see Policies > Security) to determine whether to allow access to the resource.

» The firewall does not prompt users to authenticate if they access non-web-based resources

(such as a printer) through a GlobalProtect™ gateway = that is internal or in tunnel mode.
Instead, the users will see connection failure messages. To ensure users can access these
resources, set up an authentication portal and train users to visit it when they see connection
failures. Consult your IT department to set up an authentication portal.

The following table describes each building block or component in an Authentication policy rule. Before you
Add a rule, complete the prerequisites described in Create and Manage Authentication Policy.

Building Configured In
Blocks in an

Authentication

Rule

Rule number N/A

Description

Each rule is automatically numbered and the order
changes as rules are moved. When you filter rules to
match specific filters, the Policies > Authentication
page lists each rule with its number in the context of the
complete set of rules in the rulebase and its place in the
evaluation order. For details, see rule sequence and its

evaluation order &,

Name General

Enter a name to identify the rule. The name is case-
sensitive and can have up to 63 characters, which can
be letters, numbers, spaces, hyphens, and underscores.
The name must be unique on a firewall and, on
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Building
Blocks in an
Authentication
Rule

Description

Tag

Group Rules by
Tag

Configured In

Description

Panorama, unique within its device group and any
ancestor or descendant device groups.

Enter a description for the rule (up to 1024 characters).

Select a tag for sorting and filtering rules (see Objects >
Tags).

Enter a tag with which to group similar policy rules. The
group tag allows you to view your policy rule base based
on these tags. You can group rules based on a Tag.

Audit Enter a comment to audit the creation or editing of the

Comment policy rule. The audit comment is case-sensitive and
can have up to 256 characters, which can be letters,
numbers, spaces, hyphens, and underscores.

Audit View previous Audit Comments for the policy rule. You

Comment can export the Audit Comment Archive in CSV format.

Archive

Source Zone Source Add zones to apply the rule only to traffic coming from
interfaces in the zones that you specify (default is any).
To define new zones, see Network > Zones.

Source Add addresses or address groups to apply the rule only

Address to traffic originating from the sources that you specify
(default is any).
Select Negate to choose any address except the
selected ones.
To define new address or address groups, see Objects >
Addresses and Objects > Address Groups.

Source User User Select the source users or user groups to which the rule

applies:

¢ any—Includes any traffic regardless of source user.

e pre-logon—Includes remote users who are not
logged into their client systems but whose client
systems connect to the network through the
GlobalProtect pre-logon feature &,

e known-user—Includes all users for whom the firewall
already has IP address-to-username mappings before
the rule evokes authentication.

e unknown—Includes all users for whom the firewall
does not have IP address-to-username mappings.
After the rule evokes authentication, the firewall
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Building
Blocks in an
Authentication
Rule

Source HIP
Profile

Configured In

Description

creates user mappings for unknown users based on
the usernames they entered.

e Select—Includes only the users and user groups that
you Add to the Source User list.

\» If the firewall collects user information
from a RADIUS, TACACS+, or SAML
identity provider server and not from
the User-ID™ agent, the list of users
does not display; you must enter user
information manually.

Add host information profiles (HIP) to enable you to
collect information about the security status of your
end hosts, such as whether they have the latest security
patches and antivirus definitions. For details and to
define new HIPs, see Objects > GlobalProtect > HIP
Profiles.

Destination
Zone

Destination
Address

Destination

Add zones to apply the rule only to traffic going to
interfaces in the zones that you specify (default is any).
To define new zones, see Network > Zones.

Add addresses or address groups to apply the rule only
to the destinations that you specify (default is any).

Select Negate to choose any address except the
selected ones.

To define new address or address groups, see Objects >
Addresses and Objects > Address Groups.

Service

Service/URL Category

Select from the following options to apply the rule only
to services on specific TCP and UDP port numbers:

e any—Specifies services on any port and using any
protocol.

e default—Specifies services only on the default ports
that Palo Alto Networks defines.

e Select—Enables you to Add services or service
groups. To create new services and service groups,
see Objects > Services and Objects > Service
Groups.

The default selection is service-http.

i When you use the Authentication
policy for Authentication Portal, also
enable service-https to ensure that
the firewall learns user-to-ip-address
mapping for all web traffic.
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Building Configured In Description
Blocks in an

Authentication
Rule

URL Category Select the URL categories to which the rule applies:

e Select any to specify all traffic regardless of the URL
category.

e Add categories. To define custom categories, see
Objects > Custom Objects > URL Category.

Authentication | Actions Select the authentication enforcement object (Objects
Enforcement > Authentication) that specifies the method (such

as Authentication Portal or browser challenge)

and authentication profile that the firewall uses to
authenticate users. The authentication profile defines
whether users respond to a single challenge or to multi-
factor authentication (see Device > Authentication
Profile). You can select a predefined or custom
authentication enforcement object.

 If you must exclude hosts or servers
from a Authentication Portal policy,
add them to an Authentication Profile
that specifies no-captive-portal as the
Authentication Enforcement. However,
Authentication Portal policies help
the firewall learn user-to-IP-address
mapping and should be used when
possible.

Timeout To reduce the frequency of authentication challenges
that interrupt the user workflow, you can specify the
interval in minutes (default is 60) when the firewall
prompts the user to authenticate only once for repeated
access to resources.

If the Authentication Enforcement object specifies
multi-factor authentication, the user must authenticate
once for each factor. The firewall records a timestamp
and reissues a challenge only when the timeout for a

factor expires. Redistributing © the timestamps to other
firewalls enables you to apply the timeout even if the
firewall that initially allows access for a user is not the
same firewall that later controls access for that user.

Timeout is a tradeoff between
tighter security (less time between
authentication prompts) and the
user experience (more time between
authentication prompts). More frequent
authentication is often the right choice
for access to critical systems and
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Building
Blocks in an
Authentication
Rule

Configured In

Description

sensitive areas such as a data center.
Less frequent authentication is often the
right choice at the network perimeter
and for businesses for which the user
experience is key.

For perimeter resources, set the value
to 480 minutes (8 hours) and for data
center resources and critical systems,
set a lower value such as 60 minutes to
tighten security. Monitor and adjust the
values as necessary.

Log Select this option (disabled by default) if you want the
Authentication firewall to generate Authentication logs whenever
Timeouts the Timeout associated with an authentication factor
expires. Enabling this option provides more data
to troubleshoot access issues. In conjunction with
correlation objects, you can also use Authentication logs
to identify suspicious activity on your network (such as
brute force attacks).
!\‘ Enabling this option increases log traffic.

Log Select a Log Forwarding profile if you want the firewall

Forwarding to forward Authentication logs to Panorama or to
external services such as a syslog server (see Objects >
Log Forwarding).

Any (target all Target Enable (check) to push the policy rule to all managed

devices) firewalls in the device group.

Devices Select one or more managed firewalls associated with
the device group to push the policy rule to.

Tags Add one or more tags to push the policy rule to
managed firewalls in the device group with the specified
tag.

Target to all Enable (check) to push the policy rule to all managed

but these firewalls associated with the device group except for

specified the selected device(s) and tag(s).

devices and

tags

PAN-OS WEB INTERFACE HELP | Policies 165

© 2020 Palo Alto Networks, Inc.



Create and Manage Authentication Policy

Select the Policies > Authentication page to create and manage Authentication policy rules:

Task Description

Add Perform the following prerequisites before creating Authentication policy rules:

O Configure the User-ID™ Authentication Portal settings (see Device > User
Identification > Authentication Portal Settings). The firewall uses Authentication
Portal to display the first authentication factor that the Authentication rule
requires. Authentication Portal also enables the firewall to record the timestamps
associated with authentication Timeout periods and to update user mappings.

O Configure a server profile that specifies how the firewall can access the service that
will authenticate users (see Device > Server Profiles).

O Assign the server profile to an authentication profile that specifies authentication
settings (see Device > Authentication Profile).

O Assign the authentication profile to an authentication enforcement object that
specifies the authentication method (see Objects > Authentication).

To create a rule, perform one of the following steps and then complete the fields
described in Building Blocks of an Authentication Policy Rule:

e Click Add.

e Select a rule on which to base the new rule and click Clone Rule. The firewall
inserts the copied rule, named <rulename>#, below the selected rule, where # is
the next available integer that makes the rule name unique, and generates a new
UUID for the cloned rule. For details, see Move or Clone a Policy Rule.

Modify To modify a rule, click the rule Name and edit the fields described in Building Blocks of
an Authentication Policy Rule.

 If the firewall received the rule from Panorama, the rule is read-only;
l you can edit it only on Panorama.

Move When matching traffic, the firewall evaluates rules from top to bottom in the order
that the Policies > Authentication page lists them. To change the evaluation order,
select a rule and Move Up, Move Down, Move Top, or Move Bottom. For details, see
Move or Clone a Policy Rule.

Delete To remove an existing rule, select and Delete it.

Enable/Disable | To disable a rule, select and Disable it. To re-enable a disabled rule, select and Enable
it.

Highlight To identify rules that have not matched traffic since the last time the firewall was
Unused Rules restarted, Highlight Unused Rules. You can then decide whether to disable or delete
unused rules. The page highlights unused rules with a dotted yellow background.

Preview rules Click Preview Rules to view a list of the rules before you push the rules to the
( managed firewalls. Within each rulebase, the page visually demarcates the rule

) hierarchy for each device group (and managed firewall) to facilitate scanning of
numerous rules.
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Policies > DoS Protection

A DoS Protection policy allows you to protect individual critical resources against DoS attacks by specifying
whether to deny or allow packets that match a source interface, zone, address or user and/or a destination
interface, zone, or user.

Alternatively, you can choose the Protect action and specify a DoS profile where you set the thresholds
(sessions or packets per second) that trigger an alarm, activate a protective action, and indicate the
maximum rate above which all new connections are dropped. Thus, you can control the number of
sessions between interfaces, zones, addresses, and countries based on aggregate sessions or source and/
or destination IP addresses. For example, you can control traffic to and from certain addresses or address
groups, or from certain users and for certain services.

The firewall enforces DoS Protection policy rules before Security policy rules to ensure the firewall uses its
resources in the most efficient manner. If a DoS Protection policy rule denies a packet, that packet never
reaches a Security policy rule.

The following tables describe the DoS Protection policy settings:

e DoS Protection General Tab

e DoS Protection Source Tab

e DoS Protection Destination Tab

e DoS Protection Option/Protection Tab

o ( ) DoS Protection Target Tab

Looking for more?

See DoS Protection Profiles & and Objects > Security Profiles > DoS Protection.

DoS Protection General Tab

e Policies > DoS Protection > General

Select the General tab to configure a name and description for the DoS Protection policy. You can also
configure a tag to allow you to sort or filter policies when many policies exist.

Field Description

Name Enter a name to identify the DoS Protection policy rule. The name is case-sensitive
and can have up to 63 characters, which can be letters, numbers, spaces, hyphens, and
underscores. The name must be unique on a firewall and, on Panorama, unique within
its device group and any ancestor or descendant device groups.

Description Enter a description for the rule (up to 1024 characters).

Tags If you want to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter policies. A tag is
useful when you have defined many policies and want to view those that are tagged
with a particular keyword. For example, you may want to tag certain security policies
with Inbound to DMZ, decryption policies with the words Decrypt or No-decrypt, or
use the name of a specific data center for policies associated with that location.

Group Rules by | Enter a tag with which to group similar policy rules. The group tag allows you to view
Tag your policy rule base based on these tags. You can group rules based on a Tag.
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Field Description
Audit Enter a comment to audit the creation or editing of the policy rule. The audit comment
Comment is case-sensitive and can have up to 256 characters, which can be letters, numbers,

spaces, hyphens, and underscores.

Audit View previous Audit Comments for the policy rule. You can export the Audit
Comment Comment Archive in CSV format.
Archive

DoS Protection Source Tab

Select the Source tab to define the source interface(s) or source zone(s), and optionally the source
address(es) and source user(s) that define the incoming traffic to which the DoS policy rule applies.

Field Description

Type Select the type of source to which the DoS Protection policy rule applies:

o Interface —Apply the rule to traffic coming from the specified interface or group of
interfaces.

e Zone—Apply the rule to traffic coming from any interface in a specified zone.

Click Add to select multiple interfaces or zones.

Source Select Any or Add and specify one or more source addresses to which the DoS
Address Protection policy rule applies.
( ) Select Negate to specify that the rule applies to any addresses except those
specified.
Source User Specify one or more source users to which the DoS Protection policy rule applies:

e any—Includes packets regardless of the source user.

e pre-logon—Includes packets from remote users that are connected to the network
using GlobalProtect, but are not logged into their system. When pre-logon is
configured on the Portal for GlobalProtect apps, any user who is not currently
logged into their machine will be identified with the username pre-logon. You can
then create policies for pre-logon users and although the user is not directly logged
in, their machines are authenticated on the domain as if they were fully logged in.

e known-user—Includes all authenticated users, which means any IP address with
user data mapped. This option is equivalent to the “domain users” group on a
domain.

e unknown—Includes all unauthenticated users, which means IP addresses that are
not mapped to a user. For example, you could use unknown for guest level access
to something because they will have an IP address on your network, but will not
be authenticated to the domain and will not have IP address-to-username mapping
information on the firewall.

e Select—Includes users specified in this window. For example, you can select one
user, a list of individuals, some groups, or manually add users.

 If the firewall collects user information from a RADIUS, TACACS+,
l or SAML identity provider server and not from the User-ID™ agent,
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Field Description

the list of users does not display; you must enter user information
manually.

DoS Protection Destination Tab

Select the Destination tab to define the destination zone or interface and destination address that define
the destination traffic to which the policy applies.

Field Description

Type Select the type of destination to which the DoS Protection policy rule applies:

o Interface—Apply the rule to packets going to the specified interface or group of
interfaces. Click Add and select one or more interfaces.

e Zone—Apply the rule to packets going to any interface in the specified zone. Click
Add and select one or more zones.

Destination Select Any or Add and specify one or more destination addresses to which the DoS
Address Protection policy rule applies.
( ) Select Negate to specify that the rule applies to any addresses except those
specified.

DoS Protection Option/Protection Tab

Select the Option/Protection tab to configure options for the DoS Protection policy rule, such as the type
of service to which the rule applies, the action to take against packets that match the rule, and whether to
trigger log forwarding for matched traffic. You can define a schedule for when the rule is active.

You can also select an aggregate DoS Protection profile and/or a classified DoS Protection profile, which
determine the threshold rates that, when exceeded, cause the firewall to take protective actions, such as
trigger an alarm, activate an action such as Random Early Drop, and drop packets that exceed the maximum
threshold rate.

Field Description

Service Click Add and select one or more services to which the DoS Protection policy applies.
The default is Any service. For example, if the DoS policy protects web servers, specify
HTTP, HTTPS, and any other appropriate service ports for the web applications.

For critical servers, create separate DoS Protection rules to protect
ipg the unused service ports to help prevent targeted attacks.

Action Select the action the firewall performs on packets that match the DoS Protection
policy rule:

e Deny—Drop all packets that match the rule.
o Allow—Permit all packets that match the rule.
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Field Description

e Protect—Enforce the protections specified in the specified DoS Protection profile
on packets that match the rule. Packets that match the rule are counted toward
the threshold rates in the DoS Protection profile, which in turn trigger an alarm,
activate another action, and trigger packet drops when the maximum rate is
exceeded.

O The object of applying DoS Protection is to protect against DoS

1 attacks, so you should use usually Protect. Deny drops legitimate
traffic along with DoS traffic and Allow doesn’t stop DoS attacks. Use
Deny and Allow only to make exceptions within a group. For example,
you can deny the traffic from most of a group but allow a subset of that
traffic, or allow the traffic from most of a group but deny a subset of
that traffic.

|

Schedule Specify the schedule when the DoS Protection policy rule is in effect. The default
setting of None indicates no schedule; the policy is always in effect.

Alternatively, select a schedule or create a new schedule to control when the DoS
Protection policy rule is in effect. Enter a Name for the schedule. Select Shared to
share this schedule with every virtual system on a multiple virtual system firewall.
Select a Recurrence of Daily, Weekly, or Non-recurring. Add a Start Time and End
Time in hours:minutes, based on a 24-hour clock.

Log If you want to trigger forwarding of threat log entries for matched traffic to an
Forwarding external service, such as to a syslog server or Panorama, select a Log Forwarding
profile or click Profile to create a new one.

 The firewall logs and forwards only traffic that matches an action in the
l rule.

o For easier management, forward DoS logs separately from other
™ Threat logs, both directly to administrators via email and to a log
server.

Aggregate Aggregate DoS Protection profiles set thresholds that apply to combined group of
devices specified in the DoS Protection rule to protect those server groups. For
example, an Alarm Rate threshold of 10,000 CPS means that when the total new CPS
to the entire group exceeds 10,000 CPS, the firewall triggers an alarm message.

Select an Aggregate DoS Protection profile that specifies the threshold rates at which
the incoming connections per second trigger an alarm, activate an action, and exceed a
maximum rate. All incoming connections (the aggregate) count toward the thresholds
specified in an Aggregate DoS Protection profile.

An Aggregate profile setting of None means there are no threshold settings in place
for the aggregate traffic. See Objects > Security Profiles > DoS Protection.

Classified Classified DoS Protection profiles set thresholds that apply to each individual device
specified in the DoS Protection rule to protect individual or small groups of critical
servers. For example, an Alarm Rate threshold of 10,000 CPS means that when the
total new CPS to any individual server specified in the rule exceeds 10,000 CPS, the
firewall triggers an alarm message.
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Field Description

Select this option and specify the following:

e Profile—Select a Classified DoS Protection profile to apply to this rule.

e Address—Select whether incoming connections count toward the thresholds in the
profile if they match the source-ip-only, destination-ip-only, or src-dest-ip-both.

 The firewall consumes more resources to track src-dest-ip-both
l counters than to track only the source IP or only the destination IP
counters.

If you specify a Classified DoS Protection profile, only the incoming connections

that match a source IP address, destination IP address, or source and destination IP
address pair count toward the thresholds specified in the profile. For example, you can
specify a Classified DoS Protection profile with a Max Rate of 100 cps, and specify

an Address setting of source-ip-only in the rule. The result would be a limit of 100
connections per second for that particular source IP address.

Don't use source-ip-only or src-dest-ip-both for internet-facing zones
ipg because the firewall can't store counters for all possible internet IP
addresses. Use destination-ip-only in perimeter zones.

Use destination-ip-only to protect individual critical devices.
Use source-ip-only and the Alarm threshold to monitor suspect hosts
in non-internet-facing zones.

See Objects > Security Profiles > DoS Protection.

DoS Protection Target Tab

o

) Policies > DoS Protection > Target

Select the Target tab to select which managed firewalls in the device group to push the policy rule to. You
can specify which managed firewalls to push to by select the managed firewalls or by specifying a tag.
Additionally, you can configure the policy rule target to push to all managed firewalls except for those

specified.

NAT Rule - Target

Settings

Description

Any (target all Enable (check) to push the policy rule to all managed firewalls in the device group.

devices)

Devices Select one or more managed firewalls associated with the device group to push the
policy rule to.

Tags Add one or more tags to push the policy rule to managed firewalls in the device

group with the specified tag.

Target to all but
these specified
devices and tags

Enable (check) to push the policy rule to all managed firewalls associated with the
device group except for the selected device(s) and tag(s).
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Policies > SD-WAN

Add a SD-WAN policy to configure the link path management settings on a per-application, or for a group
of applications that traverse the same link, based on health jitter, latency, and packet loss health metrics
you configure. When certain paths between the source and destination for critical applications experience
degradation, the SD-WAN policy rule selects a new optimal path to ensure that the sensitive and critical
applications perform according to the path quality profile assigned to it in the SD-WAN policy rule.

e SD-WAN General Tab

e SD-WAN Source Tab

e SD-WAN Destination Tab

e SD-WAN Application/Service Tab

e SD-WAN Path Selection Tab

o ( ) SD-WAN Target Tab

SD-WAN General Tab

¢ Policies > SD-WAN > General

Select the General tab to configure a name and description for the SD-WAN policy. A tag can also be
configured to allow you to sort or filter policies when a large number of policies exist.

Field Description

Name Enter a name to identify the rule. The name is case-sensitive and

can have up to 63 characters, which can be letters, numbers, spaces,
hyphens, and underscores. The name must be unique on a firewall
and, on Panorama, unique within its device group and any ancestor or
descendant device groups.

Description Enter a description for the rule (up to 1,024 characters).

Tag If you need to tag the policy, Add and specify the tag.

A policy tag is a keyword or phrase that allows you to sort or filter
policies. This is useful when you have defined many policies and want
to view those that are tagged with a particular keyword. For example,
you may want to tag certain SD-WAN policies with unique tags that
identify specific hubs or branches that the rules applies to.

Group Rules by Tag Enter a tag with which to group similar policy rules. The group tag
allows you to view your policy rule base based on these tags. You can
select to group rules based on a Tag.

Audit Comment Enter a comment to audit the creation or editing of the policy rule. The
audit comment is case-sensitive and can have up to 256 characters,
which can be letters, numbers, spaces, hyphens, and underscores.

Audit Comment Archive View previous Audit Comments for the policy rule. Audit Comment
Archive can be exported in CSV format.
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SD-WAN Source Tab

¢ Policies > SD-WAN > Source

Select the Source tab to define the source zones, source addresses, and source users that define the
incoming packets to which the SD-WAN policy applies.

Field Description

Source Zone

To specify a source zone, select Add and select one or more zones, or select
Any zone.

Specifying multiple zones can simplify management. For example, if you
have three branches in different zones and you want the remaining match
criteria and path selection to be the same for the three branches, you can
create one SD-WAN rule and specify the three source zones to cover the
three branches.

¥ Only Layer 3 type zones are supported for SD-WAN policy
! rules.

Source Address

To specify source addresses, Add source addresses or external dynamic
lists (EDL), select from the drop-down, or select Address and create a new
address object. Alternatively, select Any source address (default).

Source User

To specify certain users, select Add (the type then indicates select) and
enter a user, list of users, or groups of users. Alternatively, select a type of
user:

¢ any—(default) Include any user, regardless of user data.

e pre-logon—Include remote users who are connected to the network
using GlobalProtect™, but are not logged into their system. When the
Pre-logon option is configured on the Portal for GlobalProtect apps, any
user who is not currently logged into their machine will be identified
with the username pre-logon. You can then create policies for pre-logon
users and although the user is not logged in directly, their machines are
authenticated on the domain as if they were fully logged in.

e known-user—Includes all authenticated users, which means any IP
address with user data mapped. This option is equivalent to the “domain
users” group on a domain.

e unknown—Includes all unauthenticated users, which means IP addresses
that are not mapped to a user. For example, you could select unknown
for guest-level access to something because they will have an IP address
on your network, but will not be authenticated to the domain and will
not have IP address-to-user mapping information on the firewall.

 If the firewall collects user information from a RADIUS,
L TACACS+, or SAML identity provider server and not from
the User-ID™ agent, the list of users does not display; you
must enter user information manually.
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SD-WAN Destination Tab

¢ Policies > SD-WAN > Destination

Select the Destination tab to define the destination zone(s) or destination address(es) that define the traffic
to which the SD-WAN policy rule applies.

Field Description

Destination Zone

Add destination zones (default is any). Zones must be Layer 3. To
define new zones, refer to Network > Zones.

Add Multiple zones to simplify management. For example, if you have
three different internal zones (Marketing, Sales, and Public Relations)

that are all directed to the untrusted destination zone, you can create
one rule that covers all cases.

Destination Address

Add destination addresses, address groups, External Dynamic Lists
(EDL), or regions (default is Any). Select from the drop-down, or click
Address or Address Group at the bottom of the drop-down, and
specify the settings.

Select Negate to choose any address except the configured ones.

SD-WAN Application/Service Tab

¢ Policies > SD-WAN > Application/Service

Select the Application/Service tab to specify the applications or services to which the SD-WAN policy rule
applies and to specify profiles (Path Quality, SaaS Quality, and Error Correction profiles) that apply to the

applications or services.

Field Description

Path Quality Profile

Select a path quality profile that determines the maximum jitter,
latency and packet loss percentage thresholds you want to apply to the
specified applications and services. If a path quality profile has not yet
been created, you can create a New SD-WAN Path Quality Profile.

Saa$S Quality Profile

Select a SaaS quality profile to specify the path quality thresholds for
latency, jitter, and packet loss for a hub or branch firewall that has
Direct Internet Access (DIA) link to a Software-as-a-Service (SaaS)
application. If a SaaS quality profile has not yet been created, you can
create a New Saa$S Quality Profile. Default is None (disabled).

Error Correction Profile

Select an Error Correction Profile or create a new Error Correction
Profile, which specifies the parameters to control forward error
correction (FEC) or path duplication for the applications or services
specified in the rule. This profile can be used by either hub or branch
firewall. Default is None (disabled).

Applications

Add specific applications for the SD-WAN policy rule, or select Any. If
an application has multiple functions, select the overall application or
individual functions. If you select the overall application, all functions
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Field Description

are included and the application definition is automatically updated as
future functions are added.

If you are using application groups, filters, or containers in the SD-
WAN policy rule, view details of these objects by hovering over the
object in the Application column, opening the drop-down, and selecting
Value. This allows you to view application members directly from the
policy without having to navigate to the Object tab.

Add only business-critical applications that are

i affected by latency, jitter, or packet loss. Avoid adding
application categories or sub-categories as these are
too broad and do not allow for per-application control.

Service Add specific services for the SD-WAN policy rule and select on which
ports packets from these services are allowed or denied:

e any—The selected services are allowed or denied on any protocol or
port.

e application-default—The selected services are allowed or denied
only on their default ports defined by Palo Alto Networks®. This
option is recommended for policies that specify the allow action
because it prevents services from running on unusual ports and
protocols which, if unintentional, can be a sign of undesired service
behavior and usage.

>  When you use this option, only the default port
matches the SD-WAN policy and action is enforced.
Other services not on the default port may be allowed
depending on the Security policy rule, but do not match
the SD-WAN policy, and no SD-WAN policy rule action
is taken.

For most services, use application-default to prevent
the service from using non-standard ports or exhibiting
other evasive behaviors. If the default port for the
service changes, the firewall automatically updates the
rule to the correct default port. For services that use
non-standard ports, such as internal custom services,
either modify the service or create a rule that specifies
the non-standard ports and apply the rule only to the
traffic that requires the service.

10

e Select—Add an existing service or choose Service or Service Group
to specify a new entry. (Or select Objects > Services and Objects >
Service Groups).

SD-WAN Path Selection Tab

e Policies > SD-WAN > Path Selection

Select the Path Selection tab to define paths for applications or services traffic to swap to if the primary
path quality exceeds the configured path quality thresholds in the Path Quality Profile.
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Field Description

Traffic Distribution Profile From the drop-down select a traffic distribution profile, which
determines how the firewall selects an alternate path for the
application or service traffic when one of the path health metrics for
the preferred path exceeds the threshold configured in the path quality
profile for the rule.

SD-WAN Target Tab

e Policies > SD-WAN > Target

Select the Target tab to select the managed devices to push the SD-WAN policy rules to. This tab is
supported only on the Panorama management server.

Field Description

Any (target all devices) Enable (check) to push the SD-WAN policy rule to all devices by the
Panorama management server.

Devices Select one or more devices to which to push the SD-WAN policy rule.
You can filter devices based on device state, platform, device group,
templates, tags, or HA status.

Tags Specify the tag for the policy.

A policy tag is a keyword or phrase that allows you to sort or filter
policies. This is useful when you have defined many policies and want
to view those that are tagged with a particular keyword. For example,
you may want to tag certain rules with specific words like Decrypt
and No-decrypt, or use the name of a specific data center for policies
associated with that location.

You can also add tags to the default rules.

Target to all but these Enable (check) to target and push the policy rule to all devices except
specified devices and tags for the selected Devices and Tags.
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Objects

Objects are the elements that enable you to construct, schedule, and search for policy rules,
and Security Profiles provide threat protection in policy rules.

This section describes how to configure the Security Profiles and objects that you can use with
Policies:

Move, Clone, Override, or Revert Objects
Objects>Addresses

Objects>Address Groups
Objects>Regions

Objects>Applications
Objects>Application Groups
Objects>Application Filters
Objects>Services
Objects>ServiceGroups

Objects>Tags

Objects > Devices
Objects>GlobalProtect> HIP Objects
Objects>GlobalProtect> HIP Profiles
Objects>External Dynamic Lists
Objects>Custom Objects
Objects>Security Profiles

Objects > Security Profiles > Mobile Network Protection
Objects > Security Profiles > SCTP Protection
Objects>Security Profile Groups
Objects>Log Forwarding
Objects>Authentication
Objects>Decryption Profile

Objects > SD-WAN Link Management
Objects>Schedules

V V. V V V V V V V V V V V V V V V V V V V V Vv V
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Move, Clone, Override, or Revert Objects

See the following topics for options to modify existing objects:

e Move or Clone an Object
e Override or Revert an Object

Move or Clone an Object

When moving or cloning objects, you can assign a Destination (a virtual system on a firewall or a device
group on Panorama™) for which you have access permissions, including the Shared location.

To move an object, select the object in the Objects tab, click Move, select Move to other vsys ( )
or Move to other device group ( ), complete the fields in the following table, and then click
OK.

To clone an object, select the object in the Objects tab, click Clone, complete the fields in the following
table, and then click OK.

Move/Clone Settings Description

Selected Objects Displays the Name and current Location (virtual system or device
group) of the policies or objects you selected for the operation.

Destination Select the new location for the policy or object: a virtual system,
device group, or Shared. The default value is the Virtual System or
Device Group that you selected in the Policies or Objects tab.

Error out on first detected Select this option (selected by default) to make the firewall or

error in validation Panorama display the first error it finds and stop checking for more
errors. For example, an error occurs if the Destination doesn’t include
an object that is referenced in the policy rule you are moving. If you
clear this selection, the firewall or Panorama will find all errors before
displaying them.

Override or Revert an Object

In Panorama, you can nest device groups in a tree hierarchy of up to four levels. At the bottom level, a
device group can have parent, grandparent, and great-grandparent device groups at successively higher
levels—collectively called ancestors—from which the bottom-level device group inherits policies and
objects. At the top level, a device group can have child, grandchild, and great-grandchild device groups—
collectively called descendants. You can override an object in a descendant so that its values differ from
those in an ancestor. This override capability is enabled by default. However, you cannot override shared or
wr

default (preconfigured) objects. The web interface displays the icon to indicate an object has inherited

values and displays the %! icon to indicate an inherited object has overridden values.

e Override an object—Select the Objects tab, select the descendant Device Group that will have the
overridden version, select the object, click Override, and edit the settings. You cannot override Name or
Shared settings for an object.

¢ Revert an overridden object to its inherited values—Select the Objects tab, select the Device Group
that has the overridden version, select the object, click Revert, and click Yes to confirm the operation.
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¢ Disable overrides for an object—Select the Objects tab, select the Device Group where the object
resides, click the object Name to edit it, select Disable override, and click OK. Overrides for that object
are then disabled in all device groups that inherit the object from the selected Device Group.

¢ Replace all object overrides across Panorama with the values inherited from the Shared location or
ancestor device groups—Select Panorama > Setup > Management, edit the Panorama Settings, select
Ancestor Objects Take Precedence, and click OK. You must then commit to Panorama and to the device
groups containing overrides to push the inherited values.
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Objects > Addresses

An address object can include either IPv4 or IPvé addresses (a single IP address, a range of addresses, or a
subnet), an FQDN, or a wildcard address (IPv4 address followed by a slash and wildcard mask). An address
object allows you to reuse that same address or group of addresses as a source or destination address in
policy rules, filters, and other firewall functions without adding each address manually for each instance.
You create an address object using the web interface or CLI; changes require a commit operation to make
the object a part of the configuration.

First Add a new address object and then specify the following values:

Address Object Settings Description

Name Enter a name (up to 63 characters) that describes the addresses you will
include as part of this object. This name appears in the address list when
defining security policy rules. The name is case-sensitive, must be unique,
and can contain only letters, numbers, spaces, hyphens, and underscores.

Shared Select this option if you want to share this address object with:

e Every virtual system (vsys) on a multi-vsys firewall—If you do not
select this option, the address object will be available only to the Virtual
System selected in the Objects tab.

o Every device group on Panorama—If you do not select this option, the
address object will be available only to the Device Group selected in the
Objects tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings of
this address object in device groups that inherit this object. By default, this
selection is disabled, which means administrators can override the settings
for any device group that inherits the object.

Description

Enter a description for the object (up to 1,023 characters).

Type

Specify the type of address object and the entry:

e |IP Netmask—Enter the IPv4 or IPvé6 address or IP address range using
the following notation: ip_address/ mask or ip_address where the mask
is the number of significant binary digits used for the network portion
of the address. Ideally, for IPv6 addresses, you specify only the network
portion, not the host portion. For example:

e 192.168.80.150/32—Indicates one address.

e 192.168.80.0/24—Indicates all addresses from 192.168.80.0 through
192.168.80.255.
e 2001:db8::/32
e 2001:db8:123:1::/64
¢ |P Range—Enter a range of addresses using the following
format: ip_address- ip_address where both ends of the range
are IPv4 addresses or both are IPvé addresses. For example:
2001:db8:123:1::1-2001:db8:123:1::22
¢ [P Wildcard Mask—Enter an IP wildcard address in the format of an
IPv4 address followed by a slash and a mask (which must begin with
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Address Object Settings

Description

a zero); for example, 10.182.1.1/0.127.248.0. In the wildcard mask, a
zero (0) bit indicates that the bit being compared must match the bit

in the IP address that is covered by the 0. A one (1) bit in the mask is a
wildcard bit, meaning the bit being compared need not match the bit in
the IP address that is covered by the 1. Convert the IP address and the
wildcard mask to binary. To illustrate the matching: on binary snippet
0011, a wildcard mask of 1010 results in four matches (0001, 0011,
1001, and 1011).

\ You can use an address object of type IP Wildcard Mask
l only in a Security policy rule.

¢ FQDN-—Enter the domain name. The FQDN initially resolves at commit
time. An FQDN entry is subsequently refreshed based on the TTL of
the FQDN if the TTL is greater than or equal to the Minimum FQDN
Refresh Time; otherwise the FQDN entry is refreshed at the Minimum
FQDN Refresh Time. The FQDN is resolved by the system DNS server
or a DNS proxy object if a proxy is configured.

Resolve

After selecting the address type and entering an IP address or FQDN, click
Resolve to see the associated FQDN or IP addresses, respectively (based on
the DNS configuration of the firewall or Panorama).

You can change an address object from an FQDN to an IP Netmask or vice
versa. To change from an FQDN to an IP Netmask, click Resolve to see
the IP addresses that the FQDN resolves to, then select one and Use this
address. The address object Type dynamically changes to IP Netmask and
the IP address you selected appears in the text field.

Alternatively, to change an address object from an IP Netmask to an FQDN,
click Resolve to see the DNS name that the IP Netmask resolves to, then
select the FQDN and Use this FQDN. The Type changes to FQDN and the
FQDN appears in the text field.

Tags

Select or enter the tags that you want to apply to this address object. You
can define a tag here or use the Objects > Tags tab to create new tags.
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Objects > Address Groups

To simplify the creation of security policies, addresses that require the same security settings can be
combined into address groups. An address group can be static or dynamic.

Dynamic Address Groups: A dynamic address group populates its members dynamically using looks ups
for tags and tag-based filters. Dynamic address groups are very useful if you have an extensive virtual
infrastructure where changes in virtual machine location/IP address are frequent. For example, you have
a sophisticated failover setup or provision new virtual machines frequently and would like to apply policy
to traffic from or to the new machine without modifying the configuration/rules on the firewall.

To use a dynamic address group in policy you must complete the following tasks:

e Define a dynamic address group and reference it in a policy rule.

¢ Notify the firewall of the IP addresses and the corresponding tags, so that members of the dynamic
address group can be formed. You can do this using external scripts that use the XML API on the
firewall or, for a VMware-based environment, you can select Device > VM Information Sources to
configure settings on the firewall.

Dynamic address groups can also include statically defined address objects. If you create an address
object and apply the same tags that you have assigned to a dynamic address group, that dynamic
address group will include all static and dynamic objects that match the tags. You can, therefore use tags
to pull together both dynamic and static objects in the same address group.

Static Address Groups: A static address group can include address objects that are static, dynamic
address groups, or it can be a combination of both address objects and dynamic address groups.

To create an address group, click Add and fill in the following fields:

Address Group Settings Description

Name Enter a name that describes the address group (up to 63 characters). This

name appears in the address list when defining security policies. The name
is case-sensitive and must be unique. Use only letters, numbers, spaces,
hyphens, and underscores.

Shared Select this option if you want the address group to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the address group will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the address
group will be available only to the Device Group selected in the Objects

tab.
Disable override Select this option to prevent administrators from overriding the settings
) of this address group object in device groups that inherit the object. This

selection is cleared by default, which means administrators can override the
settings for any device group that inherits the object.

Description Enter a description for the object (up to 1023 characters).

Type Select Static or Dynamic.
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Address Group Settings Description

To create a dynamic address group, use the match criteria is assemble the
members to be included in the group. Define the Match criteria using the
AND or OR operators.

¥ To view the list of attributes for the match criteria, you
must have configured the firewall to access and retrieve
the attributes from the source/host. Each virtual machine
on the configured information source(s) is registered
with the firewall and the firewall can poll the machine to
retrieve changes in IP address or configuration without any
modifications on the firewall.

For a static address group, click Add and select one or more Addresses.
Click Add to add an object or an address group to the address group. The
group can contain address objects, and both static and dynamic address

groups.

Tags Select or enter the tags that you wish to apply to this address group. For
information on tags, see Objects > Tags.

Members Count and After you add an address group, the Members Count column on the

Address Objects > Address Groups page indicates whether the objects in the group

are populated dynamically or statically.

e For a static address group, you can view the count of the members in
the address group.

e For an address group that uses tags to dynamically populate members
or has both static and dynamic members, to view the members, click the
More... link in the Address column. You can now view the IP addresses
that are registered to the address group.

e Type indicates whether the IP address is a static address object or
being dynamically registered and displays the IP address.

e Action allows you to Unregister Tags from an IP address. Click the
link to Add the registration source and specify the tags to unregister.
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Objects > Regions

The firewall supports creation of policy rules that apply to specified countries or other regions. The region is
available as an option when specifying source and destination for security policies, decryption policies, and
DoS policies. You can choose from a standard list of countries or use the region settings described in this
section to define custom regions to include as options for Security policy rules.

The following tables describe the region settings:

Region Settings Description

Name Select a name that describes the region. This name appears in the address
list when defining security policies.

Geo Location To specify latitude and longitude, select this option and specify the values
(xxx.xxxxxx format). This information is used in the traffic and threat maps
for App-Scope. Refer to Monitor > Logs.

Addresses Specify an IP address, range of IP addresses, or subnet to identify the
region, using any of the following formats:

X.X.X.X
XXXX-Y.Y.Y.Y

XXXX/N
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Objects > Dynamic User Groups

To create a dynamic user group, select Objects > Dynamic User Groups, Add a new dynamic user group and
then configure the following settings:

Dynamic User Group Description

Settings

Name Enter a Name that describes the dynamic user group (up to 63 characters).
This name appears in the source user list when defining Security policy
rules. The name must be unique and use only alphanumeric characters,
spaces, hyphens, and underscores.

Description Enter a Description for the object (up to 1,023 characters).

Shared Select this option if you want the match criteria of the dynamic user group
( ) to be available to every device group on Panorama.

» Panorama does not share the members of the group with
device groups.

If you clear this option, the match criteria of the dynamic user group are
available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this dynamic user group in device groups that inherit the object. This
selection is cleared by default, which means administrators can override the

settings for any device group that inherits the object.

Match Add Match Criteria to define the members in the dynamic user group using
the AND or OR operators to include multiple tags.

>  When you Add Match Criteria, only existing tags display.
You can select an existing tag or create new tags.

Tags ( ) Select or enter the static object tags that you want to apply to
the dynamic user group object. This tags the dynamic user group object
itself, not the members in the group. The tags you select allow you to group
related items and are not related to the match criteria. For information on
tags, see Objects > Tags.

After you add a dynamic user group, you can view the following information for the group:

Dynamic User Groups Column Description

Location Identifies whether the match criteria for the dynamic user
( ) group is available to every device group on Panorama (Shared)
or to the selected device group.

Users Select more to see the list of users in the dynamic user group.
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Dynamic User Groups Column Description

To add tags to users for inclusion in the group, Register
Users, then select the Registration Source and the Tags
you want to apply to the user. When the user’s tags match
the criteria for the group, the firewall adds the user to the
dynamic user group.

( ) Specify a Timeout in minutes (default is O; range
is 0 to 43,200) to remove users from the group when the
specified time expires.

( ) Add Users to the group or Delete users from the
group.

To remove tags from users and prevent them from
becoming members of the group, select the users, and
Unregister Users, and then select Registration Source and
Tags.

When done reviewing or modifying the dynamic user group
list of users, click Close.
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Objects > Applications

The following topics describe the Applications page.

What are you looking for? See

Understand the application Applications Overview
settings and attributes displayed

on the Applications page. Actions Supported on Applications

Add a new application or modify Defining Applications
an existing application.

Applications Overview

The Applications page lists various attributes of each application definition, such as the application’s relative
security risk (1 to 5). The risk value is based on criteria such as whether the application can share files, is
prone to misuse, or tries to evade firewalls. Higher values indicate higher risk.

The top application browser area of the page lists the attributes that you can use to filter the display
as follows. The number to the left of each entry represents the total number of applications with that

attribute.
CATEGORY ~ SUBCATEGORY -~ RISK -~ TAGS ~ CHARACTERISTIC ~
1267 business-systems 54 audio-streaming 1359 75 terprice VolP 37 Data Breaches
&34 collaboration 23 auth-service R4 534 BEvasive
508 general-internet 39 database ~ - m 558 Excessive Bandwidth
322 media B85 email SCR Palo Alio Networks 44 FEDRAMP
502 networking &7 encrypted-tunnel - 1 FINRA
2 unknown 45 erp-crm 142 B 1676 m 108 HIPAA
349 file-sharing 1448 Notag 83 IP Based Restrictions

»  Weekly content releases periodically include new decoders and contexts for which you can
develop signatures.

The following table describes application details—custom applications and Palo Alto® Networks applications
might display some or all of these fields.

Application Details Description

Name Name of the application.
Description Description of the application (up to 255 characters).
Additional Information Links to web sources (Wikipedia, Google, and Yahoo!) that contain

additional information about the application.

Standard Ports Ports that the application uses to communicate with the network.

Depends on List of other applications that are required for this application to run.
When creating a policy rule to allow the selected application, you
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Application Details Description

must also be sure that you are allowing any other applications that the
application depends on.

Implicitly Uses

Other applications that the selected application depends on but
that you do not need to add to your Security policy rules to allow
the selected application because those applications are supported
implicitly.

Previously Identified As

For a new App-ID™, or App-IDs that are changed, this indicates

what the application was previously identified as. This helps you
assess whether policy changes are required based on changes in the
application. If an App-ID is disabled, sessions associated with that
application will match policy as the previously identified as application.
Similarly, disabled App-IDs will appear in logs as the application they
were previous identified as.

Deny Action

App-IDs are developed with a default deny action that dictates how
the firewall responds when the application is included in a Security
policy rule with a deny action. The default deny action can specify
either a silent drop or a TCP reset. You can override this default action
in Security policy.

Characteristics

Evasive

Uses a port or protocol for something other than its originally
intended purpose with the hope that it will traverse a firewall.

Excessive Bandwidth

Consumes at least 1 Mbps on a regular basis through normal use.

Prone to Misuse

Often used for nefarious purposes or is easily set up to expose more
than the user intended.

SaaS

On the firewall, Software as a Service (SaaS) is characterized as

a service where the software and infrastructure are owned and
managed by the application service provider but where you retain
full control of the data, including who can create, access, share, and
transfer the data.

Keep in mind that in the context of how an application is
characterized, Saa$S applications differ from web services. Web
services are hosted applications where either the user doesn’t own
the data (for example, Pandora) or where the service is primarily
comprised of sharing data fed by many subscribers for social purposes
(for example, LinkedIn, Twitter, or Facebook).

Capable of File Transfer

Has the capability to transfer a file from one system to another over a
network.

Tunnels Other Applications

Is able to transport other applications inside its protocol.

Used by Malware

Malware has been known to use the application for propagation,
attack, or data theft, or is distributed with malware.
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Application Details Description

Has Known Vulnerabilities

Has publicly reported vulnerabilities.

Pervasive

Likely has more than 1,000,000 users.

Continue Scanning for Other

Applications

Instructs the firewall to continue to try and match against other
application signatures. If you do not select this option, the firewall
stops looking for additional application matches after the first
matching signature.

SaaS Characteristics

Data Breaches

Applications that may have released secure information to an
untrusted source within the past three years.

Poor Terms of Service

Applications with unfavorable terms of service that can compromise
enterprise data.

No Certifications

Applications lacking current compliance to industry programs or
certifications such as SOC1, SOC2, SSAE16, PCI, HIPAA, FINRAA, or
FEDRAMP.

Poor Financial Viability

Applications with the potential to be out of business within the next
18 to 24 months.

No IP Restrictions

Applications without IP-based restrictions for user access.

Classification

Category The application category will be one of the following:
e business-systems
e collaboration
e general-internet
e media
e networking
e unknown

Subcategory The subcategory in which the application is classified. Different
categories have different subcategories associated with them.
For example, subcategories in the collaboration category include
email, file-sharing, instant-messaging, Internet-conferencing, social-
business, social-networking, voip-video, and web-posting. Whereas,
subcategories in the business-systems category include auth-service,
database, erp-crm, general-business, management, office-programs,
software-update, and storage-backup.

Technology The application technology will be one of the following:

e client-server: An application that uses a client-server model where
one or more clients communicate with a server in the network.
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Application Details Description

e network-protocol: An application that is generally used for system-
to-system communication that facilitates network operation. This
includes most of the IP protocols.

e peer-to-peer: An application that communicates directly with other
clients to transfer information instead of relying on a central server
to facilitate the communication.

e browser-based: An application that relies on a web browser to
function.

Risk Assigned risk of the application.
To customize this setting, click the Customize link, enter a value (1-5),
and click OK.

Tags Tags assigned to an application.
Edit Tags to add or remove tags for an application.

Options

Session Timeout

Period of time, in seconds, required for the application to time out due
to inactivity (range is 1-604800 seconds). This timeout is for protocols
other than TCP or UDP. For TCP and UDP, refer to the next rows in
this table.

To customize this setting, click the Customize link, enter a value, and
click OK.

TCP Timeout (seconds)

Timeout, in seconds, for terminating a TCP application flow (range is
1-604800).

To customize this setting, click the Customize link, enter a value, and
click OK.

A value of 0 indicates that the global session timer will be used, which
is 3600 seconds for TCP.

UDP Timeout (seconds):

Timeout, in seconds, for terminating a UDP application flow (range is
1-604800 seconds).

To customize this setting, click the Customize link, enter a value, and
click OK.

TCP Half Closed (seconds)

Maximum length of time, in seconds, that a session remains in the
session table between receiving the first FIN packet and receiving the
second FIN packet or RST packet. If the timer expires, the session is
closed (range is 1-604800).

Default: If this timer is not configured at the application level, the
global setting is used.

If this value is configured at the application level, it overrides the
global TCP Half Closed setting.
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Application Details Description

TCP Time Wait (seconds)

Maximum length of time, in seconds, that a session remains in the
session table after receiving the second FIN packet or a RST packet. If
the timer expires, the session is closed (range is 1-600).

Default: If this timer is not configured at the application level, the
global setting is used.

If this value is configured at the application level, it overrides the
global TCP Time Wait setting.

App-ID Enabled

Indicates whether the App-ID is enabled or disabled. If an App-

ID is disabled, traffic for that application will be treated as the
Previously Identified As App-ID in both Security policy and in logs.
For applications added after content release version 490, you have
the ability to disable them while you review the policy impact of the
new app. After reviewing policy, you may choose to enable the App-
ID. You also have the ability to disable an application that you have
previously enabled. On a multi-vsys firewall, you can disable App-1Ds
separately in each virtual system.

When the firewall is not able to identify an application using the App-ID, the traffic is classified as unknown:
unknown-tcp or unknown-udp. This behavior applies to all unknown applications except those that fully
emulate HTTP. For more information, refer to Monitor > Botnet.

You can create new definitions for unknown applications and then define security policies for the new
application definitions. In addition, applications that require the same security settings can be combined into
application groups to simplify the creation of security policies.

Actions Supported on Applications

You can perform any of the following actions on this page:

Actions Supported for

Description

Applications

Filter by application

e To search for a specific application, enter the application name or
description in the Search field and press Enter. The drop-down
allows you to search or filter for a specific application or view All
applications, Custom applications, Disabled applications, or Tagged
applications.

The application is listed and the filter columns are updated to show
statistics for the applications that matched the search. A search will
match partial strings. When you define security policies, you can write
rules that apply to all applications that match a saved filter. Such rules
are dynamically updated when a new application is added through a
content update that matches the filter.

e To filter by application attributes displayed on the page, click an item
to use as a basis for filtering. For example, to restrict the list to the
collaboration category, click collaboration and the list will display only
applications in this category.
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Actions Supported for
Applications

Description

0O00O0O00O0oo

Oo0ooo

o To filter on additional columns, select an entry in the other columns.
The filtering is successive: Category filters are applied first, then
Subcategory filters, then Technology filters, then Risk filters, and
finally Characteristic filters. For example, if you apply a Category,
Subcategory, and Risk filter, the Technology column is automatically
restricted to the technologies that are consistent with the selected
Category and Subcategory even though a Technology filter is not
explicitly applied. Each time you apply a filter, the list of applications
automatically updates. To create a new application filter, see Objects
> Application Filters.

Add a new application.

To add a new application, see Defining Applications.

View and/or customize
application details.

Click the application name link, to view the application description
including the standard port and characteristics of the application, risk
among other details. For details on the application settings, see Defining
Applications.

If the icon to the left of the application name has a yellow pencil ( )
the application is a custom application.

Disable an applications

You can Disable an application (or several applications) so that the
application signature is not matched against traffic. Security rules defined
to block, allow, or enforce a matching application are not applied to

the application traffic when the app is disabled. You might choose to
disable an application that is included with a new content release version
because policy enforcement for the application might change when the
application is uniquely identified. For example, an application that is
identified as web-browsing traffic is allowed by the firewall prior to a
new content version installation; after installing the content update, the
uniquely identified application no longer matches the Security rule that
allows web-browsing traffic. In this case, you could choose to disable the
application so that traffic matched to the application signature continues
to be classified as web-browsing traffic and is allowed.

Enable an application

Select a disabled application and Enable it so that the firewall can manage
the application according to your configured security policies.
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Actions Supported for

Applications

Description

Import an application

To import an application, click Import. Browse to select the file, and
select the target virtual system from the Destination drop-down.

Export an application

To export an application, select this option for the application and click
Export. Follow the prompts to save the file.

Export an application
configuration table

Export the information on all applications in PDF/CSV format.
Only visible columns in the web interface are exported. See Export
Configuration Table Data.

Assess policy impact after
installing a new content
release

Review Policies to assess the policy-based enforcement for applications
before and after installing a content release version. Use the Policy
Review dialog to review policy impact for new applications included

in a downloaded content release version. The Policy Review dialog
allows you to add or remove a pending application (an application that
is downloaded with a content release version but is not installed on

the firewall) to or from an existing Security policy rule; policy changes
for pending applications do not take effect until the corresponding
content release version is installed. You can also access the Policy Review
dialog when downloading and installing content release versions on the
Device > Dynamic Updates page.

Tag an application

A predefined tag named sanctioned is available for you to tag SaaS
applications. While a Saa$S application is an application that is identified
as Saas=yes in the details on application characteristics, you can use the
sanctioned tag on any application.

o Tag applications as sanctioned to help differentiate

ipg sanctioned SaaS application traffic from unsanctioned
SaasS application traffic, for example, when you examine
the SaaS Application Usage Report or when you evaluate
the applications on your network.

Select an application, click Edit Tags and from the drop-down, select

the predefined Sanctioned tag to identify any application that you want
to explicitly allow on your network. When you then generate the SaaS
Application Usage Report (see Monitor > PDF Reports > SaaS Application
Usage), you can compare statistics on the application that you have
sanctioned versus unsanctioned Saa$S applications that are being used on
your network.

When you tag an application as sanctioned, the following restrictions
apply:

e The sanctioned tag cannot be applied to an application group.

e The sanctioned tag cannot be applied at the Shared level; you can tag
an application only per device group or per virtual system.

e The sanctioned tag cannot be used to tag applications included in a
container app, such as facebook-mail, which is part of the facebook
container app.
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Actions Supported for

Applications

Description

You can also Remove tag or Override tag. The override option is only
available on a firewall that has inherited settings from a device group
pushed from Panorama.

Defining Applications

Select Objects > Applications to Add a new custom application for the firewall to evaluate when applying

policies.

New Application Settings Description

Configuration Tab

Name Enter the application name (up to 31 characters). This name appears in the
applications list when defining security policies. The name is case-sensitive
and must be unique. Use only letters, numbers, spaces, periods, hyphens,
and underscores. The first character must be a letter.

Shared Select this option if you want the application to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the application will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the
application will be available only to the Device Group selected in the
Objects tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings

of this application object in device groups that inherit the object. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the object.

Description Enter a description of the application for general reference (up to 255
characters).

Category Select the application category, such as email or database. The category is
used to generate the Top Ten Application Categories chart and is available
for filtering (refer to ACC).

Subcategory Select the application subcategory, such as email or database. The
subcategory is used to generate the Top Ten Application Categories chart
and is available for filtering (refer to ACC).

Technology Select the technology for the application.

Parent App Specify a parent application for this application. This setting applies when a

session matches both the parent and the custom applications; however, the
custom application is reported because it is more specific.
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New Application Settings Description

Risk Select the risk level associated with this application (1=lowest to 5=highest).

Characteristics Select the application characteristics that may place the application at risk.
For a description of each characteristic, refer to Characteristics.

Advanced Tab

Port If the protocol used by the application is TCP and/or UDP, select Port and
enter one or more combinations of the protocol and port number (one
entry per line). The general format is:

<protocol>/<port>

where the <port> is a single port number, or dynamic for dynamic port
assignment.

Examples: TCP/dynamic or UDP/32.

This setting applies when using app-default in the Service column of a
Security rule.

IP Protocol To specify an IP protocol other than TCP or UDP, select IP Protocol, and
enter the protocol number (1 to 255).

ICMP Type To specify an Internet Control Message Protocol version 4 (ICMP) type,
select ICMP Type and enter the type number (range is 0-255).

ICMP6 Type To specify an Internet Control Message Protocol version 6 (ICMPvé) type,
select ICMP6 Type and enter the type number (range is 0-255).

None To specify signatures independent of protocol, select None.

Timeout Enter the number of seconds before an idle application flow is terminated
(range is 0-604800 seconds). A zero indicates that the default timeout of
the application will be used. This value is used for protocols other than TCP
and UDP in all cases and for TCP and UDP timeouts when the TCP timeout
and UDP timeout are not specified.

TCP Timeout Enter the number of seconds before an idle TCP application flow is
terminated (range is 0-604800 seconds). A zero indicates that the default
timeout of the application will be used.

UDP Timeout Enter the number of seconds before an idle UDP application flow is
terminated (range is 0-604800 seconds). A zero indicates that the default
timeout of the application will be used.

TCP Half Closed Enter the maximum length of time that a session remains in the session
table, between receiving the first FIN and receiving the second FIN or RST.
If the timer expires, the session is closed.

Default: If this timer is not configured at the application level, the global
setting is used (range is 1-604800 seconds).
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New Application Settings

Description

If this value is configured at the application level, it overrides the global TCP
Half Closed setting.

TCP Time Wait

Enter the maximum length of time that a session remains in the session
table after receiving the second FIN or a RST. If the timer expires, the
session is closed.

Default: If this timer is not configured at the application level, the global
setting is used (range is 1-600 seconds).

If this value is configured at the application level, it overrides the global TCP
Time Wait setting.

Scanning

Select the scanning types that you want to allow based on Security Profiles
(file types, data patterns, and viruses).

Signatures Tab

Signatures

Click Add to add a new signature, and specify the following information:

¢ Signature Name—Enter a name to identify the signature.
e Comment—Enter an optional description.

e Ordered Condition Match—Select if the order in which signature
conditions are defined is important.

e Scope—Select whether to apply this signature only to the current
Transaction or to the full user Session.

Specify the conditions that identify the signature. These conditions are used
to generate the signature that the firewall uses to match the application
patterns and control traffic:

e To add a condition, select Add And Condition or Add Or Condition.
To add a condition within a group, select the group and then click Add
Condition.

e Select an Operator from the drop-down. The options are Pattern
Match, Greater Than, Less Than, and Equal To and specify the following
options:

( )
e Context—Select from the available contexts. These contexts are

updated using dynamic content updates.

e Pattern— Specify a regular expression to specify unique string
context values that apply to the custom application.

Perform a packet capture to identify the context. See
— Pattern Rules Syntax for pattern rules for regular
expressions.

( )

o Context—Select from the available contexts. These contexts are
updated using dynamic content updates

e Value—Specify a value to match on (range is 0-4294967295).

e Qualifier and Value—( ) Add qualifier/value pairs.

( )
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New Application Settings Description

e Context—Select from unknown requests and responses for TCP or
UDP (for example, unknown-reqg-tcp) or additional contexts that are
available through dynamic content updates (for example, dnp3-reg-
func-code).

For unknown requests and responses for TCP or UDP, specify

e Position—Select between the first four or second four bytes in the
payload.

e Mask—Specify a 4-byte hex value, for example, OxffffffO0.

e Value—Specify a 4-byte hex value, for example, Oxaabbccdd.

For all other contexts, specify a Value that is pertinent to the
application.

To move a condition within a group, select the condition and Move Up or
Move Down. To move a group, select the group and Move Up or Move
Down. You cannot move conditions from one group to another.

\ It is not required to specify signatures for the application if the application is used only for
l application override rules.
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Objects > Application Groups

To simplify the creation of security policies, applications requiring the same security settings can be
combined by creating an application group. (To define a new application, refer to Defining Applications.)

New Application Group

Settings

Description

Name Enter a name that describes the application group (up to 31 characters).
This name appears in the application list when defining security policies.
The name is case-sensitive and must be unique. Use only letters, numbers,
spaces, hyphens, and underscores.

Shared Select this option if you want the application group to be available to:

Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the application group will be available only to the Virtual System
selected in the Objects tab.

Every device group on Panorama. If you clear this selection, the application
group will be available only to the Device Group selected in the Objects
tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings of
this application group object in device groups that inherit the object. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the object.

Applications

Click Add and select applications, application filters, and/or other
application groups to be included in this group.
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Objects > Application Filters

Application filters help to simplify repeated searches. To define an application filter, Add and enter a
name for your new filter. In the upper area of the window, click an item that you want to use as a basis for
filtering. For example, to restrict the list to the Collaboration category, click collaboration.

Q All w " Clear Filters
SUBCATEGORY -~ RISK -~ TAGS CHARACTERISTIC
85 email 47 n FEN Enterprise VolP 51 Ewasive
144 instant-messaging cq E 92 Excessive Bai
75 Internet-conferencing a9 ERlati=bArn 3 FEDRAMP
50 social-business 15 HIPAA
23
130 social-networking n 2 |P Based Resi
98 wvoip-video & E 2 New App-1D
S0 web-posting &0 Mo Certificati
e Pl |
LOCATION CATEGORY SUBCATEGORY RISK TAGS
collaboration internet-conferencing Web App
collaboration voip-video E
collaboration internet-conferencing n Web App
collaboration voip-video Web App
Wi
collaboration internet-conferencing B Web App
haring collaboration internet-conferencing Web App
collaboration voip-video B Web App
collaboration voip-video E Web App
collaboration internet-conferencing Web App
collaboration internet-conferencing  Enternries |
PDF/CSV

To filter on additional columns, select an entry in the columns. The filtering is successive: category filters
are applied first followed by subcategory filters, technology filters, risk filters, tags, and then characteristic

filters.

As you select filters, the list of applications that display on the page is automatically updated.
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Objects > Services

When you define security policies for specific applications, you can select one or more services to limit the
port numbers the applications can use. The default service is any, which allows all TCP and UDP ports. The
HTTP and HTTPS services are predefined, but you can add additional service definitions. Services that are
often assigned together can be combined into service groups to simplify the creation of security policies
(refer to Objects>ServiceGroups).

Additionally, you can use service objects to specify service-based session timeouts—this means that you can
apply different timeouts to different user groups even when those groups are using the same TCP or UDP
service, or, if you're migrating from an port-based security policy with custom applications to an application-
based security policy, you can easily maintain your custom application timeouts.

The following table describes the service settings:

Service Settings Description

Name Enter the service name (up to 63 characters). This name appears in the
services list when defining security policies. The name is case-sensitive
and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Description Enter a description for the service (up to 1023 characters).

Shared Select this option if you want the service object to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the service object will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the service
object will be available only to the Device Group selected in the Objects
tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings of
this service object in device groups that inherit the object. This selection is
cleared by default, which means administrators can override the settings for
any device group that inherits the object.

Protocol

Select the protocol used by the service (TCP or UDP).

Destination Port

Enter the destination port number (O to 65535) or range of port numbers
(port1-port2) used by the service. Multiple ports or ranges must be
separated by commas. The destination port is required.

Source Port

Enter the source port number (0 to 65535) or range of port numbers
(port1-port2) used by the service. Multiple ports or ranges must be
separated by commas. The source port is optional.

Session Timeout

Define the session timeout for the service:

¢ Inherit from application (default)—No service-based timeouts are
applied; the application timeout is applied.
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Service Settings Description

¢ Override—Define a custom session timeout for the service. Continue to
populate the TCP Timeout, TCP Half Closed, and TCP Wait Time fields.

The following settings display only if you choose to override application timeouts and create custom
session timeouts for a service:

TCP Timeout Set the maximum length of time in seconds that a TCP session can remain
open after data transmission has started. When this time expires, the
session closes.

Range is 1 - 604800. Default value is 3600 seconds.

TCP Half Closed Set the maximum length of time in seconds that a session remains
open when only one side of the connection has attempted to close the
connection.

This setting applies to:

e The time period after the firewall receives the first FIN packet (indicates
that one side of the connection is attempting to close the session) but
before it receives the second FIN packet (indicates that the other side of
the connection is closing the session).

e The time period before receiving an RST packet (indicating an attempt to
reset the connection).

If the timer expires, the session closes.
Range is 1 - 604800. Default value is 120 seconds.

TCP Wait Time Set the maximum length of time in seconds that a session remains open
after receiving the second of the two FIN packets required to terminate a
session, or after receiving an RST packet to reset a connection.

When the timer expires, the session closes.

Range is 1 - 600. Default value is 15 seconds.
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Objects > Service Groups

To simplify the creation of security policies, you can combine services that have the same security settings
into service groups. To define new services, refer to Objects > Services.

The following table describes the service group settings:

Service Group Settings Description

Name Enter the service group name (up to 63 characters). This name appears in
the services list when defining security policies. The name is case-sensitive
and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Shared Select this option if you want the service group to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the service group will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the service
group will be available only to the Device Group selected in the Objects
tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings

of this service group object in device groups that inherit the object. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the object.

Service

Click Add to add services to the group. Select from the drop-down or click
Service at the bottom of the drop-down and specify the settings. Refer to
Objects > Services for a description of the settings.
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Objects > Tags

Tags allow you to group objects using keywords or phrases. You can apply tags to address objects, address
groups (static and dynamic), applications, zones, services, service groups, and to policy rules. You can also
use an SD-WAN Interface profile to apply a link tag to an Ethernet interface. You can use tags to sort or
filter objects and to visually distinguish objects by color. When you apply a color to a tag, the Policy tab
displays the object with a background color.

You must create a tag before you can group rules using that tag. After you assign grouped rules by a tag,
View Rulebase as Groups to see a visual representation of your policy rulebase based on the assigned tags.
While viewing your rulebase as groups, the policy order and priority is maintained. In this view, select the
group tag to view all rules grouped by that tag.

A predefined tag named Sanctioned is available for tagging applications (Objects > Applications). These tags
are required for accuracy (Monitor > PDF Reports > SaaS Application Usage).

What do you want to know?

How do | create tags? Create Tags

How do | view the rulebase as View Rulebase as Groups
groups?

Search for rules that are tagged. Manage Tags

Group rules using tags.
View tags used in policy.

Apply tags to policy.

Looking for more? e Use Tags to Group and Visually Distinguish Objects
e SD-WAN Link Tag

Create Tags
e Objects > Tags

Select Tags to create a tag, assign a color or to delete, rename, and clone tags. Each object can have up to
64 tags; when an object has multiple tags, it displays the color of the first tag applied.

On the firewall, the Tags tab displays the tags that you define locally on the firewall or push from Panorama
to the firewall. On Panorama, the Tags tab displays the tags that you define on Panorama. This tab does not
display the tags that are dynamically retrieved from the VM Information sources defined on the firewall for
forming dynamic address groups nor does it display tags that are defined using the XML or REST API.

When you create a new tag, the tag is automatically created in the Virtual System or Device Group that is
currently selected on the firewall or Panorama.

Tag Settings Description

Name Enter a unique tag name (up to 127 characters). The name is not case-
sensitive.
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Tag Settings Description

Shared Select this option if you want the tag to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the tag is available only to the Virtual System selected in the
Objects tab.

e Every device group on Panorama. If you disable (clear) this option, the
tag will be available only to the Device Group selected in the Objects

tab.
Disable override Select this option to prevent administrators from overriding the settings
( ) of this tag in device groups that inherit the tag. This selection is cleared

by default, which means administrators can override the settings for any
device group that inherits the tag.

Color Select a color from the color palette in the drop-down (default is None).

Comments Add a label or description to describe for what the tag is used.

e Add a tag: Add a tag and then fill in the following fields:

You can also create a new tag when you create or edit policy in the Policies tab. The tag is automatically
created in the Device Group or Virtual System that is currently selected.

e Edit a tag: Click a tag to edit, rename, or assign a color to a tag.

e Delete a tag: Click Delete and select the tag. You cannot delete a predefined tag.

e Move or Clone a tag: The options to move or clone a tag allow you to copy a tag or move a tagto a
different Device Group or Virtual System on firewalls with multiple virtual systems enabled.

Move or Clone and select the tag. Select the Destination location—Device Group or Virtual System.
Disable (clear) this option to Error out on first detected error in validation if you want the validation
process to discover all errors for the object before displaying the errors. This option is enabled by default
and the validation process stops when the first error is detected and only displays the error.

e Override or Revert a tag ( ): The Override option is available only if you did not select
the Disable override option when you created the tag. The Override option allows you to override the
color assigned to the tag that was inherited from a shared or ancestor device group. The Location is the
current device group. You can also Disable override to prevent future override attempts.

Revert changes to undo recent modifications of a tag. When you revert a tag, the Location field displays
the device group or virtual system from where the tag was inherited.

View Rulebase as Groups

¢ Policies > <Rulebase Type>

View Rulebase as Groups to display the policy rulebase using the group tag. While viewing your rulebase
as groups, the policy order and priority is maintained. In this view, select the group tag to view all rules
grouped by that tag.

When viewing your rulebase as groups, click Group to move, change, delete, or clone all rules in the
selected tag group. The following table describes the rule management options available when viewing your
rulebase as groups.
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Option Description

Move Rules in Group to Move all policy rules in the selected tag group to a different rulebase or
Different Rulebase or device group.
Device Group

Change Group of All Move all rules in the selected tag group to a different tag group.
Rules
Move All Rules in Group Move all rules in the selected tag group within the rulebase.

Delete All Rules in Group | Delete all rules in the selected tag group.

Clone All Rules in Group Clone all rules in the selected tag group.

Move Rules in Group to Different Rulebase or Device Group

If you need to organize your rulebase, select the tag group containing the rules you want to move and
Move Rules in Group to Different Rulesbase or Device Group to reassign them to a different rulebase or
device group (instead of moving each rule individually). The device group must already exist before (cannot
be created while) moving rules in a tag group to a different device group. Additionally, you can move the
rules in a tag group to a different rulebase within the same device group.

To move rules to a different rulebase or device group, enter the following:

Field Description

Destination The target device group to move the policy rules.

( ) Select whether to move the rules to the Pre-Rulebase or Post-Rulebase of
Destination Type the destination device group.

Rule Order Select where in the rulebase to move the rules. You can choose:

e Move Top—Move rules to the top of the rulebase of the destination
device group.

e Move Bottom—Move rules to the end of the rulebase of the destination
device group.

e Before Rule—Move rules before the selected rule in the rulebase of the
destination device group.

e After Rule—Move rules after the selected rule in the rulebase of the
destination device group.

Error out on first detected | Check this box to determine how errors are displayed if encountered during
error in validation validation. If checked, each error is displayed individually. If unchecked, the
errors are aggregated and displayed as a single error.

Errors detected during validation cause the rule move job to fail, and no
rules are moved to the destination device group.
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Change Group of All Rules

Rather than editing each rule, Change Group of All Rules to move an entire policy rule set from one tag
group to another existing tag group. The rule order of the tag group rules is preserved when moved to the
new tag group, but you have the choice of placing the new rules either before the rules in the destination
tag group, or after.

To move rules to a different tag group, specify the destination tag group and whereto place the moved

rules.
Field Description
Select a Group for its Select the destination tag group.

appearance order

Move Top Move Top inserts the rules at the top of the destination tag group.

Move Bottom Move bottom inserts the rules at the bottom of the destination tag group.

Move All Rules in Group

Rather than reordering each rule individually, Move All Rules in Group to move all rules in the selected tag
group up or down the rule hierarchy. The rule order of the moved rules in the tag group rules is preserved
when moving the tag group, but you have the choice of placing the rules either before the rules in the
destination tag group, or after.

To move rules, specify the destination tag group and where to place the moved rules.

Field Description

Select a Group for its Select the destination tag group.
appearance order

Move Top Move Top inserts the rules at before the destination tag group.

Move Bottom Move bottom inserts the rules after the destination tag group.

Delete All Rules in Group

To simplify rule management, you can Delete All Rules in Group to reduce your security risks and keep your
policy rulebase organized by deleting unused or unwanted rules associated with a selected tag group.

Clone All Rules in Group

Rather than manually recreate existing policy rules in a tag group, Clone All Rules in Group to quickly
duplicate rules in the selected tag group in the device group and rulebase of your choice. The device group
must already exist before (cannot be created while) cloning rules in a tag group to a different device group.
Additionally, you can clone the rules in a tag group to a different rulebase within the same device group.

Cloned rules are appended with the rule name and the following format: <Rul e Nane>- 1. If a rule
is cloned to the same location as the first cloned rule, and the name is not changed, then the name is
appended. For example, <Rul e Name>- 2, <Rul e Name>- 3, and so on.

To clone rules, configure the following fields.
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Field Description

Destination The target device group of the cloned policy rules.

( ) Select whether to clone the rules to the Pre-Rulebase or Post-Rulebase of
Destination Type the destination device group.

Rule Order Select where in the rulebase to clone the rules. You can choose:

e Move Top—Insert cloned rules at the top of the rulebase of the
destination device group.

¢ Move Bottom—Insert cloned rules at the end of the rulebase of the
destination device group.

e Before Rule—Insert cloned rules before the selected rule in the rulebase
of the destination device group.

e After Rule—Inserted cloned rules after the selected rule in the rulebase
of the destination device group.

Error out on first detected | Select this option to determine how errors are displayed if encountered
error in validation during validation. If enabled, each error is displayed individually. If disabled
(cleared), the errors are aggregated and displayed as a single error.

Errors detected during validation cause the rule clone job to fail, and no
rules are cloned to the destination device group.

Manage Tags

The following table lists the actions that you can perform when grouping rules by group tags.

e Tagarule.
1. Select View Rules as Groups.
2. Select one or more rules on the right pane.
3. From the group tag drop-down, Apply Tag to the Selected Rules.

none (3)

GroupTag2 (1) (#) Append Rule
GroupTaga (1) [#] Move Selected Rule(s)
2 Apply Tag to the Selected Rule(s)

Il GroupTag (1) 2l UnTag Selected Rule(s)

Q, Global Find: none

4. Add tags to the selected rules.

Add Tags to 2 Selected Rules in Group

e View the rules assigned a group tag.

1. View Rulebase as Groups to view the group tags your rules are assigned to.
2. The right pane updates to display the group tags. rules that have any of the selected tags.
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3. Select the group tag to view the rules assigned to the group. Rules not assigned a group tag are listed
in the none group.

Untag a rule.

1. View Rulebase as Groups to view the group tags your rules are assigned to.
2. Select one or more rules on the right pane.

3. From the group tag drop-down, Apply Tag to the Selected Rules.

nene (3) 1-3 4 test-rule2
[l GroupTag2 (1) [ Filter
GroupTag3 (1) Append Rule
b
[#) Move Selected Rule(s)

Il GroupTag (1)

A4 Apply Tag to the Selected Rule(s)
2 UnTag Selected Rule(s)
Q, Global Find: GroupTag2

4. Remove tags to the selected rules. Additionally, you may Delete All tags assigned to the rule.

Remove Tags on 2 Selected Rules in Group

\

GroupTag2

Tagl
Tag3

Reorder a rule using tags.

When you View Rulebase as Groups, select one or more rules in a group tag, hover over the rule number
and select Move Selected Rule(s) in the drop-down. Do not select any rules if you want to move all rules
in the selected group tag.

nene (3) 1-3 4 test-rule2
5 test-rules

[l GroupTag2 (4) [ Filter

.
GroupTag3 (1) Append Rule
b
Move Selected Rule(s;
Il GroupTag (1) @ &)

A4 Apply Tag to the Selected Rule(s)
@ UnTag Selected Rule(s)
Q, Global Find: GroupTag2

Select a group tag from the drop-down in the move rule window and select whether you want to Move
Before or Move After the tag selected in the drop-down.

Add a new rule that applies the selected tags.

When you View Rulebase as Groups, hover over the group tag and select Append Rule in the drop-
down.

The new rule is appended to the end of the list of rules assigned to the group tag.

Search for a group tag.

When you View Rulebase as Groups, hover over the group tag and from the drop-down select Global
Find.
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none (3) 1-3 4 | test-rule2

[ GroupTag2 (1) (& Filter
e —
GroupTag3 (1) Append Rule

L —
I GroupTaa (1) Move Selected Rule(s)

@ Apply Tag to the Selected Rule(s)
@ UnTag Selected Rule(s)
€4, Global Find: GroupTag2

e Export tag configuration table.

Administrative roles can export the object configuration table in PDF/CSV format and can apply filters
to customize the table output to include only the columns you need. Only the columns that are visible in
the Export dialogue exported. See Export Configuration Table Data.
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Objects > Devices

Also known as the Device Dictionary, this page contains metadata for device objects. Review information
for existing device objects or add a new device objects. Using device objects as match criteria in security
policy allows you to create device-based policy, where the firewall dynamically updates and applies security
policy to new and existing devices. Palo Alto Networks updates the Device Dictionary via dynamic updates,
which you can view in Device > Dynamic Updates > Device-ID Content.

Button/Field Description

Name The name of the device object.

Location The location of the device group for the device object.

Category The category of the device object (for example, Vi deo
Audi o Conf erence).

Profile The device profile for the device object.

Model The model of the device object.

OS Version The OS version of the device object.

OS Family The OS family of the device object.

Vendor The vendor for the device object.

Add Click Add to add a new device object. Enter a Name and
optionally, a Description. Select additional metadata for
the device, such as Category, OS, and Model. You can also
Browse the list of devices to select the device you want to
add. Click OK to confirm your changes.

Delete Select a device object you no longer need then Delete it.

Move Select the device object you want to move then Move it.

Clone Select the device object on which to base the new device
profile and Clone it.

PDF/CSV Export the list of devices in PDF/CSV format. You can

apply filters to create more specific outputs as needed.
Only visible columns in the web interface will be exported.
See Configuration Table Export.
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Objects > External Dynamic Lists

An external dynamic list is an address object based on an imported list of IP addresses, URLs, domain
names, International Mobile Equipment Identities (IMEIs), or International Mobile Subscriber Identities
(IMSIs) that you can use in policy rules to block or allow traffic. This list must be a text file saved to a web
server that is accessible by the firewall. By default, the firewall uses the management (MGT) interface to
retrieve this list.

With an active Threat Prevention license, Palo Alto Networks provides multiple built-in dynamic IP lists that
you can use to block malicious hosts. We update the lists daily based on our latest threat research.

You can use an IP address list as an address object in the source and destination of your policy rules; you
can use a URL List in a URL Filtering profile (Objects > Security Profiles > URL Filtering) or as a match
criteria in Security policy rules; and you can use a domain list (Objects > Security Profiles > Anti-Spyware
Profile) as a sinkhole for specified domain names.

On each firewall model, you can use up to 30 external dynamic lists with unique sources across all Security
policy rules. The maximum number of entries that the firewall supports for each list type varies based on
the firewall model (refer to the different firewall limits for each external dynamic list type). List entries
count toward the maximum limit only if the external dynamic list is used in a policy rule. If you exceed the
maximum number of entries that are supported on a firewall model, the firewall generates a System log
and skips the entries that exceed the limit. To check the number of IP addresses, domains, URLs, IMEls, and
IMSiIs currently used in policy rules and the total number supported on the firewall, select List Capacities

( )-

The external dynamic lists are shown in the order they are evaluated from top to bottom. Use the
directional controls at the bottom of the page to change the list order. This enables you to reorder the lists
to make sure that the most important entries in an external dynamic list are committed before you reach
capacity limits.

!\‘ You cannot change the external dynamic list order when lists are grouped by type.

To retrieve the latest version of the external dynamic list from the server that hosts it, select an external
dynamic list and Import Now.

» You cannot delete, clone, or edit the settings of the Palo Alto Networks malicious IP address
feeds.

Add a new external dynamic list and configure the settings described in the table below.

External Dynamic List Settings | Description

Name Enter a name to identify the external dynamic list (up to 32 characters).
This name identifies the list for policy rule enforcement.

Shared Enable this option if you want the external dynamic list to be available
to:
(

e Every virtual system (vsys) on a multi-vsys firewall.

If you disable (clear) this option, then the external dynamic list is
available only to the Virtual System selected in the Objects tab.

e Every device group on Panorama.
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External Dynamic List Settings | Description

If you disable (clear) this option, the external dynamic list is available
only to the Device Group selected in the Objects tab.

Disable override ( Enable this option to prevent administrators from overriding the

) settings of this external dynamic list object in device groups that inherit
the object. This option is disabled (cleared) by default, which means
administrators can override the settings for any device group that
inherits the object.

Test Source URL ( Test Source URL to verify that the firewall can connect to the server
) that hosts the external dynamic list.

\» This test does not check whether the server
l authenticates successfully.

Create List Tab

Type Select from the following types of external dynamic lists:
S You o Predefined IP List—Use a list that Pa.lo. Alto Networks identifies as

L cannot mix bulletproof IP addresses, kngwn maﬁuous II.D addressgs, or high risk
IP addresses IP addre{sseg as a source of list entries (requires an active Threat
URLs, and ' Prevention license).
domain names o Predefined URL List—Use a list of domains that Palo Alto Networks
in a single list. ideptifies as trusted to exclude these domains from Authentication
Each list must policy.
include entries o [P List (default)—Each list can include IPv4 or IPvé addresses,
of only one address ranges, and subnets. The list must contain only one IP
type. address, range, or subnet per line. For example:

192. 168. 80. 150/ 32

2001: db8: 123:1::1 or 2001:db8:123:1::/64
192. 168. 80. 0/ 24

2001: db8:123:1::1 - 2001: db8:123:1::22

In the example above, the first line indicates all addresses from
192.168.80.0 through 192.168.80.255. A subnet or an IP address
range, such as 92.168.20.0/24 or 192.168.20.40 - 192.168.20.50,
counts as one IP address entry and not as multiple IP addresses.

e Domain List—Each list can contain only one domain name entry per
line. For example:

www. p301sr v03. pal oal onet wor ks. com
ft p. exanpl e. co. uk
t est. domai n. net

For the list of domains included in the external dynamic list, the
firewall creates a set of custom signatures of the spyware type
with medium severity so that you can use the sinkhole action for a
custom list of domains.
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External Dynamic List Settings | Description

e URL List—Each list can have only one URL entry per line. For
example:

financialtines.co.in

www. wal | aby. au/ j oey

W, exyang. coml aut o-tut ori al s/ Howt o- ent er - Dat a-
for-Success. aspx

* exanpl e. com *

For each URL list, the default action is set to Allow. To edit the
default action, see Objects > Security Profiles > URL Filtering.

Type (cont) e Subscriber Identity List—Each list contains subscriber IDs for a 3G,
4G, or 5G network. In the Source field, enter a URL for the firewall
to access the list.

e Equipment Identity List—Each list contains equipment IDs for a 3G,
4G, or 5G network. In the Source field, enter a URL for the firewall
to access the list.

\» Determine which firewall model to purchase based
L on the total number of 3G, 4G, and 5G network
identifiers you need your dynamic external dynamic
list and static entries to support.

Description Enter a description for the external dynamic list (up to 255 characters).

Source e |If the external dynamic list is a Predefined IP List, select Palo Alto
Networks - Bulletproof IP addresses, Palo Alto Networks - High
risk IP addresses, or Palo Alto Networks - Known malicious IP
addresses as the list source.

e |f the external dynamic list is a Predefined URL List, the default
setting is panw-auth-portal-exclude-list.

e |f the external dynamic list is an IP List, a Domain List, or a URL List,
enter an HTTP or HTTPS URL path that contains the text file (for
example, ht t p: //192. 0. 2. 20/ nyfil e. t xt).

o If the external dynamic list is a Domain List, the default setting is to
Automatically expand to include subdomains. This option enables
the PAN-OS software to evaluate all lower-level components of
the domain names listed in the external dynamic list file.

e |If the external dynamic list is a Subscriber Identity List or Equipment
Identity List, enter a URL path that contains the list.

 If your external dynamic list contains subdomains,
these expanded entries count towards your appliance
model capacity count. You can disable this feature if
you want to manually define subdomains. However,
subdomains that are not explicitly defined in the list are
not evaluated by policy rules.

Certificate Profile If the external dynamic list has an HTTPS URL, select an existing
certificate profile ( ) or create a new Certificate
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External Dynamic List Settings

Description

Profile ( ) for authenticating the web server that hosts
the list. For more information on configuring a certificate profile, see
Device > Certificate Management > Certificate Profile.

Default: None (Disable Cert profile)

To maximize the number of external dynamic lists that
ipgr Yyoucanuse to enforce policy, use the same certificate
profile to authenticate external dynamic lists that use
the same source URL so that the lists count as only
one external dynamic list. External dynamic lists from
the same source URL that use different certificate
profiles are counted as unique external dynamic lists.

Client Authentication

Enable this option (disabled by default) to add a username and
password that the firewall will use when accessing an external dynamic
list source that requires basic HTTP authentication. This setting is
available only when the external dynamic list has an HTTPS URL.

e Username—Enter a valid username to access the list.

e Password/Confirm Password—Enter and confirm the password for
the username.

Check for updates

Specify the frequency at which the firewall retrieves the list from

the web server. You can set the interval to every Every Five Minutes
(default), Hourly, Daily, Weekly, or Monthly, at which the firewall
retrieves the list. The interval is relative to the last commit. So, for the
five-minute interval, the commit occurs in 5 minutes if the last commit
was an hour ago. The commit updates all policy rules that reference the
list so that the firewall can successfully enforce policy rules.

 You do not have to configure a frequency for a
L predefined IP list because the firewall dynamically
receives content updates with an active Threat
Prevention license.

List Entries and Exceptions Tab

List Entries

Displays the entries in the external dynamic list.

e Add an entry as a list exception—Select up to 100 entries and
Submit ( = ).

e View an AutoFocus threat intelligence summary for an item—
Hover over an entry and select AutoFocus from the drop-down.
You must have an AutoFocus™ license and enable AutoFocus threat
intelligence to view an item summary (select Device > Setup >
Management and edit the AutoFocus settings).

e Check if an IP address, domain, or URL is in the external dynamic
list—Enter a value in the filter field and Apply Filter ( = ). Clear
Filter ( [X] ) to go back to viewing the complete list.

Manual Exceptions

Displays exceptions to the external dynamic list.
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External Dynamic List Settings | Description

o Edit an exception—Select an exception and make your changes.

e Manually enter an exception—Add a new exception manually.

¢ Remove an exception from the Manual Exceptions list—Select and
Delete an exception.

e Check if an IP address, domain, or URL is in the Manual Exceptions
list—Enter a value in the filter field and Apply Filter ( = ). Clear
Filter ( [X] ) to go back to viewing the complete list. You cannot
save your changes to the external dynamic list if you have duplicate
entries in the Manual Exceptions list.

216 PAN-OS WEB INTERFACE HELP | Objects

© 2020 Palo Alto Networks, Inc.



Objects > Custom Objects

Create custom data patterns, vulnerability and spyware signatures, and URL categories to use with policies:

e Objects > Custom Objects > Data Patterns
e Objects > Custom Objects > Spyware/Vulnerability
e Objects > Custom Objects > URL Category

Objects > Custom Objects > Data Patterns

The following topics describe data patterns.

What are you looking for?

Create a data pattern.

See:

Data Pattern Settings

Learn more about syntax for regular Syntax for Regular Expression Data Patterns

expression data patterns and see some

examples.

Regular Expression Data Pattern Examples

Data Pattern Settings

Select Objects > Custom Objects > Data Patterns to define the categories of sensitive information that you
may want to filter. For information on defining data filtering profiles, select Objects > Security Profiles >

Data Filtering.

You can create three types of data patterns for the firewall to use when scanning for sensitive information:

e Predefined—Use the predefined data patterns to scan files for social security and credit card numbers.
¢ Regular Expression—Create custom data patterns using regular expressions.
¢ File Properties—Scan files for specific file properties and values.

Data Pattern Settings

Description

Name Enter the data pattern name (up to 31 characters). The name case-sensitive
and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Description Enter a description for the data pattern (up to 255 characters).

Shared Select this option if you want the data pattern to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the data pattern will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the data
pattern will be available only to the Device Group selected in the
Objects tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings
of this data pattern object in device groups that inherit the object. This
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Data Pattern Settings Description

selection is cleared by default, which means administrators can override the
settings for any device group that inherits the object.

Pattern Type

Select the type of data pattern you want to create:

e Predefined Pattern
e Regular Expression
e File Properties

Predefined Pattern

Palo Alto Networks provides predefined data patterns to scan for certain
types of information in files, for example, for credit card numbers or social
security numbers. To configure data filtering based on a predefined pattern,
Add a pattern and select the following:

e Name—Select a predefined pattern to use to filter for sensitive data.
When you pick a predefined pattern, the Description populates
automatically.

e Select the File Type in which you want to detect the predefined pattern.

Regular Expression

Add a custom data pattern. Give the pattern a descriptive Name, set the
File Type you want to scan for the data pattern, and enter the regular
expression that defines the Data Pattern.

For regular expression data pattern syntax details and examples, see:

e Syntax for Regular Expression Data Patterns
e Regular Expression Data Pattern Examples

File Properties

Build a data pattern to scan for file properties and the associated values.
For example, Add a data pattern to filter for Microsoft Word documents
and PDFs where the document title includes the words “sensitive”,
“internal”, or “confidential”.

¢ Give the data pattern a descriptive Name.

e Select the File Type that you want to scan.

e Select the File Property that you want to scan for a specific value.
e Enter the Property Value for which you want to scan.

Syntax for Regular Expression Data Patterns

The general pattern requirements and syntax for creating data patterns depends on the pattern-matching
engine that you enable: classic or enhanced (default).

Pattern Requirements

Pattern length

Classic Enhanced

Requires 7 literal characters, which Requires two literal characters.
cannot include a period (. ), an
asterisk (*), a plus sign (+), or a range

([a-z]).

Case-insensitivity

Requires you to define patterns Allows you to use the i option on a
for all possible strings to match all sub-pattern.
variations of a term.
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Pattern Requirements Classic Enhanced

Example: To match any documents Example: ((?i )\ bconfi denti al
designated as confidential, you \' b) matches Confi Denti al
must create a pattern that includes
“confidential,” “Confidential,” and
“CONFIDENTIAL.”

The regular expression syntax in PAN-OS" is similar to traditional regular expression engines but every
engine is unique. The Classic Syntax and Enhanced Syntax tables describe the syntax supported in the PAN-
OS pattern-matching engines.

Classic Syntax

Pattern Syntax Description

Match any single character.

? Match the preceding character or expression O or one time. You must
include the general expression inside parentheses.

Example: (abc) ?

Match the preceding character or expression O or more times. You
must include the general expression inside parentheses.

Example: (abc) *

+ Match the preceding character or regular expression one or more
times. You must include the general expression inside parentheses.

Example: (abc) +

Specify one “OR" another.

!\‘ You must include alternative substrings in parentheses.

Example: ((bi f) ] (scr)| (exe)) matchesbi f, scr, orexe.

- Specify a range.

Example: [ c- z] matches any character between ¢ and z inclusive.

[ Match any specified character.

Example: [ abz] matches any of the specified characters—a, b, or z.

A Match any character except those specified.

Example: [ “abz] matches any character except the specified
characters—a, b, or z.

{1 Match a string that contains minimum and maximum.
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Pattern Syntax Description

Example: { 10- 20} matches any string that is between 10 and 20 bytes
inclusive. You must specify this directly in front of a fixed string and
you can use only a hyphen (- ).

\ Perform a literal match on any character. You must precede the
specified character with a backslash (\ ).

&amp The ampersand (&) is a special character so, to look for & in a string,
you must use &anp.

Enhanced Syntax

The enhanced pattern-matching engine supports all of the Classic Syntax as well as the following syntax:

Pattern Syntax Description

Shorthand character classes

Symbols that stand for a character of a specific type, such as a digit or white space. You can negate any
of these shorthand character classes by using uppercase characters.

\s Match any whitespace character.
Example: \ s matches a space, tab, line break, or form
feed.

\d Match a character that is a digit [0-9].

Example: \ d matches 0.

\w Matches an ASCII character [A-Za-z0-9_].
Example: \ v\ WA wmatches PAN.

\v Match a vertical white space character, which includes
all unicode line break characters.

Example: \ v matches a vertical white space character.

\h Match horizontal white space, which includes the tab
and all of the “space separator” unicode characters.

Example: \ h matches a horizontal white space
character.

Bounded repeat quantifiers

Specify how many times to repeat the previous item.

{n} Match exactly a number (n) of times.

Example: a{ 2} matches aa.

{n,m} {n, n} matches from n to m times.
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Pattern Syntax

Description

Example: a{ 2, 4} matches aa, aaa, and aaaa

{n}

{n, } matches at least n times.

Example: a{ 2, } matches aaaaa in aaaaab.

Anchor characters

Specify where to match an expression.

A

Match at the beginning of a string. Also matches after
every line break when multi-line mode (m is enabled.

Example: Given the string abc, ~a matches a, but *b
doesn’t match anything because b doesn’t occur at the
start of the string.

Match at the end of a string or before a newline
character at the end of a string. Also matches before
every line break when multi-line mode (m is enabled.

Example: Given the string abc, ¢$ matches c, but a$
doesn’t match anything because a doesn'’t occur at the
end of the string.

\A

Match at the beginning of a string. Doesn’t match after
line breaks, even when multi-line mode () is enabled.

\Z

Match at the end of a string and before the final line
break. Doesn’t match before other line breaks even
when multi-line mode () is enabled.

\z

Match at the absolute end of a string. Doesn’t match
before line breaks.

Option modifiers

Change the behavior of a sub-pattern. Enter ( ?<opt i on>) to enable or ( ?- <opti on>) to disable.

Enable case-insensitivity.

Example: ((?i )\ bconfi denti al \ b) matches
Confi Denti al .

m Make  and $ match at the beginning and end of lines.
S Make . match anything, including line break characters.
X Ignore whitespace between regex tokens.

Regular Expression Data Pattern Examples

The following are examples of valid custom patterns:

e *((Confidential)(CONFIDENTIAL))
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e Looks for the word “Confidential” or “CONFIDENTIAL" anywhere

e “*" at the beginning specifies to look anywhere in the stream
e Depending on the case-sensitivity requirements of the decoder, this may not match “confidential” (all
lower case)

e *((Proprietary &amp Confidential)|(Proprietary and Confidential))

e Looks for either “Proprietary & Confidential” or “Proprietary and Confidential”
e More precise than looking for “Confidential”
e *(Press Release).*((Draft)|(DRAFT)|(draft))

e Looks for “Press Release” followed by various forms of the word draft, which may indicate that the
press release isn't ready to be sent outside the company
e *(Trinidad)

e Looks for a project code name, such as “Trinidad”
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Objects > Custom Objects > Spyware/
Vulnerability

The firewall supports the ability to create custom spyware and vulnerability signatures using the firewall
threat engine. You can write custom regular expression patterns to identify spyware phone home
communication or vulnerability exploits. The resulting spyware and vulnerability patterns become available
for use in any custom vulnerability profiles. The firewall looks for the custom-defined patterns in network
traffic and takes the specified action for the vulnerability exploit.

\  Weekly content releases periodically include new decoders and contexts for which you can
develop signatures.

You can optionally include a time attribute when defining custom signatures by specifying a threshold per
interval for triggering possible actions in response to an attack. Action is taken only after the threshold is
reached.

Use the Custom Spyware Signature page to define signatures for Anti-Spyware profiles. Use the Custom
Vulnerability Signature page to define signatures for Vulnerability Protection profiles.

Custom Vulnerability and Description

Spyware Signature Settings

Configuration Tab

Threat ID Enter a numeric identifier for the configuration (spyware signatures range
is 15000-18000 and 6900001 - 7000000; vulnerability signatures range is
41000-45000 and 6800001-6900000).

Name Specify the threat name.

Shared Select this option if you want the custom signature to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the custom signature will be available only to the Virtual
System selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the custom
signature will be available only to the Device Group selected in the

Objects tab.
Disable override Select this option to prevent administrators from overriding the settings of
( ) this signature in device groups that inherit the signature. This selection is

cleared by default, which means administrators can override the settings for
any device group that inherits the signature.

Comment Enter an optional comment.
Severity Assign a level that indicates the seriousness of the threat.
Default Action Assign the default action to take if the threat conditions are met. For a list

of actions, see Actions in Security Profiles.
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Custom Vulnerability and

Description

Spyware Signature Settings

Direction

Indicate whether the threat is assessed from the client to server, server to
client, or both.

Affected System

Indicate whether the threat involves the client, server, either, or both.
Applies to vulnerability signatures, but not spyware signatures.

CVE Specify the common vulnerability enumeration (CVE) as an external
reference for additional background and analysis.

Vendor Specify the vendor identifier for the vulnerability as an external reference
for additional background and analysis.

Bugtraq Specify the bugtraq (similar to CVE) as an external reference for additional
background and analysis.

Reference Add any links to additional analysis or background information. The
information is shown when a user clicks on the threat from the ACC, logs,
or vulnerability profile.

Signatures Tab

Standard Signature

Select Standard and then Add a new signature. Specify the following
information:

e Standard—Enter a name to identify the signature.

e Comment—Enter an optional description.

e Ordered Condition Match—Select if the order in which signature
conditions are defined is important.

e Scope—Select whether to apply this signature only to the current
transaction or to the full user session.

Add a condition by clicking Add Or Condition or Add And Condition.

To add a condition within a group, select the group and then click Add
Condition. Add a condition to a signature so that the signature is generated
for traffic when the parameters you define for the condition are true.
Select an Operator from the drop-down. The operator defines the type

of condition that must be true for the custom signature to match to

traffic. Choose from Less Than, Equal To, Greater Than, or Pattern Match
operators.

e When choosing a Pattern Match operator, specify for the following to
be true for the signature to match to traffic:

o Context—Select from the available contexts.

e Pattern—Specify a regular expression. See Pattern Rules Syntax for
pattern rules for regular expressions.

¢ Qualifier and Value—Optionally, add qualifier/value pairs.

o Negate—Select Negate so that the custom signature matches to
traffic only when the defined Pattern Match condition is not true.
This allows you to ensure that the custom signature is not triggered
under certain conditions.
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Custom Vulnerability and

Spyware Signature Settings

Description

A custom signature cannot be created with only
Negate conditions; at least one positive condition
must be included in order for a negate condition to
specified. Also, if the scope of the signature is set to
Session, a Negate condition cannot be configured as
the last condition to match to traffic.

You can define exceptions for custom vulnerability or spyware
signatures using the new option to negate signature generation when
traffic matches both a signature and the exception to the signature.
Use this option to allow certain traffic in your network that might
otherwise be classified as spyware or a vulnerability exploit. In this
case, the signature is generated for traffic that matches the pattern;
traffic that matches the pattern but also matches the exception to
the pattern is excluded from signature generation and any associated
policy action (such as being blocked or dropped). For example, you
can define a signature to be generated for redirected URLs; however,
you can now also create an exception where the signature is not
generated for URLs that redirect to a trusted domain.

¢ When choosing an Equal To, Less Than, or Greater Than operator,
specify for the following to be true for the signature to match to traffic:

e Context—Select from unknown requests and responses for TCP or
UDP.

e Position—Select between the first four or second four bytes in the
payload.

e Mask—Specify a 4-byte hex value, for example, OxffffffOO.
¢ Value—Specify a 4-byte hex value, for example, Oxaabbccdd.

Combination Signature

Select Combination and specify the following information:
Select Combination Signatures to specify conditions that define signatures:

e Add a condition by clicking Add AND Condition or Add OR Condition.
To add a condition within a group, select the group and then click Add
Condition.

e To move a condition within a group, select the condition and click Move
Up or Move Down. To move a group, select the group and click Move
Up or Move Down. You cannot move conditions from one group to
another.

Select Time Attribute to specify the following information:

¢ Number of Hits—Specify the threshold that will trigger any policy-based
action as a number of hits (1-1000) in a specified number of seconds
(1-3600).

e Aggregation Criteria—Specify whether the hits are tracked by source
IP address, destination IP address, or a combination of source and
destination IP addresses.

e To move a condition within a group, select the condition and click Move
Up or Move Down. To move a group, select the group and click Move
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Custom Vulnerability and Description

Spyware Signature Settings

Up or Move Down. You cannot move conditions from one group to
another.
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Objects > Custom Objects > URL Category

Use the custom URL category page to create your custom list of URLs and use it in a URL filtering profile or
as match criteria in policy rules. In a custom URL category, you can add URL entries individually or you can
import a text file that contains a list of URLs.

!\‘ URL entries added to custom categories are case insensitive.

The following table describes the custom URL settings.

Custom URL Category Settings | Description

Name Enter a name to identify the custom URL category (up to 31
characters). This name displays in the category list when defining URL
filtering policies and in the match criteria for URL categories in policy
rules. The name is case-sensitive and must be unique. Use only letters,
numbers, spaces, hyphens, and underscores.

Description Enter a description for the URL category (up to 255 characters).

Type Select the category type:

o Category Match—Select Category Match to define a new custom
category containing URLs matching all of the specified URL
categories (a URL has to match all categories in the list). Specify
between 2-4 categories.

e URL List—Select URL List to add or import a list of URLs for the
category. This category type also contains URLs added before PAN-
0S 9.0.

Shared Select this option if you want the URL category to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you disable
(clear) this option, the URL category is available only to the Virtual
System selected in the Objects tab.

e Every device group on Panorama. If you disable (clear) this option,
the URL category is available only to the Device Group selected in

the Objects tab.
Disable override ( Select this option to prevent administrators from overriding the
) settings of this custom URL object in device groups that inherit

the object. This selection is disabled by default, which means
administrators can override the settings for any device group that
inherits the object.

Sites Manage sites for the custom URL category (each URL added or
imported can have a maximum of 255 characters).

e Add—Add URLs, only one per row. Each URL can be in the
format “www.example.com” or can include wildcards, such as
“* . example.com”. For additional information on supported formats,
see Block List in Objects > Security Profiles > URL Filtering.
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Custom URL Category Settings | Description

e Import—Import and browse to select the text file that contains
the list of URLs. Enter only one URL per row. Each URL can be in
the format “www.example.com” or can include wildcards, such as
“* . example.com”. For additional information on supported formats,
see Block List in Objects > Security Profiles > URL Filtering.

e Export—Export custom URL entries included in the list (exported as
a text file).

o Delete—Delete an entry to remove the URL from the list.

» To delete a custom category that you used in a URL
(i filtering profile, you must set the action to None before
you can delete the custom category. See Category
actions in Objects > Security Profiles > URL Filtering.
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Objects > Security Profiles

Security profiles provide threat protection in Security Policy. Each Security policy rule can include one or
more Security Profiles. The following are available profile types:

e Antivirus profiles to protect against worms, viruses, and trojans and to block spyware downloads. See
Objects > Security Profiles > Antivirus.

e Anti-Spyware profiles to block attempts from spyware on compromised hosts trying to phone-home
or beacon out to external command-and-control (C2) servers. See Objects > Security Profiles > Anti-
Spyware Profile.

¢ Vulnerability protection profiles to stop attempts to exploit system flaws or gain unauthorized access to
systems. See Objects > Security Profiles > Vulnerability Protection.

e URL filtering profiles to restrict users access to specific websites and/or website categories, such as
shopping or gambling. See Objects > Security Profiles > URL Filtering.

¢ File blocking profiles to block selected file types, and in the specified session flow direction (inbound/
outbound/both). See Objects > Security Profiles > File Blocking.

e WildFire™ analysis profiles to specify for file analysis to be performed locally on the WildFire appliance
or in the WildFire cloud. See Objects > Security Profiles > WildFire Analysis.

¢ Data filtering profiles that help prevent sensitive information such as credit card or social security
numbers from leaving a protected network. See Objects > Security Profiles > Data Filtering.

e DoS Protection profiles are used with DoS Protection policy rules to protect the firewall from high-
volume single-session and multiple-session attacks. See Objects > Security Profiles > DoS Protection.

e Mobile Network Protection profiles enable the firewall to inspect, validate and filter GTP traffic.

In additional to individual profiles, you can combine profiles that are often applied together, and create
Security Profile groups (Objects > Security Profile Groups).

Actions in Security Profiles

The action specifies how the firewall responds to a threat event. Every threat or virus signature that is
defined by Palo Alto Networks includes a default action, which is typically either set to Alert, which informs
you using the option you have enabled for notification, or to Reset Both, which resets both sides of the
connection. However, you can define or override the action on the firewall. The following actions are
applicable when defining Antivirus profiles, Anti-Spyware profiles, Vulnerability Protection profiles, custom
spyware objects, custom vulnerability objects, or DoS Protection profiles.

Action Description Antivirus | Anti- Vulnerability Custom DoS
Profile Spyware Protection | Object— Protection
profile Profile Spyware Profile
and
Vulnerability
Default Takes the default o o s — Random
action that is specified Early Drop

internally for each
threat signature.

For antivirus profiles,
it takes the default
action for the virus
signature.
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Action Description Antivirus | Anti- Vulnerability Custom DoS
Profile Spyware Protection | Object— Protection
profile Profile Spyware Profile
and
Vulnerability
Allow Permits the o v o o —
application traffic.
 The
Allow
action
does
not
generate
logs
related
to the
signatures
or
profiles.
Alert Generates an alert v o o < o
for each application
traffic flow. The alert Generates
is saved in the threat an alert
log. when
attack
volume
(cps)
reaches
the Alarm
threshold
set in the
profile.
Drop Drops the application o o o o —
traffic.
Reset For TCP, resets o o s o —
Client the client-side
connection.
For UDP, the
connection is dropped
Reset For TCP, resets o o s o —
Server the server-side
connection.
For UDP, the
connection is dropped
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Action

Reset Both

Description

For TCP, resets the
connection on both

client and server ends.

For UDP, the
connection is dropped

Antivirus
Profile

DoS
Protection
Profile

Anti-
Spyware

Vulnerability Custom
Protection | Object—
Profile Spyware
and
Vulnerability

profile

Block IP

Blocks traffic from
either a source or a
source-destination
pair; Configurable for
a specified period of
time.

Sinkhole

This action directs
DNS queries for
malicious domains to
a sinkhole IP address.

The action is
available for Palo
Alto Networks DNS-
signatures and for
custom domains
included in Objects
> External Dynamic
Lists.

Random
Early Drop

Causes the firewall
to randomly drop
packets when
connections per
second reach the
Activate Rate
threshold in a DoS
Protection profile
applied to a DoS
Protection rule.

SYN
Cookies

Causes the firewall to
generate SYN cookies
to authenticate a

SYN from a client
when connections
per second reach

the Activate Rate
Threshold in a DoS
Protection profile
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Action Description

Profile

Protection rule.

applied to a DoS

Antivirus

Anti-
Spyware

Vulnerability Custom DoS
Protection | Object— Protection
Profile Spyware Profile
and
Vulnerability

profile

\ You cannot delete a profile that is used in a policy rule; you must first remove the profile from

the policy rule.
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Objects > Security Profiles > Antivirus

Use the Antivirus Profiles page to configure options to have the firewall scan for viruses on the defined
traffic. Set the applications that should be inspected for viruses and the action to take when a virus is
detected. The default profile inspects all of the listed protocol decoders for viruses, generates alerts for
Simple Mail Transport Protocol (SMTP), Internet Message Access Protocol (IMAP), and Post Office Protocol
Version 3 (POP3), and takes the default action for other applications (alert or deny), depending on the

type of virus detected. The profile will then be attached to a Security policy rule to determine the traffic
traversing specific zones that will be inspected.

Customized profiles can be used to minimize antivirus inspection for traffic between trusted security zones,
and to maximize the inspection of traffic received from untrusted zones, such as the Internet, as well as the
traffic sent to highly sensitive destinations, such as server farms.

To add a new Antivirus profile, select Add and enter the following settings:

Field Description

Name Enter a profile name (up to 31 characters). This name appears in the list of
antivirus profiles when defining security policies. The name is case-sensitive
and must be unique. Use only letters, numbers, spaces, hyphens, periods, and

underscores.
Description Enter a description for the profile (up to 255 characters).
Shared Select this option if you want the profile to be available to:
( ) e Every virtual system (vsys) on a multi-vsys firewall. If you clear this

selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile will
be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings of

( ) this Antivirus profile in device groups that inherit the profile. This selection is
cleared by default, which means administrators can override the settings for
any device group that inherits the profile.

Action Tab
Specify the action for the different types of traffic, such as FTP and HTTP.

Enable Packet Capture Select this option if you want to capture identified packets.

Decoders and Actions For each type of traffic that you want to inspect for viruses, select an action
from the drop-down. You can define different actions for standard antivirus
signatures (Signature Action column), signatures generated by the WildFire
system (WildFire Signature Action column), and malicious threats detected
in real-time by the WildFire Inline ML models (WildFire Inline ML Action
column).

Some environments may have requirements for a longer soak time for
antivirus signatures, so this option enables the ability to set different actions
for the two antivirus signature types provided by Palo Alto Networks. For
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Field Description

example, the standard antivirus signatures go through a longer soak period
before being released (24 hours), versus WildFire signatures, which can be
generated and released within 15 minutes after a threat is detected. Because
of this, you may want to choose the alert action on WildFire signatures
instead of blocking.

O For the best security, clone the default Antivirus profile and

i set the Action and WildFire Action for all the decoders to
reset-both and attach the profile to all Security policy rules
that allow traffic.

Application Exceptions The Applications Exceptions table allows you to define applications that will
and Actions not be inspected. For example, to block all HTTP traffic except for a specific
application, you can define an antivirus profile for which the application is

an exception. Block is the action for the HTTP decoder, and Allow is the
exception for the application. For each application exception, select the action
to be taken when the threat is detected. For a list of actions, see Actions in
Security Profiles.

To find an application, start typing the application name in the text box. A
matching list of applications is displayed, and you can make a selection.

O If you believe a legitimate application is incorrectly identified

ipgr 3 carrying a virus (false positive), open a support case with
TAC so Palo Alto Networks can analyze and fix the incorrectly
identified virus. When the issue is resolved, remove the
exception from the profile.

Signature Exceptions Tab

Use the Signature Exception tab to define a list of threats that will be ignored by the antivirus profile.

Only create an exception if you are sure an identified virus is not a threat (false positive).

i If you believe you have discovered a false positive, open a support case with TAC so
Palo Alto Networks can analyze and fix the incorrectly identified virus signature. When
the issue is resolved, remove the exception from the profile immediately.

Threat ID To add specific threats that you want to ignore, enter one Threat ID at a time
and click Add. Threat IDs are presented as part of the threat log information.
Refer to Monitor > Logs.

WildFire Inline ML Tab

Use the WildFire Inline ML tab to enable and configure real-time WildFire analysis of files using a
firewall-based machine learning model.

 Palo Alto Networks recommends forwarding samples to the WildFire cloud when Wildfire
L inline ML is enabled. This allows samples that trigger a false-positive to be automatically
corrected upon secondary analysis. Additionally, it provides data for improving ML
models for future updates.
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Field Description

Available Models

For each available WildFire inline ML Model, you can select one of the
following action settings:

e enable (inherit per-protocol actions)—Traffic is inspected according to
your selections in the WildFire Inline ML Action column in the decoders
section of the Action tab.

o alert-only (override more strict actions to alert)—Traffic is inspected
according to your selections in the WildFire Inline ML Action column
in the decoders section of the Action tab. Any action with a severity
level higher than alert (drop, reset-client, reset-server, reset-both) will be
overridden to alert, allowing traffic to pass while generating and saving an
alert in the threat logs.

¢ disable (for all protocols)—Traffic is allowed to pass without any policy
action.

File Exceptions

The File Exceptions table allows you to define specific files that you do not
want analyzed, such as false-positives.

To create a new file exception entry, Add a new entry and provide the partial
hash, filename, and description of the file that you want to exclude from
enforcement.

To find an existing file exception, start typing the partial hash value, file name,
or description in the text box. A list of file exceptions matching any of those
values are displayed.

 You can find partial hashes in the threat logs (Monitor > Logs
l > Threat).

PAN-OS WEB INTERFACE HELP | Objects 235

© 2020 Palo Alto Networks, Inc.



Objects > Security Profiles > Anti-Spyware
Profile

You can attach an Anti-Spyware profile to a Security policy rule to detect connections initiated by spyware
and various types of command-and-control (C2) malware installed on systems on your network. You can
choose between two predefined Anti-Spyware profiles to attach to a Security policy rule. Each profile has a
set of predefined rules (with threat signatures) organized by the severity of the threat; each threat signature
includes a default action that is specified by Palo Alto Networks.

e Default—The default profile uses the default action for every signature, as specified by the Palo Alto
Networks content package when the signature is created.

e Strict—The strict profile overrides the action defined in the signature file for critical, high, and
medium severity threats, and sets it to the reset-both action. The default action is taken with low and
informational severity threats.

e You can also create custom profiles. You can, for example, reduce the stringency for Anti-Spyware
inspection for traffic between trusted security zones, and maximize the inspection of traffic received
from the internet, or traffic sent to protected assets such as server farms.

The following tables describe the Anti-Spyware profile & settings:

Anti-Spyware Profile Description

Settings

Name Enter a profile name (up to 31 characters). This name appears in the list of
Anti-Spyware profiles when defining security policies. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
periods, and underscores.

Description Enter a description for the profile (up to 255 characters).

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this Anti-Spyware profile in device groups that inherit the profile. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the profile.

Signature Policies Tab

Anti-Spyware rules allow you to define a custom severity and action to take on any threat, a specific
threat name that contains the text that you enter, and/or by a threat category, such as adware.

Add a new rule, or you can select an existing rule to and select Find Matching Signatures to filter threat
signatures based on that rule.

Rule Name Specify the rule name.
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Anti-Spyware Profile

Settings

Threat Name

Description

Enter any to match all signatures, or enter text to match any signature
containing the entered text as part of the signature name.

Category

Choose a category, or choose any to match all categories.

Action

Choose an action for each threat. For a list of actions, see Actions in
Security Profiles.

The Default action is based on the pre-defined action that is part of each

signature provided by Palo Alto Networks. To view the default action for

a signature, select Objects > Security Profiles > Anti-Spyware and Add or
select an existing profile. Click the Exceptions tab and then click Show all
signatures to see a list of all signatures and the associated Action.

For the best security, use the Action settings in the
ipg predefined strict profile.

Packet Capture

Select this option if you want to capture identified packets.

Select single-packet to capture one packet when a threat is detected,

or select the extended-capture option to capture from 1 to 50 packets
(default is 5 packets). Extended-capture provides more context about the
threat when analyzing the threat logs. To view the packet capture, select
Monitor > Logs > Threat, locate the log entry you are interested in, and
then click the green down arrow in the second column. To define the
number of packets to capture, select Device > Setup > Content-ID and
then edit the Content-ID™ Settings.

If the action for a given threat is allow, the firewall does not trigger a
Threat log and does not capture packets. If the action is alert, you can

set the packet capture to single-packet or extended-capture. All blocking
actions (drop, block, and reset actions) capture a single packet. The content
package on the device determines the default action.

Enable extended-capture for critical, high, and medium

ipg severity events. Use the default extended-capture value of
5 packets, which provides enough information to analyze
the threat in most cases. (Too much packet capture traffic
may result in dropping packet captures.) Don't enable
extended-capture for informational and low severity
events because it's not very useful compared to capturing
information about higher severity events and creates a
relatively high volume of low-value traffic.

Severity

Choose a severity level (critical, high, medium, low, or informational).

Signature Exceptions Tab

Allows you to change the action for a specific signature. For example, you can generate alerts for a
specific set of signatures and block all packets that match all other signatures. Threat exceptions are
usually configured when false-positives occur. To make management of threat exceptions easier, you can
add threat exceptions directly from the Monitor > Logs > Threat list. Ensure that you obtain the latest
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Anti-Spyware Profile Description

Settings

content updates so that you are protected against new threats and have new signatures for any false-
positives.

Exceptions Enable each threat for which you want to assign an action or select All
to respond to all listed threats. The list depends on the selected host,
category, and severity. If the list is empty, there are no threats for the
current selections.

Use IP Address Exemptions to add IP address filters to a threat exception.
If IP addresses are added to a threat exception, the threat exception action
for that signature overrides the action for a rule only when the signature is
triggered by a session with a source or destination IP address that matches
an IP address in the exception. You can add up to 100 IP addresses per
signature. With this option, you do not have to create a new policy rule and
new vulnerability profile to create an exception for a specific IP address.

Create an exception only if you are sure that a signature

i identified as spyware is not a threat (it is a false positive). If
you believe you discovered a false positive, open a support
case with TAC so Palo Alto Networks can analyze and fix
the incorrectly identified signature. As soon as the issue is
resolved, remove the exception from the profile.

DNS Policies Tab

The DNS Policies settings provide an additional method of identifying infected hosts on a network.
These signatures detect specific DNS lookups for host names that have been associated with DNS-based
threats.

You can configure specific DNS signature sources with separate policy actions, log severity level, and
packet capture settings. Hosts that perform DNS queries for malware domains will appear in the botnet
report. Additionally, you can specify sinkhole IPs in the DNS Sinkhole Settings if you are sinkholing
malware DNS queries.

DNS Signature Source Allows you to select the lists for which you want to enforce an action when
a DNS query occurs. There are two default DNS signature policy options:

¢ Palo Alto Networks Content—A local downloadable signature list that is
updated through dynamic content updates.

e DNS Security—A cloud-based DNS security service that performs
pro-active analysis of DNS data and provides real-time access to the
complete Palo Alto Networks DNS signature database.

\ This service requires the purchase and activation of the
DNS Security license in addition to a Threat Prevention
license.

e External Dynamic Lists—Dynamic domain lists that have been created
can be used to enforce specific actions based on the list type, for
example, as an allow list. By default, policy actions for domain lists are
configured to Allow and take precedence over all other signature types.
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Anti-Spyware Profile

Settings

Description

\ This service requires the purchase and activation of the
DNS Security license in addition to a Threat Prevention
license.

By default, the locally-accessed Palo Alto Networks Content DNS
signatures are sinkholed, while the cloud-based DNS Security is

set to allow. If you want to enable sinkholing using DNS Security,
you must configure the action on DNS queries to sinkhole. The
default address used for sinkholing belongs to Palo Alto Networks
(sinkhole.paloaltonetworks.com). This address is not static and can be
modified through content updates on the firewall or Panorama.

Add a new list and select the External Dynamic List of type Domain that
you created. To create a new list, see Objects > External Dynamic Lists.

Log Severity

Allows you to specify the log severity level that is recorded when the
firewall detects a domain matching a DNS signature.

Policy Action

Choose an action to take when DNS lookups are made to known malware
sites. The options are alert, allow, block, or sinkhole. The default action for
Palo Alto Networks DNS signatures is sinkhole.

The DNS sinkhole action provides administrators with a method of
identifying infected hosts on the network using DNS traffic, even when
the firewall is north of a local DNS server (for example, the firewall cannot
see the originator of the DNS query). When a threat prevention license

is installed and an Anti-Spyware profile is enabled in a Security Profile,

the DNS-based signatures trigger on DNS queries directed at malware
domains. In a typical deployment where the firewall is north of the local
DNS server, the threat log identifies the local DNS resolver as the source
of the traffic rather than the actual infected host. Sinkholing malware DNS
queries solves this visibility problem by forging responses to the queries
directed at malicious domains, so that clients attempting to connect to
malicious domains (for command-and-control, for example) instead attempt
connections to an IP address specified by the administrator. Infected
hosts can then be easily identified in the traffic logs because any host

that attempts to connect to the sinkhole IP are most likely infected with
malware.

Enable DNS sinkhole when the firewall can't see the

™\ originator of the DNS query (typically when the firewall is
north of the local DNS server) so you can identify infected
hosts. If you can't sinkhole the traffic, block it.

Packet Capture

Select this option for a given source if you want to capture identified
packets.

o Enable packet capture on sinkholed traffic so you can
i analyze it and get information about the infected host.
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Anti-Spyware Profile

Settings

Description

DNS Sinkhole Settings

After sinkhole action is defined for a DNS signature source, specify an

IPv4 and/or IPvé address that will be used for sinkholing. By default, the
sinkhole IP address is set to a Palo Alto Networks server. You can then
use the traffic logs or build a custom report that filters on the sinkhole IP
address and identify infected clients.

The following is the sequence of events that will occur when an DNS
request is sinkholed:

Malicious software on an infected client computer sends a DNS query to
resolve a malicious host on the Internet.

The client's DNS query is sent to an internal DNS server, which then
queries a public DNS server on the other side of the firewall.

The DNS query matches a DNS entry in the specified DNS signature
database source, so the sinkhole action will be performed on the query.

The infected client then attempts to start a session with the host, but uses
the forged IP address instead. The forged IP address is the address defined
in the Anti-Spyware profile DNS Signatures tab when the sinkhole action is
selected.

The administrator is alerted of a malicious DNS query in the threat log, and
can then search the traffic logs for the sinkhole IP address and can easily
locate the client IP address that is trying to start a session with the sinkhole
IP address.

DNS Exceptions Tab

The DNS signature exceptions allow you to exclude specific threat IDs from policy enforcement as well
as specify domain/FQDN allow lists for approved domain sources.

To add specific threats that you want to exclude from policy, select or search for a Threat ID and click
Enable. Each entry provides the threat Threat ID, Name, and FQDN of the object.

To Add a domain or FQDN allow list, provide the location of the allow list as well as an appropriate

description.
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Objects > Security Profiles > Vulnerability
Protection

A Security policy rule can include specification of a Vulnerability Protection profile that determines the
level of protection against buffer overflows, illegal code execution, and other attempts to exploit system
vulnerabilities. There are two predefined profiles available for the Vulnerability Protection feature:

e The default profile applies the default action to all client and server critical, high, and medium severity
vulnerabilities. It does not detect low and informational vulnerability protection events. The Palo Alto
Networks content package on the device determines the default action.

e The strict profile applies the block response to all client and server critical, high and medium severity
spyware events and uses the default action for low and informational vulnerability protection events.

Customized profiles can be used to minimize vulnerability checking for traffic between trusted security
zones, and to maximize protection for traffic received from untrusted zones, such as the Internet, as well
as the traffic sent to highly sensitive destinations, such as server farms. To apply Vulnerability Protection
profiles to Security policies, refer to Policies > Security.

o Apply a Vulnerability Protection profile to every Security Policy rule that allows traffic to

i protect against buffer overflows, illegal code execution, and other attempts to exploit client-
and server-side vulnerabilities.

The Rules settings specify collections of signatures to enable, as well as actions to be taken when a

signature within a collection is triggered.

The Exceptions settings allows you to change the response to a specific signature. For example, you
can block all packets that match a signature, except for the selected one, which generates an alert. The
Exception tab supports filtering functions.

The Vulnerability Protection page presents a default set of columns. Additional columns of information
are available by using the column chooser. Click the arrow to the right of a column header and select the
columns from the Columns sub-menu.

The following tables describe the Vulnerability Protection profile settings:

Vulnerability Protection Description

Profile Settings

Name Enter a profile name (up to 31 characters). This name appears in the list of
Vulnerability Protection profiles when defining security policies. The name
is case-sensitive and must be unique. Use only letters, numbers, spaces,
hyphens, periods, and underscores.

Description Enter a description for the profile (up to 255 characters).

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.
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Vulnerability Protection Description

Profile Settings

Disable override Select this option to prevent administrators from overriding the settings

( ) of this Vulnerability Protection profile in device groups that inherit the
profile. This selection is cleared by default, which means administrators can
override the settings for any device group that inherits the profile.

Rules Tab

Rule Name Specify a name to identify the rule.

Threat Name Specify a text string to match. The firewall applies a collection of signatures
to the rule by searching signature names for this text string.

CVE Specify common vulnerabilities and exposures (CVEs) if you want to limit
the signatures to those that also match the specified CVEs.

Each CVE is in the format CVE-yyyy-xxxx, where yyyy is the year and xxxx
is the unique identifier. You can perform a string match on this field. For
example, to find vulnerabilities for the year 2011, enter “2011”".

Host Type Specify whether to limit the signatures for the rule to those that are client
side, server side, or either (any).

Severity Select severities to match (informational, low, medium, high, or critical)
if you want to limit the signatures to those that also match the specified
severities.

Action Choose the action to take when the rule is triggered. For a list of actions,
see Actions in Security Profiles.

The Default action is based on the pre-defined action that is part of each
signature provided by Palo Alto Networks. To view the default action for

a signature, select Objects > Security Profiles > Vulnerability Protection
and Add or select an existing profile. Click the Exceptions tab and then click
Show all signatures to see a list of all signatures and the associated Action.

For the best security, set the Action for both client and

ipgr server critical, high, and medium severity events to reset-
both and use the default action for Informational and Low
severity events.

Packet Capture Select this option if you want to capture identified packets.

Select single-packet to capture one packet when a threat is detected,

or select the extended-capture option to capture from 1 to 50 packets
(default is 5 packets). Extended-capture provides more context to the
threat when analyzing the threat logs. To view the packet capture, select
Monitor > Logs > Threat and locate the log entry you are interested in
and then click the green down arrow in the second column. To define
the number of packets that should be captured, select Device > Setup >
Content-ID and then edit the Content-ID Settings.
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Vulnerability Protection

Profile Settings

Description

If the action for a given threat is allow, the firewall does not trigger a
Threat log and does not capture packets. If the action is alert, you can

set the packet capture to single-packet or extended-capture. All blocking
actions (drop, block, and reset actions) capture a single packet. The content
package on the device determines the default action.

Enable extended-capture for critical, high, and medium

i severity events and single-packet capture for low severity
events. Use the default extended-capture value of 5
packets, which provides enough information to analyze the
threat in most cases. (Too much packet capture traffic may
result in dropping packet captures.) Don't enable packet
capture for informational events because it's not very useful
compared to capturing information about higher severity
events and creates a relatively high volume of low-value
traffic.

Apply extended packet capture using the same logic you
use to decide what traffic to log—take extended captures of
the traffic you log, including traffic you block.

Exceptions Tab

Enable Select Enable for each threat for which you want to assign an action, or
select All to respond to all listed threats. The list depends on the selected
host, category, and severity. If the list is empty, there are no threats for the
current selections.

ID

Vendor ID Specify vendor IDs if you want to limit the signatures to those that also

match the specified vendor IDs.

For example, the Microsoft vendor IDs are in the form MSyy-xxx, where yy
is the two-digit year and xxx is the unique identifier. For example, to match
Microsoft for the year 2009, enter “MS09” in the Search field.

Threat Name

Only create a threat exception if you are sure an identified

iy threat is not a threat (false positive). If you believe you
have discovered a false positive, open a support case with
TAC so Palo Alto Networks can investigate the incorrectly
identified threat. When the issue is resolved, remove the
exception from the profile immediately.

The vulnerability signature database contains signatures that indicate a
brute force attack; for example, Threat ID 40001 triggers on an FTP brute
force attack. Brute-force signatures trigger when a condition occurs in a
certain time threshold. The thresholds are pre-configured for brute force

signatures, and can be changed by clicking edit ( ) next to the threat
name on the Vulnerability tab (with the Custom option selected). You
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Vulnerability Protection

Profile Settings

Description

can specify the number of hits per unit of time and whether the threshold
applies to source, destination, or source-and-destination.

Thresholds can be applied on a source IP, destination IP or a combination of
source IP and destination IP.

The default action is shown in parentheses.

IP Address Exemptions

Click into the IP Address Exemptions column to Add IP address filters to

a threat exception. When you add an IP address to a threat exception, the
threat exception action for that signature will take precedence over the
rule's action only if the signature is triggered by a session with either a
source or destination IP address matching an IP address in the exception.
You can add up to 100 IP addresses per signature. You must enter a unicast
IP address (that is, an address without a netmask), such as 10.1.7.8 or
2001:db8:123:1::1. By adding IP address exemptions, you do not have to
create a new policy rule and new vulnerability profile to create an exception
for a specific IP address.

Rule

CVE The CVE column shows identifiers for common vulnerabilities and
exposures (CVE). These unique, common identifiers are for publicly known
information security vulnerabilities.

Host

Category Select a vulnerability category if you want to limit the signatures to those
that match that category.

Severity

Action Choose an action from the drop-down, or choose from the Action drop-

down at the top of the list to apply the same action to all threats.

Packet Capture

Select Packet Capture if you want to capture identified packets.

Show all signatures

Enable Show all signatures to list all signatures. If Show all signatures is
disabled, only the signatures that are exceptions are listed.
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Objects > Security Profiles > URL Filtering

You can use URL filtering profiles to not only control access to web content, but also to control how users
interact with web content.

What are you looking for? See:

Control access to websites based on URL URL Filtering Categories
category.

Detect corporate credential submissions, User Credential Detection

and then decide the URL categories to which

users can submit credentials. URL Filtering Categories

Block search results if the end user is not URL Filtering Settings
using the strictest safe search settings.

Enable logging of HTTP headers. URL Filtering Settings

Control access to websites using custom HTTP Header Insertion
HTTP Headers.

Enable inline ML to analyze web pages in URL Filtering Inline ML

real-time to determine if it contains malicious

content.

Looking for more? e Learn more about how to configure URL Filtering.

e Use URL categories to Prevent Credential Phishing.

e To create custom URL categories, select Objects >
Custom Objects > URL Category.

e To import a list of URLs that you want to enforce,
select Objects > External Dynamic Lists.

URL Filtering General Settings

The following table describes the general URL filtering settings.

General Settings Description

Name Enter a profile name (up to 31 characters). This name appears in the list
of URL filtering profiles when defining security policies. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.

Description Enter a description for the profile (up to 255 characters).

Shared Select this option if you want the profile to be available to:
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General Settings Description

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this URL Filtering profile in device groups that inherit the profile. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the profile.

URL Filtering Categories

Select Objects > Security Profiles > URL Filtering > Categories to control access to websites based on URL
categories.

Categories Settings Description

Category Displays the URL categories and lists for which you can define web access
and usage policy. By default, the Site Access and User Credential Submission
permissions for all categories are set to Allow.

URL categories and lists are grouped into three drop-downs:

o Custom URL Categories—Select Objects > Custom Objects > URL
Category to define a custom URL category. You can base custom URL
categories on a list of URLs or on multiple predefined categories.

e External Dynamic URL Lists— Select Objects > External Dynamic Lists to
enable the firewall to import a list of URLs from a web server.

e Pre-defined Categories—Lists all URL categories defined by PAN-DB, the
Palo Alto Networks URL, and the IP cloud database.

Block all known dangerous URL categories to protect

i against exploit infiltration, malware download, command-
and-control activity, and data exfiltration: command-and-
control, copyright-infringement, dynamic-dns, extremism,
malware, phishing, proxy-avoidance-and-anonymizers,
unknown, newly-registered-domain, grayware, and parked.

To phase in a block policy, set categories to continue and
create a custom response page to educate users about
your use policy and alert them that they are visiting a site
that potentially poses a threat. After a suitable period of
time, transition to a policy that blocks these potentially
malicious sites.

Site Access For each URL category, select the action to take when a user attempts to
access a URL in that category:

e alert—Allows access to the web site but adds an alert to the URL log each
time a user accesses the URL.
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Categories Settings Description

o Set alert as the Action for categories of traffic that you
i don't block so that it logs the access attempt and provides
visibility into the traffic.

e allow—Allows access to the web site.

O Because allow doesn’t log unblocked traffic, set alert as

ipgh the Action for categories of traffic you don't block if you
want to log the access attempts and provide visibility into
that traffic.

e block—Blocks access to the website. If the Site Access to a URL category
is set to block, then the User Credential Submission permissions are
automatically also set to block.

e continue—Displays a warning page to users to discourage them from
accessing the website. The user must then choose to Continue to the
website if they decide to ignore the warning.

 The continue (warning) pages are not displayed properly on
l client machines that are configured to use a proxy server.

e override—Displays a response page that prompts the user to enter a
valid password to gain access to the site. Configure URL Admin Override
settings (Device > Setup > Content ID) to manage password and other
override settings. (See also the Management Settings table in Device >
Setup > Content-1D).

\» The override pages are not displayed properly on client
machines that are configured to use a proxy server.

e none ( )—If you created custom URL categories,
set the action to none to allow the firewall to inherit the URL filtering
category assignment from your URL database vendor. Setting the action to
none gives you the flexibility to ignore custom categories in a URL filtering
profile while allowing you to use the custom URL category as a match
criteria in policy rules (Security, Decryption, and QoS) to make exceptions
or to enforce different actions. To delete a custom URL category, you
must set the action to none in any profile where the custom category is
used. For information on custom URL categories, see Objects > Custom
Objects > URL Category.

User Credential For each URL category, select User Credential Submissions to allow or
Submission disallow users from submitting valid corporate credentials to a URL in that
category. Before you can control user credential submissions based on URL
category, you must enable credential submission detection (select the User
Credential Detection tab).

URL categories with the Site Access set to block are set to automatically also
block user credential submissions.

o alert—Allows users to submit credentials to the website, but generate
a URL Filtering log each time a user submits credentials to sites in this
category.

o allow (default)—Allows users to submit credentials to the website.
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Categories Settings Description

e block—Blocks users from submitting credentials to the website. A default
anti-phishing response page blocks user credential submissions.

e continue—Displays a response page to users that prompts them to select
Continue to submit credentials to the site. By default, an anti-phishing
continue page displays to warn users when they attempt to submit
credentials to sites to which credential submissions are discouraged.

You can choose to create a custom response page to warn users against
phishing attempts or to educate them against reusing valid corporate
credentials on other websites.

Check URL Category

Click to access the PAN-DB URL Filtering database, where you can enter a
URL or IP address to view categorization information.

Dynamic URL Filtering
(disabled by default)

(

Select to enable cloud lookup for categorizing the URL. This option is invoked
if the local database is unable to categorize the URL.

If the URL is unresolved after a 5 second timeout, the response is displayed as
Not resol ved URL.

»  With PAN-DB, this option is enabled by default and is not
L configurable.

URL Filtering Settings

Select Objects > Security Profiles > URL Filtering > URL Filtering Settings to enforce safe search settings,
and to enable logging of HTTP headers.

URL Filtering Settings Descriptions

Log container page only
Default: Enabled

Select this option to log only the URLs that match the content type that is
specified. The firewall doesn'’t log related web links during the session, such
as advertisements and content links, which reduces the logging and memory
load while still logging relevant URLs.

v~ If you use proxies that mask the original IP address of the

_Q_ source, enable the HTTP Header Logging X-Forwarded-For

=  option to preserve the original IP address of the user who
initiate the web page request.

Enable Safe Search
Enforcement

Default: Disabled

A URL filtering license
is not required to use
this feature.

Select this option to enforce strict safe search filtering.

Many search engines have a safe search setting that filters out adult images
and videos in search query return traffic. When you select the setting to
Enable Safe Search Enforcement, the firewall blocks search results if the end
user is not using the strictest safe search settings in the search query. The
firewall can enforce safe search for the following search providers: Google,
Yahoo, Bing, Yandex, and YouTube. This is a best-effort setting and is not
guaranteed by the search providers to work with every website.

To use safe search enforcement you must enable this setting and then attach
the URL filtering profile Security policy rule. The firewall will then block any
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URL Filtering Settings Descriptions

matching search query return traffic that is not using the strictest safe search
settings.

!\‘ If you are performing a search on Yahoo Japan (yahoo.co.jp)

while logged into your Yahoo account, the lock option for the
search setting must also be enabled.

¢ To prevent users from bypassing this feature by using other
/. search providers, configure the URL filtering profile to block

= the search-engines category and then allow access to Bing,

Google, Yahoo, Yandex, and YouTube.

HTTP Header Logging

Enabling HTTP Header Logging provides visibility into the attributes included
in the HTTP request sent to a server. When enabled one or more of the
following attribute-value pairs are recorded in the URL Filtering log:

User-Agent—The web browser that the user used to access the URL. This
information is sent in the HTTP request to the server. For example, the
User-Agent can be Internet Explorer or Firefox. The User-Agent value in
the log supports up to 1024 characters.

Referer—The URL of the web page that linked the user to another web
page; it is the source that redirected (referred) the user to the web page
that is being requested. The referer value in the log supports up to 256
characters.

X-Forwarded-For—The header field option that preserves the IP address
of the user who requested the web page. It allows you to identify the IP
address of the user, which is particularly useful if you have a proxy server
on your network or you have implemented Source NAT, that is masking
the user’s IP address such that all requests seem to originate from the
proxy server's IP address or a common IP address. The x-forwarded-for
value in the log supports up to 128 characters.

User Credential Detection

Select Objects > Security Profiles > URL Filtering > User Credential Detection to enable the firewall to
detect when users submit corporate credentials.

Configure user credential detection so that users can submit credentials only to sites
i in specified URL categories, which reduces the attack surface by preventing credential

submission to sites in untrusted categories. If you block all the URL categories in a URL

Filtering profile for user credential submission, you don’t need to check credentials.

The firewall uses one of three methods to detect valid credentials submitted to web pages. Each method
requires User-ID™, which enables the firewall to compare username and password submissions to web
pages against valid, corporate credentials. Select one of these methods to then continue to Prevent

Credential Phishing © based on URL category.

t\‘ You must configure the firewall to decrypt traffic that you want to monitor for user credentials.
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User Credential

Description

Detection Settings

IP User

This credential detection method checks for valid username submissions.

You can use this method to detect credential submissions that include a valid
corporate username (regardless of the accompanying password). The firewall
determines a username match by verifying that the username matches the
user logged in the source IP address of the session. To use this method, the
firewall matches the submitted username against its IP-address-to-username
mapping table. To use this method you can use any of the user mapping
methods described in Map |IP Addresses to Users.

Group Mapping

The firewall determines if the username a user submits to a restricted site
matches any valid corporate username. To do this, the firewall matches the
submitted username to the list of usernames in its user-to-group mapping
table to detect when users submit a corporate usernames to a site in a
restricted category.

This method only checks for corporate username submissions based on LDAP
group membership, which makes it simple to configure, but more prone to

false positives. You must enable group mapping  to use this method.

Domain Credential

This credential detection method enables the firewall to check for a valid
corporate username and the associated password. The firewall determines
if the username and password a user submits matches the same user’s
corporate username and password.

To do this, the firewall must able to match credential submissions to valid
corporate usernames and passwords and verify that the username submitted
maps to the IP address of the logged in user. This mode is supported only
with the Windows-based User-ID agent, and requires that the User-ID agent
is installed on a read-only domain controller (RODC) and equipped with

the User-ID Credential Service Add-on. To use this method, you must also
enable User-ID to Map IP Addresses to Users using any of the supported user
mapping methods, including Authentication Policy, Authentication Portal, and
GlobalProtect.™

See Prevent Credential Phishing ™ for details on each of the methods the
firewall can use to check for valid corporate credential submissions, and for
steps to enable phishing prevention.

Valid Username
Detected Log Severity

Set the severity for logs that indicate the firewall detected a valid username
submission to a website.

This log severity is associated with events where a valid username is
submitted to websites with credential submission permissions to alert, block
or continue. Logs that record when a user submits a valid username to a
website for which credential submissions are allowed have a severity of
informational. Select Categories to review or adjust the URL categories to
which credential submissions are allowed and blocked.

o Set the log severity to medium or stronger.

A
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HTTP Header Insertion

To enable the firewall to manage web application access by inserting HTTP headers and their values into
HTTP requests, select Objects > Security Profiles > URL Filtering > HTTP Header Insertion.

\ The firewall supports header insertion for HTTP/1.x traffic only; the firewall does not support
header insertion for HTTP/2 traffic.

You can create insertion entries based on a predefined HTTP header insertion type or you can create your
own custom type. Header insertion is typically performed for custom HTTP headers but you can also insert
standard HTTP headers.

Header insertion occurs when:

1. An HTTP request matches a Security policy rule with one or more configured HTTP header insertion
entries.

2. A specified domain matches the domain found in the HTTP Host header.
3. The action is anything other than bl ock.

\» The firewall can perform HTTP header insertion only for the GET, POST, PUT, and HEAD
methods.

If you enable HTTP header insertion and the identified header is missing from a request, the firewall inserts
the header. If the identified header already exists in the request, then the firewall overwrites the header
values with the values that you specify.

Add an insertion entry or select an existing insertion entry to modify it. When needed, you can also select
an insertion entry and Delete it.

\» The default block list action for a new HTTP header insertion entry is bl ock. If you
want a different action, go to URL Filtering Categories and select the appropriate action.
Alternatively, add the insertion entry to a profile that is configured with the desired action.

HTTP Header Insertion Description

Settings
Name The Name for this HTTP header insertion entry.
Type The Type of entry you want to create. Entries can be either predefined

or custom. The firewall uses content updates to populate and maintain
predefined entries.

To include the username in the HTTP header, select Dynamic Fields.

Domains Header insertion occurs when a domain in this list matches the Host header
of the HTTP request.

If you are creating a predefined entry, the domain list is predefined in a
content update. This is sufficient for most use cases but you can add or delete
domains as needed.

To create a custom entry, Add at least one domain to this list.

Each domain name can be up to 256 characters and you can identify a
maximum of 50 domains for each entry. You can use an asterisk (*) as a
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HTTP Header Insertion

Settings

Description

wildcard character, which matches any request to the specified domain (for
example, *.etrade.com).

Header When you create a predefined entry, the Header list is pre-populated by a
content update. This is sufficient for most use cases but you can add or delete
headers as needed.

When you create a custom entry, add one or more headers (up to a total of
five) to this list.

Header names can have up to 100 characters but cannot include spaces.
To include the username in the HTTP header, select X-Authenticated-User
then select the Value, or Add a new header.

Value Configure the Value using a maximum of 512 characters. The header value
varies depending on what information you want to include in the HTTP
header for the specified domains. For example, manage user access to SaaS
applications by selecting predefined types or by using custom entries.

To include the username in the HTTP header, select the domain and
username format that the security device requires:
e ($domai n)\ ($user)
e WnNT://($domai n)/ ($user)
Alternatively, enter a custom format using the ($user) and ( $domai n)
dynamic tokens (for example, ($user) @ $donai n) ).
The firewall populates the user and domain dynamic tokens using the primary
username in the group mapping profile.
) Use each ($user) and ($donmi n) dynamic token only
! once per value.
Log Select Log to enable logging of this header insertion entry.

URL Filtering Inline ML

Select Objects > Security Profiles > URL Filtering > Inline ML to enable and configure real-time analysis of
web pages using a firewall-based machine learning model.

Field Description

Use the Inline ML tab to enable and configure policy actions.

Available Models

For each available inline ML model, you can select one of the following
actions:

e Alert—The website is allowed and a log entry is generated in the URL
filtering log.
e Allow—The website is allowed and no log entry is generated.
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Field Description

e Block—The website is blocked and the user will not be able to continue to
the website. A log entry is generated in the URL filtering log.

Exceptions You can define URL Exceptions for specific web sites that you do not want
analyzed, such as those that might trigger false-positives.

To add URL exceptions, you must first define a valid EDL (external dynamic
list) or custom URL category. Click Add to view and select from the available
options.
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Objects > Security Profiles > File Blocking

You can attach a File Blocking profile to a Security policy rule (Policies > Security) to block users from
uploading or downloading specified file types or to generate an alert when a user attempts to upload or

download specified file types.

For the best security, apply the predefined strict profile. If you need to support critical

i applications that use a file type which the strict profile blocks, clone the strict profile and
make only the file type exceptions you need. Apply the cloned profile to a Security Policy rule
that restricts the exception to only the sources, destinations, and users that need to use the
file type. You can also use Direction to restrict the exception to uploading or downloading.

If you don't block all Windows PE files, send all unknown files to WildFire for analysis.
For user accounts, set the Action to continue to help prevent drive-by downloads where
malicious web sites, emails, or pop-ups cause users to inadvertently download malicious
files. Educate users that a Continue prompt for a file transfer they didn’t knowingly initiate
may mean they are subject to a malicious download.

The following tables describe the file blocking profile settings.

File Blocking Profile

Settings

Description

Name Enter a profile name (up to 31 characters). This name appears in the list
of file blocking profiles when defining security policies. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.

Description Enter a description for the profile (up to 255 characters).

Shared ( Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings

of this File Blocking profile in device groups that inherit the profile. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the profile.

Rules

Define one or more rules to specify the action taken (if any) for the selected
file types. To add a rule, specify the following and click Add:

e Name—Enter a rule name (up to 31 characters).

e Applications—Select the applications the rule applies to or select any.

e File Types—Click in the file types field and then click Add to view a
list of supported file types. Click a file type to add it to the profile and
continue to add additional file types as needed. If you select Any, the
defined action is taken on all supported file types.
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File Blocking Profile Description

Settings

e Direction—Select the direction of the file transfer (Upload, Download,
or Both).

e Action—Select the action taken when the selected file types are
detected:

e alert—An entry is added to the threat log.

e continue—A message to the user indicates that a download has been
requested and asks the user to confirm whether to continue. The
purpose is to warn the user of a possible unknown download (also
known as a drive-by-download) and to give the user the option of
continuing or stopping the download.

When you create a file blocking profile with the action continue, you
can only choose the application web-browsing. If you choose any
other application, traffic that matches the Security policy rule will not
flow through the firewall due to the fact that the users will not be
prompted with a continue page.

e block—The file is blocked.
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Objects > Security Profiles > WildFire Analysis

Use a WildFire Analysis profile to specify for WildFire file analysis to be performed locally on the WildFire
appliance or in the WildFire cloud. You can specify traffic to be forwarded to the public cloud or private
cloud based on file type, application, or the transmission direction of the file (upload or download). After
creating a WildFire analysis profile, adding the profile to a policy (Policies > Security) further allows you
apply the profile settings to any traffic matched to that policy (for example, a URL category defined in the

policy).

Use the predefined default profile to forward all unknown files to WildFire for analysis. In
Apg»  addition, set up WildFire appliance content updates to download and install every minute so
you always have the most recent support.

WildFire Analysis Profile Settings

Name Enter a descriptive name for the WildFire analysis profile (up to 31
characters). This name appears in the list of WildFire Analysis profiles
that you can choose from when defining a Security policy rule. The name
is case-sensitive and must be unique. Use only letters, numbers, spaces,
hyphens, and underscores.

Description Optionally describe the profile rules or the intended use for the profile (up
to 255 characters).

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this Vulnerability Protection profile in device groups that inherit the
profile. This selection is cleared by default, which means administrators can
override the settings for any device group that inherits the profile.

Rules Define one or more rules to specify traffic to forward to either the WildFire
public cloud or the WildFire appliance (private cloud) for analysis.

e Enter a descriptive Name for any rules you add to the profile (up to 31
characters).

e Add an Application so that any application traffic will be matched to the
rule and forwarded to the specified analysis destination.

e Select a File Type to be analyzed at the defined analysis destination for
the rule.

\ A WildFire private cloud (hosted by a WildFire appliance)
does not support analysis of APK, Mac OS X, archive, and
linux files.
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WildFire Analysis Profile Settings

Apply the rule to traffic depending on the transmission Direction. You
can apply the rule to upload traffic, download traffic, or both.

Select the destination for traffic to be forwarded for Analysis:
e Select public-cloud so that all traffic matched to the rule is forwarded
to the WildFire public cloud for analysis.

e Select private-cloud so that all traffic matched to the rule is
forwarded to the WildFire appliance for analysis.
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Objects > Security Profiles > Data Filtering

Data filtering enables the firewall to detect sensitive information—such as credit card or social security
numbers or internal corporate documents—and prevent this data from leaving a secure network. Before you
enable data filtering, select Objects > Custom Objects > Data Patterns to define the type of data you want
to filter (such as social security numbers or document titles that contain the word “confidential”). You can
add several data pattern objects to a single Data Filtering profile and, when attached to a Security policy
rule, the firewall scans allowed traffic for each data pattern and blocks matching traffic based on the data
filtering profile settings.

Data Filtering Profile Description

Settings

Name Enter a profile name (up to 31 characters). This name appears in the list of
log forwarding profiles when defining security policies. The name is case-

sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.

Description Enter a description for the profile (up to 255 characters).

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this Data Filtering profile in device groups that inherit the profile. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the profile.

Data Capture Select this option to automatically collect the data that is blocked by the
filter.

\ Specify a password for Manage Data Protection on the
Settings page to view your captured data. Refer to Device >
Setup > Management.

Data Pattern Add an existing data pattern to use for filtering or select New to configure a
new data pattern object (Objects > Custom Objects > Data Patterns).

Applications Specify the applications to include in the filtering rule:

e Choose any to apply the filter to all of the listed applications. This
selection does not block all possible applications, just the listed ones.

e Click Add to specify individual applications.

File Types Specify the file types to include in the filtering rule:
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Data Filtering Profile

Settings

Description

e Choose any to apply the filter to all of the listed file types. This selection
does not block all possible file types, just the listed ones.

e Click Add to specify individual file types.

Direction Specify whether to apply the filter in the upload direction, download
direction, or both.

Alert Threshold Specify the number of times the data pattern must be detected in a file to
trigger an alert.

Block Threshold Block files that contain at least this many instances of the data pattern.

Log Severity Define the log severity recorded for events that match this data filtering

profile rule.
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Objects > Security Profiles > DoS Protection

DoS Protection profiles are designed for high-precision targeting and they augment Zone Protection
profiles. A DoS Protection profile specifies the threshold rates at which new connections per second (CPS)
trigger an alarm and an action (specified in the DoS Protection policy). The DoS Protection profile also
specifies the maximum CPS rate and how long a blocked IP address remains on the Block IP list. You specify
a DoS protection profile in a DoS protection policy rule, where you specify the criteria for packets to match
the rule, and the policy rule determines the devices to which the profile applies.

Create DoS Protection profiles and policies to protect critical individual devices or small
Apgr  9roups of devices, especially internet-facing devices such as web servers and database
servers.

You can configure Aggregate and Classified DoS Protection profiles. You can apply an Aggregate profile, a
Classified profile, or one of each type to a DoS Protection policy rule. If you apply both profile types to a
rule, the firewall applies the Aggregate profile first and then applies the Classified profile if needed.

e A Classified DoS Protection profile has Classified selected as the Type. When you apply a Classified
DoS Protection profile to a DoS Protection rule whose action is Protect, the firewall counts connections
toward the profile’s CPS thresholds if the packet meets the specified Address type: source-ip-only,
destination-ip-only, or src-dest-ip-both.

e An Aggregate DoS Protection profile has Aggregate selected as the Type. When you apply an Aggregate
DoS Protection profile a DoS Protection rule whose action is Protect, the firewall counts all connections
(the combined number of connections for the group of devices specified in the rule) that meet the
criteria for the rule toward the profile’'s CPS thresholds.

To apply a DoS Protection profile to a DoS Protection policy, see Policies > DoS Protection.

\» If you have a multiple virtual system (multi-vsys) environment and have configured the
following:

« External zones to enable inter-virtual system communication and

e Shared gateways to allow virtual systems to share a common interface and a single IP
address for external communications, then

The following Zone and DoS protection mechanisms are disabled on the external zone:

¢ SYN cookies
e |P fragmentation
+ ICMPv6

To enable IP fragmentation and ICMPvV6 protection, create a separate zone protection profile
for the shared gateway.

To protect against SYN floods on a shared gateway, you can apply a SYN Flood protection
profile with either Random Early Drop or SYN cookies. On an external zone, only Random
Early Drop is available for SYN Flood protection.

DoS Protection Profile Settings

Name Enter a profile name (up to 31 characters). This name appears in the list of
log forwarding profiles when defining security policies. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens,
and underscores.
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DoS Protection Profile Settings

Description Enter a description of the profile (up to 255 characters).

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile will be available only to the Virtual System selected
in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
will be available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings

( ) of this DoS Protection profile in device groups that inherit the profile. This
selection is cleared by default, which means administrators can override the
settings for any device group that inherits the profile.

Type Select one of the following profile types:

o Aggregate—Apply the DoS thresholds configured in the profile to all
connections that match the rule criteria on which this profile is applied.
For example, an aggregate rule with a SYN flood Alarm Rate threshold
of 10,000 CPS counts the combined connections of all the devices that
match the DoS rule. When the total CPS for the group exceeds 10,000
CPS that triggers the alarm, regardless of how the CPS are spread across
the devices.

e Classified—Apply the DoS thresholds configured in the profile to
each individual connection that matches the classification criteria
(source IP address, destination IP address, or source-and-destination
IP address pair). For example, a classified rule with a SYN flood Alarm
Rate threshold of 10,000 CPS allows up to 10,000 CPS per device and
triggers an alarm when any individual device specified in the DoS rule
exceeds 10,000 CPS.

Flood Protection Tab

SYN Flood tab Select this option to enable the type of flood protection indicated on the

UDP Flood tab tab and specify the following settings:

ICMP Flood tab . ActlonT(SYN !:Iood 9n|y) Action that the. flrewgll performs if the DoS
Protection policy action is Protect and if incoming CPS reach the

ICMPv6 Flood tab Activate Rate. Choose one of the following:

Other IP Flood tab ¢ Random Early Drop—Drop packets randomly when connections per

second reach the Activate Rate threshold.

e SYN cookies—Use SYN cookies to generate acknowledgments so
that it is not necessary to drop connections during a SYN flood
attack.

o Start with SYN Cookies, which treats legitimate traffic

1 fairly but consumes more firewall resources. Monitor
CPU and memory utilization, and if SYN Cookies
consumes too many resources, switch to RED. Always
use RED if you don’'t have a dedicated DDoS prevention
device at the network (internet) edge to protect against
large volume DoS attacks.

[
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DoS Protection Profile Settings

¢ Alarm Rate—Specify the threshold rate (CPS) to generate a DoS alarm
(range is 0 to 2,000,000 cps; default is 10,000 cps).

For Classified profiles, the best practice is to set the threshold to
15-20% above the device's average CPS rate to accommodate normal
fluctuations and adjust the threshold if you receive too many alarms. For
Aggregate profiles, the best practice is to set the threshold to 15-20%
above the group’s average CPS rate. Monitor and adjust the thresholds
as needed.

e Activate Rate—Specify the threshold rate (cps) at which a DoS response
is activated. The DoS response is configured in the Action field of
the DoS Protection profile (Random Early Drop or SYN cookies). The
Activate Rate range is 0 to 2,000,000 cps; default is 10,000 cps.

If the profile Action is Random Early Drop (RED), when incoming
connections per second reach the Activate Rate threshold, RED occurs.
If the CPS rate increases, the RED rate increases according to an
algorithm. The firewall continues with RED until the CPS rate reaches
the Max Rate threshold.

Classified profiles apply exact CPS limits to individual devices and you
base those limits on the capacity of the protected devices, so you don'’t
need to throttle CPS gradually and can set the Activate Rate to the
same threshold as the Max Rate. Set the Activate Rate lower than the
Max Rate only if you want to begin dropping traffic to an individual
server before it reaches the Max Rate. For Aggregate profiles, set the
threshold just above the peak CPS rate for the group. Monitor and
adjust the thresholds as needed.

e Max Rate—Specify the threshold rate of incoming connections per
second the firewall allows. At the Max Rate threshold, the firewall
drops 100% of new connections (range is 2 to 2,000,000 cps; default is
40,000 cps.)

For Classified profiles, base the Max Rate on the capacity of the devices
you're protecting so they can’t be flooded. For Aggregate profiles, set
the Max Rate to 80-90% of the group’s capacity. Monitor and adjust the
thresholds as needed.

e Block Duration—Specify the length of time (seconds) during which the
offending IP address remains on the Block IP list and connections with
the IP address are blocked. The firewall doesn’t count packets that arrive
during the block duration toward the Alarm Rate, Activate Rate, or Max
Rate thresholds (range is 1 to 21,600 seconds; default is 300 seconds).

Resources Protection Tab

Sessions Select this option to enable resources protection.
Maximum Concurrent Specify the maximum number of concurrent sessions.
Sessions

e For the Aggregate profile type, this limit applies to all traffic hitting the
DoS Protection rule on which the DoS Protection profile is applied.

e For the Classified profile type, this limit applies to the traffic on a
classified basis (source IP, destination IP or source-and-destination IP)
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DoS Protection Profile Settings

hitting the DoS Protection rule to which the DoS Protection profile is
applied.
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Objects > Security Profiles > Mobile Network

Protection

The Mobile Network Protection profile enables the firewall to inspect GTP and HTTP/2 in 5G Service
Based Architecture (SBA) traffic. To view this profile, you must enable GTP Security in Device > Setup >

Management.

Use the options in this profile to enable stateful inspection of 5G HTTP/2, GTP v1-C, GTP v2-C, and
GTP-U, to enable protocol validation for GTPv1-C, GTP v2-C, and GTP-U, and to enable GTP-U content
inspection to scan user data within GTP-U tunnels. It also enables you to filter GTP sessions based on APN,
IMSI/IMSI-Prefix, and RAT, and to prevent end-user IP address spoofing.

GTP Inspection Profile
Settings

GTP Inspection

GTP-C .

Select Stateful Inspection to enable the firewall to inspect GTPv1-C or
GTPv2-C or both. When you enable stateful inspection, the firewall uses
the source IP, source port, destination IP, destination port, protocol, and
the Tunnel Endpoint IDs (TEID) to keep track of a GTP session. It also
checks and validates the order of the different types of GTP messages
that are used to establish a GTP tunnel. The TEID uniquely identifies

the GSN tunnel endpoints. The tunnels for an uplink and a downlink are
separate and use a different TEID.

Select the Action—Block or Alert—that the firewall takes upon a validity
check failure. The alert action allows the traffic but generates a log; the
block action denies the traffic and generates a log.

Specify the validity checks that the firewall must perform on a GTP
header and the Information Elements (IE) in a payload. The firewall uses
the block or alert action you select below for handling the error. You can
configure the firewall to validate:

e Reserved IE—Checks for the GTPv1-C or GTPv2-C messages that
use reserved IE values.

e Orderof IE ( )—Checks that the order of IEs in GTPv1-C
messages is accurate.

e Length of IE—Checks for the GTPv1-C or GTPv2-C messages with
invalid IE length.

e Reserved field in header—Checks for malformed packets that use
invalid values or reserved values in a header.

¢ Unsupported message type—Checks for unknown or incorrect
message types.

GTP-U Enabling stateful inspection for either GTPv1-C and/or GTPv2-C,

automatically enables GTPU-U stateful inspection.

You can specify the following validity checks for GTP-U payloads.

Reserved IE—Checks for the GTP-U messages that use reserved |IE

values in the payload.
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GTP Inspection Profile
Settings

Order of IE—Checks that the order of the IEs in GTP-U messages is

correct.

e Length of IE—Checks for messages with invalid IE length.

e Reserved field in header—Checks for malformed packets that use invalid
values or reserved values in a header.

e Unsupported message type—Checks for unknown or incorrect message
types.

In addition you can also configure an allow, block or alert action for:

e End User IP Address Spoofing—Configure the firewall to block or alert
when the source IP address in a GTP-U packet from the subscriber user
equipment is not the same as the IP address in the corresponding GTP-C
message exchanged during tunnel set up.

e GTP-in-GTP—You can configure the firewall to block or alert when it
detects a GTP-in-GTP message. Upon detection, the firewall generates a
GTP log with critical severity.

e For 4G and 3G, enable GTP-U Content Inspection if you want to
inspect and apply policy to the user data payload within a GTP-U
packet. Inspecting GTP-U content allows you to correlate IMSI and
IMEI information learned from GTP-C messages with the IP traffic
encapsulated in GTP-U packets.

5G-C

For 5G, enable 5G-HTTP2 to enable inspection of 5G HTTP/2 control
packets, which can contain subscriber IDs, equipment IDs, and network
slice information. This enables you to correlate subscriber ID (IMSI),
equipment ID (IMEI), and network slice ID information learned from
HTTP/2 messages with the IP traffic encapsulated in GTP-U packets.

Enabling 5G-HTTP2 disables GTP-C for the profile.

Filtering Options

RAT Filtering

All Radio Access Technologies (RAT) are allowed by default. GTP-C Create-
PDP-Request and Create-Session-Request messages are filtered or allowed
based on the RAT filter. You can specify whether to allow, block or alert on
the following RAT that the user equipment uses to access the mobile core
network:

e UTRAN

e GERAN

¢ WLAN

e GAN

e HSPA Evolution
e EUTRAN

e Virtual

e EUTRAN-NB-loT
e LTE-M

e NR

The following RAT are available when enabling 5G-HTTP2:
¢ WLAN

PAN-OS WEB INTERFACE HELP | Objects 265

© 2020 Palo Alto Networks, Inc.



GTP Inspection Profile
Settings

e EUTRAN
e Virtual
e NR

IMSI Filtering IMSI (International Mobile Subscriber Identity) is a unique identification
associated with a subscriber in GSM, UMTS and LTE networks that is
provisioned in the Subscriber Identity Module (SIM) card.

An IMSl is usually presented as a 15-digit number (8 bytes) but can be
shorter. IMSI is composed of three parts:

e Mobile Country Code (MCC) consisting of three digits. The MCC
identifies uniquely the country of domicile of the mobile subscriber.

e Mobile Network Code (MNC) consisting of two or three digits; two
digits European standard or three digits North American standard. The
MNC identifies the home PLMN of the mobile subscriber.

e Mobile Subscriber Identification Number (MSIN) identifying the mobile
subscriber within a PLMN.

The IMSI Prefix combines the MCC and MNC and allows you to allow,
block, or alert GTP traffic from a specific PLMN. By default all IMSI are
allowed.

You can either manually enter or import a CSV file with IMSI or IMSI
prefixes into the firewall. The IMSI can include wildcards, for example, 310*
or 240011*.

The firewall supports a maximum of 5,000 IMSI or IMSI prefixes.

APN Filtering The Access Point Name (APN) is a reference to a GGSN/ PGW that user
equipment requires to connect to the internet. In 5G, one format of Data
Network Name (DNN) is the APN. The APN is composed of one or two
identifiers:

e APN Network Identifier that defines the external network to which the
GGSN/PGW is connected and optionally a requested service by the
mobile station. This part of the APN is mandatory.

e APN Operator Identifier that defines in which PLMN GPRS/EPS
backbone the GGSN/PGW is located. This part of the APN is optional.

All APNs are allowed by default. The APN filter enables you to allow, block,
or alert GTP traffic based on the APN value. GTP-C Create-PDP-Request
and Create-Session-Request messages are filtered or allowed based on the
rules defined for APN filtering.

You can manually add or import an APN filtering list into the firewall. The
value for the APN must include the network ID or the domain name of the
network (for example, example.com) and, optionally, the operator ID.

For APN filtering, the wildcard '*' allows you to match for all APN. A
combination of '"*' and other characters is not supported for wildcards. For
example, "internet.mnc* " is treated as a regular APN and will not filter all
entries that start with internet.mnc.

The firewall supports a maximum of 1,000 APN filters.
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GTP Inspection Profile
Settings

GTP Tunnel Limit

Max Concurrent Tunnels
Allowed per Destination

Allows you to limit the maximum number of GTP-U tunnels to a destination
IP address, for example to the GGSN (range is O to 100,000,000 tunnels)

Alert at Max Concurrent
Tunnels per Destination

Specify the threshold at which the firewall triggers an alert when the
number of maximum GTP-U tunnels to a destination have been established.
A GTP log message of high severity is generated when the configured
tunnel limit is reached.

Logging frequency

The number of events that the firewall counts before it generates a log
when the configured GTP tunnel limits are exceeded. This setting allows
you to reduce the volume to messages logged (range is O to 100,000,000;
default is 100).

Overbilling Protection

Select the virtual system that serves as the Gi/ SGi firewall on your firewall.
The Gi/ SGi firewall inspects the mobile subscriber IP traffic traversing over
the Gi/ SGi interface from the PGW/ GGSN to the external PDN (packet
data network) such as the internet and secures internet access for mobile
subscribers.

Overbilling can occur when a GGSN assigns a previously used IP address
from the End User IP address pool to a mobile subscriber. When a malicious
server on the internet continues to send packets to this IP address as

it did not close the session initiated for the previous subscriber and

the session is still open on the Gi Firewall. To disallow data from being
delivered, whenever a GTP tunnel is deleted (detected by delete-PDP or
delete-session message) or timed-out, the firewall enabled for overbilling
protection notifies the Gi/ SGi firewall to delete all the sessions that belong
to the subscriber from the session table. GTP Security and SGi/ Gi firewall
should be configured on the same physical firewall, but can be in different
virtual systems. In order to delete sessions based on GTP-C events, the
firewall needs to have all the relevant session information and this is
possible only when you manage traffic from the SGi + S11 or S5 interfaces
for GTPv2 and Gi + Gn interfaces for GTPv1 in the mobile core network.

Other Log Settings

By default the firewall does not log allowed GTP messages. You can selectively enable logging of allowed
GTP messages for troubleshooting when needed as it will generate high volume of logs. In addition to
allowed log messages, this tab also allows you to selectively enable logging of user location information.

GTPv1-C Allowed
Messages

Allows you to selectivity enable logging of the allowed GTPv1-C messages,
if you have enabled stateful inspection for GTPv1?C. These messages
generate logs to help you troubleshoot issues as needed.

By default, the firewall does not log allowed messages. The logging options
for allowed GTPv1-C messages are:

¢ Tunnel Management—These GTPv1-C messages are used to manage
the GTP-U tunnels, which carry encapsulated IP packets and signaling
messages between a given pair of network nodes like SGSN and GGSN.
It includes messages such as Create PDP Context Request, Create PDP
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GTP Inspection Profile
Settings

Context Response, Update PDP Context Request, Update PDP Context
Response, Delete PDP Context Request, Delete PDP Context Response.

e Path Management—These GTPv1-C messages are typically sent by the
GSN or Radio Network Controller (RNC) to the other GSN or RNC to
find out if the peer is alive. It includes messages such as Echo Request
and Echo Response.

e Others—These messages include location management, mobility
management, RAN information management, and Multimedia Broadcast
Multicast Service (MBMS) messages.

Log User Location

Enables you to include the user location information, such as area code and
Cell ID, in GTP logs.

Packet Capture

Enables you to capture GTP events.

GTPv2-C Allowed
Messages

Enables you to selectively enable logging of the allowed GTPv2-C messages
if you enabled stateful inspection for GTPv2-C. These messages generate
logs to help you troubleshoot issues as needed.

By default, the firewall does not log allowed messages. The logging options
for allowed GTPv2-C messages are:

¢ Tunnel Management—These GTPv2-C messages are used to manage
the GTP-U tunnels, which carry encapsulated IP packets and signaling
messages between a given pair of network nodes such as the SGW
and PGW. It includes the following types of messages: Create Session
Request, Create Session Response, Create Bearer Request, Create
Bearer Response, Modify Bearer Request, Modify Bearer Response,
Delete Session Request, and Delete Session Response.

e Path Management—These GTPv2-C messages are typically sent by
network node like the SGW or PGW to the other PGW, SGW to find out
of the peer is alive. It includes messages such as Echo Request and Echo
Response.

e Others—These messages include mobility management and Non-3GPP
access related messages.

GTP-U Allowed Messages

Enables you to selectively enable logging of the allowed GTP-U messages if
you enabled stateful inspection for GTPv2-C or GTPv1-C. These messages
generate logs to help you troubleshoot issues as needed.

The logging options for allowed GTP-U messages are:

¢ Tunnel Management—These are GTP-U signaling messages such as
Error Indication.

e Path Management—These GTP-U messages are sent by a network node
(such as eNodeB) to another network node (such as SGW) to find out if
the peer is alive. It includes messages such as Echo Request/Response.

e G-PDU—G-PDU (GTP-U PDU) is used for carrying user data packets
within the network nodes in the mobile core network; it consists of a
GTP header plus a T-PDU.
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G-PDU Packets Logged
per New GTP-U Tunnel

Enable this option to verify that the firewall is inspecting GTP-U PDUs. The
firewall generates a log for the specified number of G-PDU packets in each
new GTP-U tunnel (range is 1 to 10; default is 1).

5G-C Allowed Messages

Select N11 to selectively enable logging of allowed N11 messages. N11
messages help you with troubleshooting and provide deeper visibility

into the HTTP/2 messages exchanged over an N11 interface for different
procedures. This field is available only if you enabled 5G-HTTP2 on the 5G-
C tab in the Mobile Network Protection profile.
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Objects > Security Profiles > SCTP Protection

Create a Stream Control Transmission Protocol (SCTP) Protection profile to specify the ways in which you
want the firewall to validate and filter SCTP chunks. You must first enable SCTP Security (Device > Setup >
Management > General Settings) in order to see this profile type under Security Profiles. You can also limit
the number of IP addresses per SCTP endpoint in a multi-homed environment and you can specify when
the firewall logs SCTP events. After you create an SCTP Protection profile, you then need to apply the
profile to a Security policy rule for a zone.

Firewall models that support SCTP security have a predefined SCTP Protection profile (default-ss7)
available for you to use as is or you can clone the default-ss7 profile as the foundation for a new SCTP
Protection profile. Select Object > Security Profiles > SCTP Protection and select default-ss7 to see the
Operation Codes that cause an alert for this predefined profile.

SCTP Protection Profile Settings

Name Enter a name for the SCTP Protection profile.

Description Enter a description for the SCTP Protection profile.

SCTP Inspection

Unknown Chunk Select the firewall action when it receives an SCTP packet with an
unknown chunk (the chunk is not defined in RFC3758, RFC4820,
RFC4895, RFC4960, RFC5061, or RFC 6525):

e allow (default)—Allow the packet to pass without modification.

o alert—Allow the packet to pass without modification and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

¢ block—Nullify the chunk before passing the packet and generate
an SCTP log.

Chunk Flags Select the firewall action when it receives an SCTP packet with a
chunk flag inconsistent with RFC4960:

o allow (default)—Allow the packet to pass without modification.

e alert—Allow the packet to pass without modification and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

e block—Drop the packet and generate an SCTP log.

Invalid Length Select the firewall action when it receives an SCTP chunk with an
invalid length:

o allow (default)—Allow the packet or chunk to pass without
modification.

e block—Drop the packet and generate an SCTP log (you need to
allocate log storage for these logs—see Log Storage tab.
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SCTP Protection Profile Settings

IP address limit for multihoming

Enter the maximum number of IP addresses you can configure for an
SCTP endpoint before the firewall generates an alert message (range
is 1 to 8; default is 4).

SCTP multihoming is the ability of an endpoint to support more

than one IP address for an association with a peer. If one path to an
endpoint fails, SCTP selects one of the other destination IP addresses
provided for that association.

Log Settings

Select any combination of settings to generate SCTP logs for allowed
chunks, association start and end, and state failure events:

¢ Log at Association Start

e Log at Association End

¢ Log Allowed Association Initialization Chunks
¢ Log Allowed Heartbeat Chunks

¢ Log Allowed Association Termination Chunks
¢ Log All Control Chunks

e Log State Failure Events

For the firewall to store SCTP logs, you need to allocate SCTP log
storage (see Log Storage tab under Logging and Reporting Settings:
Device > Setup > Management).

Filtering Options

SCTP Filtering

Name

Enter a name for the SCTP filter.

PPID

Specify a PPID for the SCTP filter:

e any—causes the firewall to take the Action you specify on all
SCTP data chunks containing a PPID.

e 3GPP PUA
e 3GPP RNA
e LCS-AP

e M2PA

e M2UA

e M3UA

e NBAP

e RUA

e SI1AP

e SBc-AP

e SUA

e X2AP

e Enter a valid PPID value (one that isn’t present in the drop-down).
For example, the PPID value for H.323 is 13.

Each SCTP filter can specify only one PPID, but you can specify
multiple SCTP filters for an SCTP Protection profile.
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Action Specify the action the firewall takes on data chunks containing the
specified PPID:

¢ allow (default)—Allow the chunk to pass without modification.

o alert—Allow the chunk to pass without modification and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

e block—Nullify the chunk before passing the packet and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

SCTP packets are matched to filters in the list from top to bottom. If you create more than one SCTP
filter for a profile, the order of SCTP filters makes a difference. Select a filter and Move Up or Move
Down to change its relative priority in the SCTP Filtering list.

Diameter Filtering

Name Enter a name for the Diameter filter.

Action Specify the action the firewall takes on Diameter chunks containing
the specified Diameter Application IDs, Command Code, and AVPs.
If the inspected chunk includes the specified Diameter Application ID
and any of the specified Diameter Command Codes and any of the
specified Diameter AVPs, then:

e allow (default)—Allow the chunk to pass without modification.

e alert—Allow the chunk to pass without modification and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

e block—Nullify the chunk before passing the packet and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

Diameter Application ID Specify the Diameter Application ID for a chunk on which the firewall
takes the specified action.

e any

e 3GPP-Rx

o 3GPP-S6a/S6d

e 3GPP-Sé6c

e 3GPP-S9

e 3GPP-S13/513

o 3GPP-Sh

e Diameter Base Accounting

¢ Diameter Common Messages
¢ Diameter Credit Control
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Alternatively, you can enter a numerical value of a Diameter
Application ID (the range is from O to 4,294,967,295). A Diameter
filter can have only one Application ID.

Diameter Command Code

Specify the Diameter Command Codes for a chunk on which the
firewall takes the specified action. Select any, select one of the
Diameter Command Codes from the drop-down, or enter a specific
value (the range is from O to 16,777,215). The drop-down includes
only those command codes that apply to the Diameter Application
ID selected. You can add multiple Diameter Command Codes in a
Diameter filter.

Diameter AVP

Specify the Diameter Attribute-Value Pair (AVP) codes for a chunk
on which the firewall takes the specified action. Enter one or more
AVP codes or values (the range is from 1 to 16,777,215).

If you create more than one Diameter filter for a profile, the order of Diameter filters makes a difference.
Select a filter and Move Up or Move Down to adjust its relative priority in the Diameter Filtering list.

SS7 Filtering
Name Enter a name for the SS7 filter.
Action Specify the action the firewall takes on SS7 chunks containing the

specified SS7 filter elements. If the chunk being inspected contains
the SCCP Calling Party SSN and any of the specified SCCP Calling
Party Global Title (GT) values and any of the specified Operation
Codes, then:

o allow (default)—Allow the chunk to pass without modification.

e alert—Allow the chunk to pass without modification and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

e block—Nullify the chunk before passing the packet and generate
an SCTP log (you need to allocate log storage for these logs—see
Log Storage tab under Logging and Reporting Settings: Device >
Setup > Management).

SCCP Calling Party SSN

Specify the SCCP Calling Party SSN for a chunk on which the firewall
takes the specified action. Select any-map or Add one of the SCCP
Calling Party SSNs from the drop-down:

e HLR(MAP)

e VLR(MAP)

e MSC(MAP)

e EIR(MAP)

¢ GMLC(MAP)

e gsmSCF(MAP)
o SIWF(MAP)

e SGSN(MAP)

o GGSN(MAP)

e CSS(MAP)
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o CAP
¢ INAP
e SCCP Management

An SS7 filter can have only one SCCP Calling Party SSN.

SCCP Calling Party GT Specify the SCCP Calling Party GT value for a chunk on which the
firewall takes the specified action. Select Any or Add a numerical
value up to 15 digits. You can also enter a group of SCCP Calling
Party GT values using a prefix. For example: 876534*. You can add
multiple SCCP Calling Party GT values in an SS7 filter.

For SCCP Calling Party SSN: INAP and SCCP Management, this
option is disabled.

Operation Code Specify the operation code for a chunk on which the firewall takes
the specified action:

For the following SCCP Calling Party SSNs, select any, or an
operation code from the drop-down, or enter a specific value (range
is 1 to 255):

e HLR(MAP)

e VLR(MAP)

¢ MSC(MAP)

e EIR(MAP)

e GMLC(MAP)

e gsmSCF(MAP)
¢ SIWF(MAP)

e SGSN(MAP)

e GGSN(MAP)

e CSS(MAP)

For SCCP Calling Party SSN: CAP, enter a value (range is 1 to 255).

For SCCP Calling Party SSN: INAP and SCCP Management, this
option is disabled.

You can add multiple operation codes in an SS7 filter.

If you create more than one SS7 filter for a profile, the order of SS7 filters makes a difference. Select a
filter and Move Up or Move Down to adjust its relative priority in the SS7 Filtering list.
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Objects > Security Profile Groups

The firewall supports the ability to create Security Profile groups, which specify sets of Security Profiles that
can be treated as a unit and then added to security policies. For example, you can create a threats Security
Profile group that includes profiles for Antivirus, Anti-Spyware, and Vulnerability Protection and then create
a Security policy rule that includes the threats profile.

Antivirus, Anti-Spyware, Vulnerability Protection, URL filtering, and file blocking profiles that are often
assigned together can be combined into profile groups to simplify the creation of security policies.

To define a new Security Profile, select Objects > Security Profiles.

The following table describes the Security Profile settings:

Security Profile Group

Settings

Description

Name Enter the profile group name (up to 31 characters). This name appears in
the profiles list when defining security policies. The name is case-sensitive
and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Shared ( Select this option if you want the profile group to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the profile group will be available only to the Virtual System
selected in the Objects tab.

e Every device group on Panorama. If you clear this selection, the profile
group will be available only to the Device Group selected in the Objects
tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings

of this Security Profile group object in device groups that inherit the
object. This selection is cleared by default, which means administrators can
override the settings for any device group that inherits the object.

Profiles

Select an Antivirus, Anti-Spyware, Vulnerability Protection, URL filtering,
and/or file blocking profile to be included in this group. Data filtering
profiles can also be specified in Security Profile groups. Refer to Objects >
Security Profiles > Data Filtering.
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Objects > Log Forwarding

By default, the logs that the firewall generates reside only in its local storage. However, you can use
Panorama™, the Logging Service, or external services (such as a syslog server) to centrally monitor log
information by defining a Log Forwarding profile and assigning that profile to Security, Authentication, DoS
Protection, and Tunnel Inspection policy rules. Log Forwarding profiles define forwarding destinations for
the following Log Types: Authentication, Data Filtering, GTP, SCTP, Threat, Traffic, Tunnel, URL Filtering,
and WildFire® Submissions logs.

You should forward logs to Panorama or to external storage for many reasons, including:

i compliance, redundancy, running analytics, centralized monitoring, and reviewing threat
behaviors and long-term patterns. In addition, the firewall has limited log storage capacity
and deletes the oldest logs as when the storage space fills up. Be sure to forward Threat
logs and WildFire logs.

To forward other log types, see Device > Log Settings.

\ To enable a PA-7000 Series firewall to forward logs or forward files to WildFire®, you must
first configure a Log Card Interface on the PA-7000 Series firewall. As soon as you configure
this interface, the firewall will automatically use this port—there is no special configuration
required. Just configure a data port on one of the PA-7000 Series Network Processing
Cards (NPCs) as a Log Card interface type and ensure that the network that you use can
communicate with your log servers. For WildFire forwarding, the network must communicate
successfully with the WildFire cloud or WildFire appliance (or both).

The following table describes the Log Forwarding profile settings.

Log Forwarding Profile Description

Settings

Name Enter a name (up to 64 characters) to identify the profile. This name
appears in the list of Log Forwarding profiles when defining Security policy
rules. The name is case-sensitive, must be unique, and can contain only
letters, numbers, spaces, hyphens, and underscores.

Shared ( ) Select this option if you want the profile to be available to:

e Every virtual system (vsys) on a multi-vsys firewall—If you disable (clear)
this option, the profile is available only to the Virtual System selected in
the Objects tab.

e Every device group on Panorama—If you disable (clear) this option, the
profile is available only to the Device Group selected in the Objects tab.

Enable enhanced Enhanced Application Logs for Palo Alto Networks Cloud Services is
application logging available with a Cortex Data Lake subscription. Enhanced application

to Cortex Data Lake logging allows the firewall to collect data specifically intended to increase
(including traffic and url visibility into network activity for apps running in the Palo Alto Networks
logs) ( ) Cloud Services environment.

Disable override Select this option to prevent administrators from overriding the settings of
( ) this Log Forwarding profile in device groups that inherit the profile. This
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Log Forwarding Profile

Settings

Description

selection is disabled (cleared) by default, which means administrators can
override the settings for any device group that inherits the profile.

Description

Enter a description to explain the purpose of this Log Forwarding profile.

Match List (unlabeled)

Add one or more match list profiles (up to 64) that specify forwarding
destinations, log attribute-based filters to control which logs the firewall
forwards, and actions to perform on the logs (such as automatic tagging).
Complete the following two fields (Name and Description) for each match
list profile.

Name (match list profile)

Enter a name (up to 31 characters) to identify the match list profile.

Description (match list
profile)

Enter a description (up to 1,023 characters) to explain the purpose of this
match list profile.

Log Type

Select the type of logs to which this match list profile applies:
authentication (auth), data, gtp, sctp, threat, traffic, tunnel, URL, or
WildFire.

Filter

By default, the firewall forwards All Logs of the selected Log Type. To
forward a subset of the logs, select an existing filter from the drop-down
or select Filter Builder to add a new filter. For each query in a new filter,
specify the following fields and Add the query:

e Connector—Select the connector logic (and/or) for the query. Select
Negate if you want to apply negation to the logic. For example, to avoid
forwarding logs from an untrusted zone, select Negate, select Zone as
the Attribute, select equal as the Operator, and enter the name of the
untrusted Zone in the Value column.

e Attribute—Select a log attribute. The available attributes depend on the
Log Type.

e Operator—Select the criterion to determine whether the attribute
applies (such as equal). The available criteria depend on the Log Type.

e Value—Specify the attribute value to match.

To display or export the logs that the filter matches, View Filtered Logs,
which provides the same options as the Monitoring tab pages (such as
Monitoring > Logs > Traffic).

Panorama

Panorama/Logging

Select Panorama if you want to forward logs to Log Collectors or the
Panorama management server or to forward logs to the Logging Service.

Service ( ) If you enable this option, you must configure log forwarding to Panorama.
To use the Logging Service, you must also Enable the Logging Service in
Device > Setup > Management.

SNMP Add one or more SNMP Trap server profiles to forward logs as SNMP traps
(see Device > Server Profiles > SNMP Trap).

Email Add one or more Email server profiles to forward logs as email notifications

(see Device > Server Profiles > Email).
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Log Forwarding Profile

Description

Settings

Syslog Add one or more Syslog server profiles to forward logs as syslog messages
(see Device > Server Profiles > Syslog).
HTTP Add one or more HTTP server profiles to forward logs as HTTP requests

(see Device > Server Profiles > HTTP).

Built-in Actions

You can select from two types of built-in actions when you Add an action
to perform—Tagging and Integration.

e Tagging—Add or remove a tag to the source or destination IP address
in a log entry automatically and register the IP address and tag mapping
to a User-1D agent on the firewall or Panorama, or to a remote User-

ID agent so that you can respond to an event and dynamically enforce
Security policy. The ability to tag an IP address and dynamically enforce
policy using dynamic address groups gives you better visibility, context,
and control for consistently enforcing Security policy irrespective of
where the IP address moves across your network.

Configure the following settings:

e Add an action and enter a name to describe it.

e Select the target IP address you want to tag—Source Address or
Destination Address.

You can take an action for all log types that include a source or
destination IP address in the log entry. You can tag the source IP
address only, in Correlation logs and HIP Match logs; you cannot
configure an action for System logs and Configuration logs because the
log type does not include an IP address in the log entry.

e Select the action—Add Tag or Remove Tag.

e Select whether to register the IP address and tag mapping to the
Local User-ID agent on this firewall or Panorama, or to a Remote
User-ID agent.

e To register the IP address and tag mapping to a Remote User-ID
agent, select the HTTP server profile (Device > Server Profiles >
HTTP) that will enable forwarding.

e Configure the IP-Tag Timeout to set, in minutes, the amount of time
that IP address-to-tag mapping is maintained. Setting the timeout
to 0 means that the IP-Tag mapping does not timeout (range is O to
43200 (30 days); default is 0).

\ You can only configure a timeout with the Add Tag
L action.

e Enter or select the Tags you want to apply or remove from the target
source or destination IP address.
¢ Integration—Only available on the VM-Series firewall on Azure. This
option allows you to forward the selected logs to the Azure Security
Center using the Azure-Security-Center-Integration action.

To add a device to the quarantine list based on the log forwarding profile
filter, select Quarantine.
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Objects > Authentication

An authentication enforcement object specifies the method and service to use for authenticating end users
who access your network resources. You assign the object to Authentication policy rules, which invoke the
authentication method and service when traffic matches a rule (see Policies > Authentication).

The firewall has the following predefined, read-only authentication enforcement objects:

e default-browser-challenge—The firewall transparently obtains user authentication credentials. If
you select this action, you must enable Kerberos Single Sign-On (SSO) or NT LAN Manager (NTLM)

authentication when you configure Authentication Portal & . If Kerberos SSO authentication fails, the
firewall falls back to NTLM authentication. If you did not configure NTLM, or NTLM authentication fails,
the firewall falls back to the authentication method specified in the predefined default-web-form object.

¢ default-web-form—To authenticate users, the firewall uses the certificate profile or authentication
profile you specified when configuring Authentication Portal ™. If you specified an authentication profile,
the firewall ignores any Kerberos SSO settings in the profile and presents an Authentication Portal page
for the user to enter authentication credentials.

¢ default-no-captive-portal—The firewall evaluates Security policy without authenticating users.

Before creating a custom authentication enforcement object:

O Configure a server profile that specifies how to connect to the authentication service (see Device >

Server Profiles).

O Assign the server profile to an authentication profile that specifies authentication settings such as
Kerberos single sign-on parameters (see Device > Authentication Profile).

To create a custom authentication enforcement object, click Add and complete the following fields:

Authentication

Enforcement Settings

Description

Name Enter a descriptive name (up to 31 characters) to help you identify the object
when defining Authentication rules. The name is case-sensitive and must be
unique. Use only letters, numbers, spaces, hyphens, and underscores.

Shared ( ) | Select this option if you want the object to be available to:

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the object will be available only to the Virtual System selected in
the Objects tab.

e Every device group on Panorama. If you clear this selection, the object will
be available only to the Device Group selected in the Objects tab.

Disable override

( )

Select this option to prevent administrators from overriding the settings

of this authentication enforcement object in device groups that inherit the
object. This selection is cleared by default, which means administrators can
override the settings for any device group that inherits the object.

Authentication Method

Select a method:

e browser-challenge—The firewall transparently obtains user authentication
credentials. If you select this action, the Authentication Profile you select
must have Kerberos SSO enabled.
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Authentication Description

Enforcement Settings

e web-form—To authenticate users, the firewall uses the certificate
profile you specified when configuring Authentication Portal ™ or the
Authentication Profile you select in the authentication enforcement
object. If you select an Authentication Profile, the firewall ignores any
Kerberos SSO settings in the profile and presents an Authentication Portal
page for the user to enter authentication credentials.

e no-captive-portal—The firewall evaluates Security policy without
authenticating users.

Authentication Profile Select the authentication profile that specifies the service to use for validating
the identities of users.

Message Enter instructions that tell users how to respond to the first authentication
challenge that they see when their traffic triggers the Authentication rule.
The message displays in the Authentication Portal Comfort Page. If you don'’t
enter a message, the default Authentication Portal Comfort Page displays
(see Device > Response Pages).

 The firewall displays the Authentication Portal Comfort Page
L only for the first authentication challenge (factor), which
you define in the Authentication tab of the Authentication
Profile (see Device > Authentication Profile). For multi-
factor authentication (MFA) challenges that you define in the
Factors tab of the profile, the firewall displays the MFA Login
Page.
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Objects > Decryption Profile

Decryption profiles enable you to block and control specific aspects of SSL and SSH traffic that you have
specified for decryption, as well as traffic that you have explicitly excluded from decryption. After you
create a decryption profile, you can then add that profile to a decryption policy; any traffic matched to the
decryption policy is additionally enforced based on the profile settings.

A default decryption profile is configured on the firewall, and is automatically included in new decryption
policies (you cannot modify the default decryption profile). Click Add to create a new decryption profile, or
select an existing profile to Clone or modify it.

What are you looking for? See:

Add a new decryption profile. Decryption Profile General Settings

Enable port mirroring for decrypted

traffic.

Block and control SSL decrypted traffic. Settings to Control Decrypted SSL Traffic

Block and control traffic that you have Settings to Control Traffic that is not Decrypted

excluded from decryption (for example,
traffic classified as health and medicine or
financial services).

Block and control decrypted SSH traffic. Settings to Control Decrypted SSH Traffic

Decryption Profile General Settings

The following table describes the general settings for decryption profiles.

Decryption Profile — | Description

General Settings

Name Enter a profile name (up to 31 characters). This name appears in the list of
decryption profiles when defining decryption policies. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

Shared ( Select this option if you want the profile to be available to:

)

e Every virtual system (vsys) on a multi-vsys firewall. If you clear this selection,
the profile will be available only to the Virtual System selected in the Objects
tab.

e Every device group on Panorama. If you clear this selection, the profile will be
available only to the Device Group selected in the Objects tab.

Disable override Select this option to prevent administrators from overriding the settings of this

( ) Decryption profile in device groups that inherit the profile. This selection is
cleared by default, which means administrators can override the settings for any
device group that inherits the profile.
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Decryption Profile — | Description

General Settings

Decryption Select an Interface to use for decryption port mirroring.
Mirroring Interface

(Supported on all

!\‘ Before you can enable decryption port mirroring, you must obtain
models except the

a Decryption Port Mirror license, install the license, and reboot

VM-Series firewall the firewall.

on AWS, Azure, NSX

edition, and Citrix

SDX.)

Forwarded Only Select Forwarded Only if you want to mirror decrypted traffic only after Security

policy enforcement. With this option, only traffic that is forwarded through the
firewall is mirrored. This option is useful if you are forwarding the decrypted
traffic to other threat detection devices, such as a DLP device or another
intrusion prevention system (IPS). If you clear this selection (the default setting),
the firewall will mirror all decrypted traffic to the interface before security
policies lookup, which allows you to replay events and analyze traffic that
generates a threat or triggers a drop action.

(Supported on all
models except the
VM-Series firewall
on AWS, Azure, NSX
edition, and Citrix
SDX.)

Settings to Control Decrypted Traffic

The following table describes the settings you can use to control traffic that the firewall decrypted using
either Forward Proxy decryption or Inbound Inspection (including the SSL Protocol Settings tab). You can
use these settings to limit or block TLS sessions based on criteria including the status of the external server
certificate, the use of unsupported cipher suites or protocol versions, or the availability of system resources
to process decryption.

SSL Decryption Tab Description

Settings

SSL FORWARD PROXY TAB
Select options to limit or block TLS traffic decrypted using Forward Proxy.

Server Certificate Validation—Select options to control server certificates for decrypted traffic.

Block sessions with Terminate the TLS connection if the server certificate is expired. This
expired certificates prevents users from accepting expired certificates and continuing with an
TLS session.

Block sessions with expired certificates to prevent access
gy 0 potentially insecure sites.

Block sessions with Terminate the TLS session if the server certificate issuer is untrusted.

untrusted issuers
Block sessions with untrusted issuers because an untrusted

A\ issuer may indicate a man-in-the-middle attack, a replay
attack, or another attack.
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SSL Decryption Tab

Settings

Description

Block sessions with
unknown certificate
status

Terminate the TLS session if a server returns a certificate revocation

status of “unknown”. Certificate revocation status indicates if trust for the
certificate has been or has not been revoked.

> Block sessions with unknown certificate status for the
tightest security. However, because certificate status may
be unknown for a variety of reasons, this may tighten
security too much. If blocking unknown certificate status
affects sites you need to use for business, don'’t block
sessions with unknown certificate status.

Block sessions on the
certificate status check
timeout

Terminate the TLS session if the certificate status cannot be retrieved
within the amount of time that the firewall is configured to stop waiting for
a response from a certificate status service. You can configure Certificate
Status Timeout value when creating or modifying a certificate profile
(Device > Certificate Management > Certificate Profile).

Blocking sessions when the status check times out is a tradeoff between
tighter security and a better user experience. If certificate revocation
servers respond slowly, blocking on a timeou