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Get Started with the CLI

Every Palo Alto Networks device includes a command-line interface (CLI) that allows you to
monitor and configure the device. Although this guide does not provide detailed command
reference information, it does provide the information you need to learn how to use the CLI. It
includes information to help you find the command you need and how to get syntactical help
after you find it. It also explains how to verify the SSH connection to the firewall when you
access the CLI remotely, and how to refresh the SSH keys and configure key options when
connecting to the management interface.

Access the CLI

Verify SSH Connection to Firewall

Refresh SSH Keys and Configure Key Options for Management Interface Connection
Give Administrators Access to the CLI

Change CLI Modes

Navigate the CLI

Find a Command

Get Help on Command Syntax

Customize the CLI

V V V V V V V V V
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Access the CLI

Use a terminal emulator, such as PuTTY, to connect to the CLI of a Palo Alto Networks device in one of the
following ways:

e SSH Connection—To ensure you are logging in to your firewall and not a malicious device, you can verify
the SSH connection to the firewall when you perform initial configuration. After you have completed
initial configuration, you can establish a CLI connection over the network using a secure shell (SSH)
connection.

e Serial Connection—If you have not yet completed initial configuration or if you chose not to enable SSH
on the Palo Alto Networks device, you can establish a direct serial connection from a serial interface on
your management computer to the Console port on the device.

STEP 1| Launch the terminal emulation software and select the type of connection (Serial or SSH).

e To establish an SSH connection, enter the hostname or IP address of the device you want to connect
to and set the port to 22.

e To establish a Serial connection, connect a serial interface on management computer to the Console
port on the device. Configure the Serial connection settings in the terminal emulation software as
follows:

e Datarate: 9600
e Data bits: 8
e Parity: none
e Stop bits: 1
¢ Flow control: none
STEP 2 | When prompted to log in, enter your administrative username.

The default superuser username is adm n. To set up CLI access for other administrative users, see Give
Administrators Access to the CLI.

If prompted to acknowledge the login banner, enter Yes.

STEP 3| Enter the administrative password.

The default superuser password is adm n. However, for security reasons you should immediately
change the admin password.

After you log in, the message of the day displays, followed by the CLI prompt in Operational mode:

user nane@ost nane>

You can tell you are in operational mode because the command prompt ends with a >.
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Verify SSH Connection to Firewall

Palo Alto Networks firewalls come with Secure Shell (SSH) preconfigured; firewalls can act as both an SSH
server and an SSH client. You can verify your SSH connection to the management port of the firewall during
remote access to ensure that, when you log in remotely, you are logging in to the firewall. You can also
refresh the SSH keys and specify other options for the keys.

After you initially log in through the console to the command-line interface (CLI), the firewall boots up
and displays six fingerprints (hashed SSH keys). When you then remotely access the management port

on the firewall for the first time, the SSH client presents a fingerprint to you and it must match one of the
fingerprints you noted from the console login. This match verifies that the firewall you access remotely is
your firewall and that there is no malicious device between your device and the firewall intercepting Hello
packets or presenting a false fingerprint.

You can also Refresh SSH Keys and Configure Key Options for Management Interface Connection.

To ensure you are logging in to your firewall, perform this task when you first access your
Apgr  firewall remotely (when you Perform Initial Configuration) and whenever you change the
default host key type or regenerate the host keys for the management port.

STEP 1| Perform Initial Configuration and note the fingerprints that the firewall displays upon booting
up.

When you connect to the console port (Step 3 of Perform Initial Configuration), the firewall boots up
and displays SSH fingerprints. Make note of these fingerprints.

If the firewall is in FIPS-CC mode, it displays the fingerprints in shal hash in base64 encoding, as in the
following example:

SSH Fi ngerprints

256 +nvDTWOGBFpj VRYCN7qYWWhZXBO ( ECDSA)
384 Sl x984ndSKeRU+YCOkNhIR/ 4u8l M ( ECDSA)
521 sph8wuC3Y/ p6zvFr 0sGar zi nBwo ( ECDSA)
2048 kK3+bBRaJpJQOM+qESBI 9SKCQPg ( RSA)
3072 gt FBWi65/ +D7dqUdDDc3P6hJulg ( RSA)
4096 CQNLFnMF1Bf BWW7y5bhYQuawpce ( RSA)

If the firewall is in non-FIPS-CC mode, it displays the fingerprints in md5 hash in hex encoding, as in the
following example:

SSH Public key fingerprints:

256 5c:73:5c:88:ea:ba:04:f7:9a:72:07:67:74:20: 0c: 09 ( ECDSA)
384 f2:69:5c: 0b: e2: 26: el: 39: ca: 2f: 46: 00: df : d5: aa: cO ( ECDSA)
521 8f:00: fa: dO: b9: a5: c5: 4d: 9d: f 5: cd: 0d: 2c: 86: 99: 25 ( ECDSA)
2048 0c: 01: 69:54: 1e: 21: 08: 9d: 65: 37: 3b: 50: 4a: 03: 70: d6 ( RSA)
3072 1f:ae: d8: la: b6: 8d: 9a: 4b: c2: fd: 74: ca: dc: 4f: ca: 19 (RSA)
4096 38:88:fb:62:07:19: cf:89:88: a0: 6d: 22: 4b: fa: f4: 23 (RSA)
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STEP 2 | ( ) Display fingerprints from the SSH server (the firewall).

Display the fingerprints using the CLI if you forgot to note the fingerprints that the SSH server displayed
upon boot up or if you regenerated a host key or changed your default host key type. To effectively
compare fingerprints, specify the same format that your SSH client uses (the device from which you will
remotely log in): either base64 or hex format, and hash-type format of mi5, shal, or sha256.

!\‘ There is no md5 hash type in FIPS-CC mode.

The following example displays SSH server fingerprints in hex format and md5 hash type.
admin@PA-3060> show ssh-fingerprints format hex hash-type nd5

SSH Public key fingerprints:

256 5c: 73:5c: 88: ea:ba:04:f7:9a: 72: 07: 67: 74: 20: Oc: 09 ( ECDSA)

384 f2:69:5c: 0b: e2: 26: el: 39: ca: 2f: 46: 00: df : d5: aa: cO ( ECDSA)

521 8f:00: fa:dO: b9: ab: c5: 4d: 9d: f 5: cd: 0d: 2c: 86: 99: 25 ( ECDSA)

2048 0c: 01: 69: 54: 1e: 21: 08: 9d: 65: 37: 3b: 50: 4a: 03: 70: d6 ( RSA)

3072 1f: ae: d8: la: b6: 8d: 9a: 4b: c2: fd: 74: ca: dc: 4f: ca: 19 (RSA)

4096 38:88:fb:62:07:19: cf:89:88:a0: 6d: 22: 4b: fa: f4: 23 (RSA)

STEP 3| Continue to Perform Initial Configuration on the firewall so that you assign an IP address to the
management interface and commit your changes.

STEP 4 | Disconnect the firewall from your computer.

STEP 5| Initiate remote access to the firewall and view the fingerprint.

Using terminal emulation software, such as PuTTY, launch an SSH management session to the firewall
using the IP address you assigned to it.
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Basic options for your PuT T session

- Teminal Specify the destination you want to connect to
?i--mkl:;:buard Host Mame {or IP address) Port

- Bell 22
- Features Connection type:
= Window i) Raw ) Telnet ) Rlogin @ S5H ) Sedal
- Appearance
- Behaviour
. Translation Saved Sessions
- Selection
-~ Colours Default Settings
[=)- Connection
- Data
- Proxy
- Telnet
- Rlogin
+- 55H

Load, save or delete a stored session

Close window on exit:
() Mways () Mever @ Only on clean exit

Open ][ Cance

Before you can proceed with the connection, the SSH client presents a fingerprint as in the following
example:
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N\

P Sty et —

l WARNIMNG - POTENTIAL SECURITY BREACH!

5
cached in the registry. This means that either the
to be the server.,
The new rsa2 key fingerprint is:

the cache, hit Mo.

choice,

E=X=)

—_—

The server's host key does not match the one PuTTY has

server administrator has changed the host key, or you
have actually connected to another computer pretending

ssh-rsa 2048 0c01:69:54:1e:21:08:9d:65:37:3b:50:42:03:70:db
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the OMLY guaranteed safe

Cancel

STEP 6 | Verify matching fingerprints.

1. Verify that the fingerprint that the SSH client (PuTTY) presented matches one of the fingerprints you
noted from logging in to the console port in the first step.

2. A match verifies that the firewall you remotely accessed is the same firewall you connected to on the
console port. You typically want the SSH client to update its cache, so respond to the warning with
Yes to continue connecting. In this example, the fingerprint in the preceding graphic matches the
RSA 2048 fingerprint from the SSH server (firewall) in Step 1 (and Step 2) of this procedure.

If you have already logged in to the firewall (and have not changed the key), the
SSH client already has the key stored in its database and therefore doesn’t present a
fingerprint.

If there is no match or you receive a mismatch warning, you aren’t connecting to the expected
device; Cancel the connection attempt.

If you see a match but you don't want the SSH client to update its cache, respond with No, which
allows you to continue connecting. Respond with No if the firewall is configured with multiple default
host keys and you want to connect using a specific host key without updating the SSH client cache.

!\\ To verify your SSH connection to the firewall after you have regenerated a host key or

changed the default host key type, perform a procedure similar to this one, starting with
logging in to the console port. In this case, Step 2 is required; execute the show ssh-
fingerprints CLI command (with the applicable format and hash-type) and note the
one fingerprint that displays. Omit Step 3 and continue with Step 4, finishing the rest of
the procedure. Verify that the fingerprint from the SSH client matches the fingerprint you
noted from Step 2.
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Refresh SSH Keys and Configure Key Options
for Management Interface Connection

When you verify your Secure Shell (SSH) connection to the firewall, the verification uses SSH keys. To
change the default host key type, generate a new pair of public and private SSH host keys, and configure
other SSH settings, create an SSH service profile.

The following examples show how to configure various SSH settings for a management SSH service profile
after you access the CLI. The settings marked as recommended provide a stronger security posture. (See
Refresh HA1 SSH Keys and Configure Key Options for SSH HA profile examples.)

Q If you are using SSH to access the CLI of the firewall in FIPS-CC mode, you must set
automatic rekeying parameters for session keys.

!\‘ Palo Alto Networks allows you to specify only recommended ciphers, key exchange
algorithms, and message authentication algorithms for the SSH configurations below.

Also note that, to use the same SSH connection settings for each Dedicated Log Collector
(M-Series or Panorama™ virtual appliances in Log Collector mode) in a Collector Group,
you must configure an SSH service profile from the Panorama management server, Commit
the changes to Panorama, and then Push the configuration to the Log Collectors. You can
use the set | og-col |l ector-group <name> general -setti ng nanagenment ssh
commands.

v~ Each of the following configuration steps includes a commit and an SSH service restart if you

-O\_ perform only one step (except when you create a profile without configuring any settings).

=  Otherwise, you can set multiple SSH options and then commit your changes and restart SSH
when you’re done.

7’

e Create an SSH service profile to exercise greater control over SSH connections to your
management interface.

This example creates a Management - Server profile without configuring any settings.

1. admin@PA-3260> confi gure
2. admin@PA-3260# set devi ceconfig system ssh profiles ngnmt-profiles server-
profiles <name>

3. admin@PA-3260# conmmi t
admin@PA-3260# exi t
5. To verify that the new profile has been created and view the settings for any existing profiles:

admin@PA-3260> confi gure

»

admin@PA-3260# show devi ceconfig system ssh profiles

o ) Set the SSH server to use only the specified encryption ciphers.

By default, SSH allows all supported ciphers for encryption of CLI management sessions. When you
set one or more ciphers in an SSH service profile, the SSH server advertises only those ciphers while
connecting and, if the SSH client tries to connect using a different cipher, the server terminates the
connection.

1. admin@PA-3260> confi gure
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2. admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nane> ci phers <ci pher>

aes128- chc—AES 128-bit cipher with Cipher Block Chaining
aes128- ct r —AES 128-bit cipher with Counter Mode

aes128- gcm—AES 128-bit cipher with GCM (Galois/Counter Mode)
aes192- chc—AES 192-bit cipher with Cipher Block Chaining
aes192- ct r —AES 192-bit cipher with Counter Mode

aes256- chc—AES 256-bit cipher with Cipher Block Chaining

aes256-ctr —( ) AES 256-bit cipher with Counter Mode
aes256- gcm—( ) AES 256-bit cipher with GCM
3. admin@PA-3260# conmmi t
4. admin@PA-3260# exi t
5. admin@PA-3260> set ssh service-restart ngm
6. To verify the ciphers have been updated:
admin@PA-3260> confi gure
admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profiles ciphers
( ) Set the default host key type.

The firewall uses a default host key type of RSA 2048 unless you change it. The SSH connection uses
only the default host key type (not other host key types) to authenticate the firewall. You can change the
default host key type; the choices are ECDSA (256, 384, or 521) or RSA (2048, 3072, or 4096).

Change the default host key type if you prefer a longer RSA key length or if you prefer ECDSA rather
than RSA. This example sets the default host key type for a management profile to the recommended
ECDSA key of 256 bits. It also restarts SSH for the management connection so the new key type takes
effect.

1. admin@PA-3260> confi gure

2. admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nanme> default-hostkey key-type ECDSA 256

admin@PA-3260# conmi t

admin@PA-3260# exi t

admin@PA-3260> set ssh service-restart ngnt
To verify the host key has been updated:

admin@PA-3260> confi gure

admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nane> default-hostkey

ok w

( ) Delete a cipher from the set of ciphers you selected to encrypt your CLI sessions.
This example deletes the AES CBC cipher with 128-bit key.

1. admin@PA-3260> confi gure

2. admin@PA-3260# del et e devi ceconfig system ssh profiles nmgnt-profiles
server-profiles <name> ci phers aes128-cbc

3. admin@PA-3260# commi t

4. admin@PA-3260# exi t
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o

admin@PA-3260> set ssh service-restart ngnt
To verify the cipher has been deleted:

admin@PA-3260> confi gure

admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profiles <name> ciphers

) Set the session key exchange algorithms the SSH server will support.

By default, the SSH server advertises all the key exchange algorithms to the SSH client.

If you are using an ECDSA default key type, best practice is to use an ECDH key

g algorithm.

ok w

o

admin@PA-3260> confi gure
admin@PA-3260# set devi ceconfi g system ssh profiles ngnt-profiles server-
profiles <name> kex <val ue>

di f fi e-hel | man-gr oupl4- shal—Diffie-Hellman group 14 with SHA1 hash

ecdh- sha2- ni st p256—( ) Elliptic-Curve Diffie-Hellman over National Institute of
Standards and Technology (NIST) P-256 with SHA2-256 hash

ecdh- sha2- ni st p384—( ) Elliptic-Curve Diffie-Hellman over NIST P-384 with
SHA2-384 hash

ecdh- sha2- ni st p521—( ) Elliptic-Curve Diffie-Hellman over NIST P-521 with

SHA2-521 hash

admin@PA-3260# commi t

admin@PA-3260# exi t

admin@PA-3260> set ssh service-restart ngnt
To verify the key exchange algorithms have been updated:

admin@PA-3260> conf i gure

admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profiles

) Set the message authentication codes (MAC) the SSH server will support.

By default, the server advertises all of the MAC algorithms to the client.

1.
2.

ok w

admin@PA-3260> confi gure
admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profiles <name> mac <val ue>

hmac- shal—MAC with SHA1 cryptographic hash
hnmac- sha2- 256—( ) MAC with SHA2-256 cryptographic hash

hnmac- sha2- 512—( ) MAC with SHA2-512 cryptographic hash
admin@PA-3260# conmi t

admin@PA-3260# exi t

admin@PA-3260> set ssh service-restart ngnt

To verify the MAC algorithms have been updated:

admin@PA-3260> confi gure
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o

admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profiles

) Regenerate ECDSA or RSA host keys for SSH to replace the existing keys.

The remote device uses the host keys to authenticate the firewall. Regenerate your default host key at
the frequency you determine necessary for security purposes. This example regenerates the ECDSA 256
default host key because that is the default host key type set in an earlier step.

o

e

 Regenerating a host key does not change your default host key type. To regenerate the
default host key you are using, you must specify your default host key type and length
when you regenerate. Regenerating a host key that isn’t your default host key type simply
regenerates a key that you aren't using and therefore has no effect.

admin@PA-3260> conf i gure

admin@PA-3260# set devi ceconfi g system ssh regenerat e- host keys ngnt key-
type ECDSA key-length 256

admin@PA-3260# conmi t
admin@PA-3260> exi t
admin@PA-3260> set ssh service-restart ngnt

) Set rekey parameters to establish when automatic rekeying of the session keys

OcCcurs.

The session keys are used to encrypt traffic between the remote device and the management interface.
The parameters you can set are data volume (in megabytes), time interval (seconds), and packet count.
After any one rekey parameter reaches its configured value, SSH initiates a key exchange.

You can set a second or third parameter if you aren’t sure the parameter you configured will reach its
value as fast as you want rekeying to occur. The first parameter to reach its configured value will prompt
a rekey, then the firewall will reset all rekey parameters.

1.
2.

admin@PA-3260> confi gure
admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nane> session-rekey data 32

Rekeying occurs after the volume of data (in megabytes) is transmitted following the previous rekey.
The default is based on the cipher you use and ranges from 1GB to 4GB. The range is 10MB to
4,000MB. Alternatively, you can enter set devi ceconfi g system ssh profiles ngnt-
profiles server-profiles <nanme> session-rekey data defaul t, which sets the data
parameter to the default value of the individual cipher you are using.

admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profiles <name> session-rekey interval 3600

Rekeying occurs after the specified time interval (in seconds) passes following the previous rekey. By
default, time-based rekeying is disabled (set to none). The range is 10 to 3,600.

> If you are configuring the management interface in FIPS-CC mode, you must set a
time interval within the range; you cannot leave it disabled.

admin@PA-3260# set devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nane> session-rekey packets 27

Rekeying occurs after the defined number of packets (2 ) are transmitted following the previous
rekey. For example, 14 conﬂgures that a maX|mum of 2! ;7)ackets are transmitted before a rekey
occurs. The default is 228, The range is 12 to 27 (2 2 40 22 ). Alternatively, you can enter set
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devi ceconfig system ssh profiles ngnt-profiles server-profiles <name>
sessi on-rekey packets defaul t, which sets the packets parameter to 228,

\» Choose rekeying parameters based on your type of traffic and network speeds (in
l addition to FIPS-CC requirements if they apply to you). Don't set the parameters so
low that they affect SSH performance.

admin@PA-3260# commi t

admin@PA-3260# exi t

admin@PA-3260> set ssh service-restart ngnt
To verify the changes:

admin@PA-3260> confi gure

© N o U,

admin@PA-3260# show devi ceconfig system ssh profiles ngnt-profiles server-
profil es <nane> sessi on-rekey

* Activate the profile by selecting the profile and restarting SSH service.
admin@PA-3260> confi gure

admin@PA-3260# set devi ceconfig system ssh ngnt server-profile <nanme>
admin@PA-3260# conmi t

admin@PA-3260# exi t

admin@PA-3260> set ssh service-restart ngnt

To verify the correct profile is in use:

admin@PA-3260> confi gure

ok wbd e

admin@PA-3260# show devi ceconfi g system ssh ngnt
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Give Administrators Access to the CLI

Administrative accounts specify roles and authentication methods for the administrators of Palo Alto
Networks firewalls. Every Palo Alto Networks firewall has a predefined default administrative account
(admin) that provides full read-write access (also known as superuser access) to the firewall. As a best
practice, create an administrative account for each person who will be performing configuration tasks on
the firewall or Panorama so that you have an audit trail of changes.

e Administrative Privileges
e Set Up a Firewall Administrative Account and Assign CLI Privileges
e Set Up a Panorama Administrative Account and Assign CLI Privileges

Administrative Privileges

Privilege levels determine which commands an administrator can run as well as what information is
viewable. Each administrative role has an associated privilege level. You can use dynamic roles, which are
predefined roles that provide default privilege levels. Or, you can create custom firewall administrator roles
or Panorama administrator roles and assign one of the following CLI privilege levels to each role:

 You must follow the Best Practices for Securing Admin Access to ensure that you are
z! securing access to your management network in a way that will prevent successful attacks.

Privilege Level Description

superuser Has full access to the Palo Alto Networks device (firewall or Panorama) and
can define new administrator accounts and virtual systems. You must have
superuser privileges to create an administrative user with superuser privileges.

superreader Has complete read-only access to the device.

vsysadmin Has access to selected virtual systems (vsys) on the firewall to create and
manage specific aspects of virtual systems. A virtual system administrator
doesn’t have access to network interfaces, VLANS, virtual wires, virtual routers,
IPSec tunnels, GRE tunnels, DHCP, DNS Proxy, QoS, LLDP, or network
profiles.

vsysreader Has read-only access to selected virtual systems on the firewall and specific
aspects of virtual systems. A virtual system administrator with read-only

access doesn’t have access to network interfaces, VLANS, virtual wires, virtual
routers, IPSec tunnels, GRE tunnels, DHCP, DNS Proxy, QoS, LLDP, or network
profiles.

deviceadmin Has full access to all firewall settings except for defining new accounts or
virtual systems.

devicereader Has read-only access to all firewall settings except password profiles (no
access) and administrator accounts (only the logged in account is visible).

panorama-admin Has full access to Panorama except for the following actions:

e Create, modify, or delete Panorama or device administrators and roles.
e Export, validate, revert, save, load, or import a configuration.
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Privilege Level Description

e Schedule configuration exports.

Set Up a Firewall Administrative Account and Assign CLI Privileges
To set up a custom firewall administrative role and assign CLI privileges, use the following workflow:

STEP 1 | Configure an Admin Role profile.

1. Select Device > Admin Roles and then click Add.

2. Enter a Name to identify the role.

3. For the scope of the Role, select Device or Virtual System.
4. Define access to the Command Line:

¢ Device role—superuser, superreader, deviceadmin, devicereader, or None.
e Virtual System role—vsysadmin, vsysreader, or None.
5. Click OK to save the profile.

STEP 2 | Configure an administrator account.

1. Select Device > Administrators and click Add.
2. Enter a user Name. If you will use local database authentication, this must match the name of a user
account in the local database.

3. If you configured an Authentication Profile or authentication sequence for the user, select it in the
drop-down. If you select None, you must enter a Password and Confirm Password.

4. If you configured a custom role for the user, set the Administrator Type to Role Based and select the
Admin Role Profile. Otherwise, set the Administrator Type to Dynamic and select a dynamic role.

5. Click OK and Commit.

Set Up a Panorama Administrative Account and Assign CLI
Privileges
To set up a custom Panorama administrative role and assign CLI privileges, use the following workflow:

STEP 1| Configure an Admin Role profile.

1. Select Panorama > Admin Roles and then click Add.

2. Enter a Name to identify the role.

3. For the scope of the Role, select Panorama.

4. Select the Command Line tab and select an access level: superuser, superreader, panorama-admin,
or None.

5. Click OK to save the profile.

STEP 2 | Configure an administrator account.

1. Select Panorama > Administrators and click Add.

2. Enter a user Name.

3. If you configured an Authentication Profile or authentication sequence for the user, select it in the
drop-down. If you select None, you must enter a Password and Confirm Password.

4. If you configured a custom role for the user, set the Administrator Type to Custom Panorama Admin
and select the Admin Role Profile. Otherwise, set the Administrator Type to Dynamic and select a
dynamic Admin Role.

5. Click OK and Commit, for the Commit Type select Panorama, and click Commit again.
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Change CLI Modes

The CLI provides two command modes:

e Operational—Use operational mode to view information about the firewall and the traffic running
through it or to view information about Panorama or a Log Collector. Additionally, use operational mode
commands to perform operations such as restarting, loading a configuration, or shutting down. When
you log in, the CLI opens in operational mode.

¢ Configuration—Use configuration mode to view and modify the configuration.

You can switch between operational and configuration modes at any time, as follows:

e To switch from operational mode to configuration mode:

user name@ost nane> confi gure
Ent eri ng configurati on node
[edit]

user nane@ost nane#

Notice that the command prompt changes from a > to a #, indicating that you successfully changed
modes.

e To switch from configuration mode to operational mode, use either the qui t or exi t
command:

user nane@ost nanme# quit
Exiting configuration node
user namre@ost nane>

* To enter an operational mode command while in configuration mode, use the r un command,
for example:

user nane@ost nane# run ping host 10.1.1.2
PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data

user nane@ost nane#
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Navigate the CLI

CLI commands are organized in a hierarchical structure. To display a segment of the current hierarchy, use
the showcommand. Entering showdisplays the complete hierarchy, while entering show with keywords
displays a segment of the hierarchy.

For example, the following command displays the configuration hierarchy for the Ethernet interface
segment of the hierarchy:

user nane@ost nane>
configure
Entering configurati on node
[edit]
user nane@ost nane#
show network interface ethernet
et hernet {
ethernet1/1 {
virtual -wire;

}
ethernet1/2 {
virtual -wire;

}
ethernet1/3 {
| ayer2 {
units {
et hernet 1/ 3. 1;
}
}

et her net 1/ 4;

I
[edit]
user nane@ost nane#

network
.
.
.
.
----------- -
T
\ H | \ |
profiles inﬂlerface vlan virtual-wire virtual-router
.
\ : | \ |
. ... . .. ...
]
smama
"
: | | |
"
e.ttnernet aggregate—ethernet vlan loopback
"
: \ \ \
" .
"
------------- a
"
"
"
"
ethe}netl/1 ethernetl/2 ethernetl/3 ethernetl/4
"
"
"
lemmssssssssssmemmssmmmEn
u
0
"
"
"
link-duplex link-state virtual-wire link-speed
auto up 1000
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Find a Command

The fi nd conmand helps you find a command when you don't know where to start looking in the
hierarchy. The command—which is available in all CLI modes—has two forms. Used alone, fi nd conmand
displays the entire command hierarchy. Used with the keywor d parameter, find command keyword displays
all commands that contain the specified keyword.

» You can also view a complete listing of all Operational Commands and Configure Commands
[! or view the CLI Changes in PAN-OS 10.0.

e View the Entire Command Hierarchy
¢ Find a Specific Command Using a Keyword Search

View the Entire Command Hierarchy

Use fi nd conmmand without any parameters to display the entire command hierarchy in the current
command mode. For example, running this command from operational mode on a VM-Series Palo Alto
Networks device yields the following (partial result):

user nanme@ost nane> fi nd command

target set <val ue>

target show

schedul e uar-report user <val ue> user-group <val ue> ski p-det ai |l ed- br owsi ng
<yes| no> title <value> period <value> start-tinme <val ue> end-tinme <val ue>
vsys <val ue>

schedul e bot net-report period <l ast-cal endar-day| | ast-24-hrs> topn <1-500>
query <val ue>

clear arp <val ue>|<all>

cl ear nei ghbor <val ue>|<all >

cl ear mac <val ue>| <al | >

clear job id <0-4294967295>

clear query id <0-4294967295>

cl ear query all-by-session

clear report id <0-4294967295>

clear report all-by-session

cl ear report cache

clear log traffic

clear |og threat

clear |log config

cl ear | og system

clear log alarm

clear |og acc

clear |og hipnatch

clear |og userid

clear |log iptag

clear wildfire counters

cl ear counter interface

cl ear counter gl obal name <val ue>

clear counter global filter category <val ue> severity <val ue> aspect <val ue>
pac

ket-filter <yes|no>

cl ear counter al

cl ear session id <1-4294967295>

clear session all filter nat <none| source|destination|both> ssl-decrypt <yes|
no> type <flow predict> state <initial|opening|active|discard|cl osing|cl osed>
from <val ue> to <val ue> source <i p/ net mask> destinati on <i p/ net mask> sour ce-
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user <val ue> destination-user <val ue> source-port <1-65535> desti nation-port
<1- 65535> protocol <1-255> application <value> rule <val ue> nat-rule <val ue>
gos-rul e <val ue> pbf-rul e <val ue> dos-rul e <val ue> hwinterface <val ue> nin-
kb <1-1048576> qgos-node-id <0-5000>| <-2> gos-cl ass <1-8> vsys-nanme <val ue>|
<any>

cl ear application-signature statistics

cl ear nat-rul e-cache rul e <val ue>

clear statistics

clear high-availability control-link statistics

clear high-availability transitions

cl ear vpn ike-sa gateway <val ue>

cl ear vpn ipsec-sa tunnel <val ue>

clear vpn ike-preferred-version gateway <val ue>

cl ear vpn ike-hashurl

clear vpn flow tunnel-id <1-2147483648>

clear dhcp |l ease all expired-only

cl ear dhcp |l ease interface clear dhcp | ease interface <name> ip <ip/netnmask>

Find a Specific Command Using a Keyword Search

Usefind command keyword to locate all commands that have a specified keyword.

user nanme@ost nane# find comand keyword <keywor d>

For example, suppose you want to configure certificate authentication and you want the Palo Alto
Networks device to get the username from a field in the certificate, but you don’t know the command. In
this case you might use f i nd comand keywor d to search for commands that contain username in the
command syntax.

user nane@ost nane > configure

Entering configurati on node

[edit]

user nanme@ost nane # find conmand keyword usernane

show shared certificate-profile <nane> usernane-field

set devi ceconfig system | og-export-schedul e <nane> protocol ftp username

<val ue>

set devi ceconfig system | og-export-schedul e <nanme> protocol scp username
<val ue>

set deviceconfig setting wildfire session-info-select exclude-usernane <yes|
no>

set ngt-config password-conpl exity bl ock-usernane-incl usi on <yes|no>

set network interface ethernet <nane> | ayer3 pppoe usernanme <val ue>

set shared authentication-profile <name> usernane-nodi fi er <val ue>| <val i dat e>|
<%JSERI NPUT% %JSERI NPUT%@4JSERDOVAI N%4 %4JSERDOVAI N%A YAJSERI NPUT %>

set shared certificate-profile <nanme> username-field

set shared certificate-profile <nanme> usernane-field subject <conmon-nanme>
set shared certificate-profile <nanme> username-field subject-alt <enail |

pri nci pal - nane>

set vmi nfo-source <nane> VMaar e- ESXi user name <val ue>

set vmi nfo-source <nane> VMaar e-vCent er usernanme <val ue>

set user-id-collector setting ntlmusername <val ue>

set user-id-collector syslog-parse-profile <nanme> regex-identifier usernane-
regex <val ue>

set user-id-collector syslog-parse-profile <nanme> field-identifier usernane-
prefix <val ue>
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set user-id-collector syslog-parse-profile <nanme> field-identifier usernane-
deliniter <val ue>

[edit]

user nane@ost nane #

From the resulting lists of commands, you can identify that the command you need is:

user nanme@ost nane # set shared certificate-profile <nane> usernane-field

If you're not sure exactly what to enter in the command line, you can then Get Help on Command Syntax.
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Get Help on Command Syntax

After you Find a Command you can get help on the specific command syntax by using the built-in CLI help.
To get help, enter a ? at any level of the hierarchy.

e Get Help on a Command
¢ |Interpret the Command Help

Get Help on a Command

For example, suppose you want to configure the primary DNS server settings on the Palo Alto Networks
device using fi nd command keywor d with dns as the keyword value, you already know that the
command is set devi ceconfi g system dns-setti ng, butyou're not exactly sure how to use the
command to set the primary DNS server setting. In this case, you would enter as much of the command as
you know (or start typing it and press Tab for automatic command completion), and then add a question
mark at the end of the line before pressing Enter, like this:

user nane@ost nane# set devi ceconfig system dns-setting ?

> dns- proxy-obj ect Dns proxy object to use for resolving fqdns
> servers Prinmary and secondary dns servers

<Enter> Fini sh i nput

Notice that the question mark doesn'’t appear in the command line when you type it, but a list of the
available commands appears. You can continue getting syntactical help all through the hierarchy:

user nane@ost nane# set devi ceconfig system dns-setting servers ?
+ primary Prinmary DNS server |P address
+ secondary Secondary DNS server |P address

<Enter> Fini sh i nput

user name@ost nane# set devi ceconfig system dns-setting servers prinmary ?
<i p> <ip>

v Use the Tab key in the middle of entering a command and the command will automatically
complete, provided there are no other commands that match the letters you have typed
thus far. For example, if you type set dev and then press Tab, the CLI will recognize that
the command you are entering is devi ceconf i g and automatically finish populating the
command line.

\, ! 7/
l||<>
rd
[]

Interpret the Command Help

Use the following table to help interpret the command options you see when you use the ? to get help.

Symbol Description

* Indicates that the option is required.

For example, when importing a configuration over secure copy (SCP),
specifying the f r omparameter is required, as indicated by the * from
notation.

user namre@ost nane#> scp i nport configuration ?
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Symbol Description

+ renot e- port SSH port nunber on renote host

+ source-ip Set source address to specified interface
addr ess
* from Sour ce (usernane@ost : pat h)
> Indicates that there are additional nested commands.

For example, when configuring DNS settings, there are additional nested
commands for configuring a DNS proxy object and for specifying primary and
secondary DNS servers:

user namre@ost nane# set devi ceconfig system dns-setting ?
> dns- proxy- obj ect Dns proxy object to use for
resol ving fqgdns

> servers Pri mary and secondary dns servers
<Ent er > Fi ni sh i nput
+ Indicates that the option has an associated value that you must enter.

For example, when setting up a high availability configuration, notice that the
+ enabl ed notation indicates that you must supply a value for this option:

user namre@ost nane# set devi ceconfig high-availability ?

+ enabl ed enabl ed

> group HA group configuration

> interface HA i nterface configuration
<Ent er > Fi ni sh i nput

Getting help for the enabl ed option shows that you nust
enter a value of yes or no:
adm n@A- 3060# set devi ceconfig high-availability

enabl ed ?
no no
yes yes

Allows you to filter command output. You can either specify a mat ch value,
which will only show command output that matches the value you specify,
or you can specify an except value, which will only show command output
except for the value you specify.

For example, use the | mat ch option to display only the app-version in the
output of the show system info command:

user name@ost nane> show systeminfo | match app-version
app- versi on: 8087-5126

Similarly, to show all users in your group lists who are not part of your
organization, you should show the user group list, but exclude the
organizational unit (ou) for your organization. Notice that, although there are
a total of 4555 user-to-group mappings, with the | except filter you can
easily see the small list of users who are part of external groups:

user namre@ost nane> show user group list | except ou=acne
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Symbol

Description

cn=sap_gl obal adm n, cn=user s, dc=acne, dc=I oca
cn=dnsupdat epr oxy, ou=admi n gr oups, ou=admi ni strat or
account s, dc=acn®e, dc=Il oca

cn=dhcp adm ni strators, ou=adm n groups, ou=adm ni strator
account s, dc=acne, dc=l oca

cn=hel pservi cesgroup, cn=user s, dc=acne, dc=I oca
cn=exchange donai n servers, cn=users, dc=acne, dc=I oca
cn=networ k configuration
operators, cn=bui l tin, dc=acne, dc=l oca

cn=dhcp users, ou=adm n groups, ou=adm ni strat or
account s, dc=acne, dc=l oca

cn=exchange w ndows per m ssi ons, ou=m crosoft exchange
security groups, dc=acne, dc=l oca

ch=wi ns users, cn=users, dc=acne, dc=I oca

cn=enterprise read-only domain

controll ers, cn=users, dc=acne, dc=l oca
cnh=print-server-adm ns, ou=adm n groups, ou=adm ni strat or
account s, dc=acne, dc=l oca

cn=tel netclients, cn=users, dc=acne, dc=l oca

cn=serVvi cenowpasswor dr eset , ou=adm n
groups, ou=adm ni strator accounts, dc=acne, dc=I oca
cn=del egat ed setup, ou=nmi crosoft exchange security

gr oups, dc=acne, dc=I oca

Total : 4555

* : Custom G oup

</resul t ></response>

user nane@ost nane>
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Customize the CLI

* Specify how long an administrative session to the management interface (CLI or web interface)
can remain idle before logging the administrator out:

user nanme@ost nane# set devi ceconfig setting managenent idle-tineout ?
0 never
<val ue> <1-1440>

v~ If you want to set the CLI timeout value to a value different from the global nanagenent
§;2‘ i dl e-tineout value, usethe set cli tineout command in operational mode.

e Specify the format for command output:

user nane@ost nane> set cli config-output-format ?
def aul t def aul t

j son j son
set set
xm xm

For example, in the default setting the config-output-format looks like this:

user nane@ost nane# show devi ceconfi g system dns-setting servers
servers {

primary 1.2.3.4;

secondary 1.2.3.5;

}

Changing the setting to set results in output that looks like this:

user name@ost nane# show devi ceconfi g system dns-setting servers
set deviceconfig systemdns-setting servers primary 1.2.3.4

set devi ceconfig system dns-setting servers secondary 1.2.3.5
[edit]

[edit]

Changing the setting to xm results in output that looks like this:

user name@ost nane# show devi ceconfi g system dns-setting servers
<response status="success" code="19">
<result total-count="1" count="1">
<servers>
<primary>1.2.3.4</pri mary>
<secondary>1. 2. 3. 5</ secondar y>
</ servers>
</result>
</ response>
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e Switch to scripting mode. In scripting mode, you can copy and paste commands from a text file
directly into the CLI. Although you can do this without scripting-mode enabled (up to 20 lines).
If you cut-and-paste a block of text into the CLI, examine the output of the lines you pasted. If
you see lines that are truncated or generate errors, you may have to re-paste a smaller section
of text, or switch to scri pti ng- node:

user name@ost nane> set cli scripting-node on

v~ When in scripting-mode, you cannot use Tab to complete commands or use ? to get
"N /A help on command syntax. When you are done pasting commands, switch back to regular
= mode usingtheset cli scripting-node of f command.
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Use the CLI

Now that you know how to Find a Command and Get Help on Command Syntax, you are ready
to start using the CLI to manage your Palo Alto Networks firewalls or Panorama. The following
topics describe how to use the CLI to view information about the device and how to modify
the configuration of the device. In addition, more advanced topics show how to import partial
configurations and how to use the test commands to validate that a configuration is working as
expected.

View Settings and Statistics

Modify the Configuration

Commit Configuration Changes

Test the Configuration

Load Configurations

Use Secure Copy to Import and Export Files
CLI Jump Start

V V V V V V V
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View Settings and Statistics

Use showcommands to view configuration settings and statistics about the performance of the firewall or
Panorama and about the traffic and threats identified on the firewall. You can use showcommands in both
Operational and Configure mode. For example, the show syst em i nf o command shows information
about the device itself:

adm n@A- 850> show system info

host nane: PA- 850

i p-address: 10.10. 10. 23

publi c-i p-address: unknown

net mask: 255.255. 255.0

def aul t - gat eway: 10.10.10.1

i p-assignnment: static

i pv6- address: unknown

i pv6-1ink-Iocal -address: fe80::d6f4: beff:febe: ba00/ 64
i pv6- def aul t - gat eway:

mac- addr ess: d4:f 4: be: be: ba: 00

tinme: Tue Feb 12 08:40:09 2019

uptime: 6 days, 11:51:18

fam ly: 800

nodel : PA- 850

serial: 011901000300

cl oud- node: non-cl oud

swversion: 9.0.0-c300

gl obal - protect-client-package-version: 0.0.0
app-version: 8114-5254

app-rel ease-date: 2019/01/16 15:14:11 PST
av-version: 2860-3370

av-rel ease-date: 2019/01/16 10:05:59 PST

t hreat-version: 8114-5254

threat-rel ease-date: 2019/01/16 15:14:11 PST
wf-private-version: 0O

wf - privat e-rel ease-dat e: unknown

url -db: pal oal t onet wor ks

wi | dfire-version: 314895-317564

wildfire-rel ease-date: 2019/01/16 18:20: 09 PST
url-filtering-version: 20190201. 20201

gl obal - prot ect-dat afil e-version: unknown

gl obal -protect-datafile-rel ease-date: unknown
gl obal -protect-clientless-vpn-version: 0

gl obal -protect-clientl ess-vpn-rel ease-dat e:

| ogdb-version: 9.0.10

platformfamly: 800

vpn-di sabl e- node: off

mul ti-vsys: off

oper ati onal - nnde: nor nal

adm n@PA- 3220>

The show sessi on i nf o command shows details about the sessions running through the Palo Alto
Networks device.

adm n@A- 850> show session i nfo
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t ar get - dp: * . dp0

Number of sessions support ed: 196606

Nunmber of all ocated sessions: 0

Nunmber of active TCP sessi ons: 0

Nunmber of active UDP sessi ons: 0

Nunmber of active | CVP sessions: 0

Nunber of active GIPc sessions: 0

Nunmber of active GIPu sessi ons: 0

Nunmber of pendi ng GTPu sessi ons: 0

Nunmber of active BCAST sessi ons: 0

Nunmber of active MCAST sessi ons: 0

Nunber of active predict sessions: 0

Nunber of active SCTP sessi ons: 0

Nunmber of active SCTP associ ati ons: 0

Session table utilization: 0%

Nunmber of sessions created since bootup: 5044051

Packet rate: 0/s

Thr oughput : 0 kbps

New connecti on establish rate: 0 cps

Sessi on ti neout
TCP default tineout: 3600 secs
TCP session tinmeout before SYN-ACK received: 5 secs
TCP session tineout before 3-way handshaki ng: 10 secs
TCP hal f-cl osed session tineout: 120 secs
TCP session tinmeout in TIME WAIT: 15 secs
TCP session del ayed ack tinmeout: 250 nmillisecs
TCP session tineout for unverified RST: 30 secs
UDP default tinmeout: 30 secs
| CVP default tinmeout: 6 secs
SCTP default ti neout: 3600 secs
SCTP tinmeout before IN T-ACK recei ved: 5 secs
SCTP ti neout before COXIE received: 60 secs
SCTP ti neout before SHUTDOM recei ved: 30 secs
other | P default tineout: 30 secs
Captive Portal session tineout: 30 secs

Session tinmeout in discard state:
TCP: 90 secs, UDP: 60 secs, SCTP: 60 secs, other |P protocols: 60

Sessi on accel erated agi ng: Tr ue
Accel erat ed agi ng threshol d: 80% of wutilization
Scal i ng factor: 2 X

Sessi on setup

TCP - reject non-SYN first packet: Tr ue
Har dwar e sessi on of fl oadi ng: Tr ue
Har dwar e UDP sessi on of fl| oadi ng: True
I Pv6 firewalling: Tr ue
Strict TCP/IP checksum True
Strict TCP RST sequence: Tr ue
Reject TCP small initial w ndow Fal se
| CMP Unreachabl e Packet Rate: 200 pps
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Application trickling scan paraneters

Ti meout to determ ne application trickling: 10 secs
Resource utilization threshold to start scan: 80%
Scan scaling factor over regul ar aging: 8

Sessi on behavi or when resource linmit is reached: drop
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Modify the Configuration

You can also modify the device configuration from the CLI using the set , del et e, and edi t commands (if
your administrative role has a Privilege Level that allows you to write to the configuration). In most cases
you must be in Configure mode to modify the configuration.

e To change the value of a setting, use a set command. For example, to configure an NTP server,
you would enter the complete hierarchy to the NTP server setting followed by the value you
want to set:

adm n@A- 3060# set devi ceconfig system ntp-servers prinmary-ntp-server ntp-
server - address pool.ntp.org

' To target a command to a specific virtual system (vsys), enter the following operational
mode command: set system setting target-vsys <vsys-nanme>. To go back
to issuing commands that apply to the firewall instead of the targeted vsys, use set
systemtarget-vsys none.

\, ! /7
||||<>
/7 \

]

e To change to a different location in the configuration hierarchy and/or to modify a setting,
use the edi t command. The edi t commands are very similar to the set commands, except
that when you enter an edi t command, you switch context to the corresponding node in the
command hierarchy. This can be useful if you need to enter several commands in a node that
is nested far down in the command hierarchy. For example, if you want to configure all of
the NTP server settings, instead of entering the full command syntax each time using the set
command, you could use the edi t command to move to the nt p- ser ver s node as follows:

[edit]

adm n@°A- 3060# edit devi ceconfig system ntp-servers
[edit deviceconfig system ntp-servers]

adm n@PA- 3060#

Notice that when you enter the command, your new location in the command hierarchy is displayed.
You can now use the set command to configure the NTP server settings without entering the entire
command hierarchy:

adm n@A- 3060# set secondary-ntp-server ntp-server-address 10.1.2.3

v+~ Use the up command to move up a level in the command hierarchy. Use the t op
',Q' command to move back to the top of the command hierarchy.

* To delete an existing configuration setting, use a del et e command. For example, to delete the
secondary NTP server address, you would enter the following command:

adm n@PA- 3060# del et e devi ceconfig system ntp-servers secondary-ntp-server
nt p- server - addr ess

Q When deleting configuration settings or objects using the CLI, the device does not check
for dependencies like it does in the web interface. Therefore, when you use del et e
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from the CLI, you must manually search the configuration for other places where the
configuration object might be referenced. For example, before you delete an application
filter group named browser-based business, you should search the CLI for that value to
see if it is used anywhere in profiles or policies, using the following command:

adm n@A- 3060> show config running | match "browser-based
busi ness"

Notice that because the object you are matching on has a space in it, you must enclose it
in quotation marks.
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Commit Configuration Changes

Any change in the Palo Alto Networks device configuration is first written to the candidate configuration.
The change only takes effect on the device when you commit it. Committing a configuration applies the
change to the running configuration, which is the configuration that the device actively uses. Upon commit,
the device performs both a syntactic validation (of configuration syntax) and a semantic validation (whether
the configuration is complete and makes sense). As a best practice, val i dat e configuration changes prior
to committing so that you can fix any errors that will cause a commit failure, thereby ensuring that the
commit will succeed. This is particularly useful in environments with a strict change window.

The firewall and Panorama queue commit operations so that you can initiate a new commit while a
previous commit is in progress. The firewall and Panorama perform commits in the order you and other
administrators initiate them but prioritize automatic commits such as content database installations and
FQDN refreshes. If the queue already has the maximum number of administrator-initiated commits (this
varies by appliance model), the firewall or Panorama must begin processing a commit (remove it from the
queue) before you can initiate a new commit.

v~ To see details (such as queue positions or Job-IDs) about commits that are pending, in
Q progress, completed, or failed, run the operational command show j obs al I . To see the
messages and description for a particular commit, run show j obs id <job-id>.

STEP 1] ( ) Validate the configuration:
1. Enter the validate command:

adm n@A- 3060> confi gure

adm n@PA- 3060# val idate full

Val i date job enqueued with jobid 3041
3041

2. View the validation results using the job ID that was displayed when you entered the validate
command. Verify that the job finished (FI N) and that the configuration is valid as shown in the
following example:

[edit]

adm n@PA- 3060# exit

Exiting configuration node

adm n@PA- 3060> show jobs id 3041

Enqueued Dequeued I D Type Status Result Conpl eted
2015/ 05/ 18

14: 00: 40 14: 00: 40 3041 Val i dat e FI'N K 14:01:11
War ni ngs: EBL(vsysl/Palo Alto Networks Malicious IP List) Unable to fetch

external list. Using old copy for refresh.

vsysl (vsysl)

vsysl: Rule 'rulel' application dependency warning:
Application 'propal ms' requires 'web-browsing' be allowed
Application 'open-vpn' requires 'ssl' be allowed
Application 'open-vpn' requires 'web-browsing be allowed
Application '"files.to' requires 'web-browsing be allowed
Application 'gigaup' requires 'ftp' be allowed
Application 'dazhihui' requires 'web-browsing be allowed
Application 'fasp' requires 'ssh' be all owed
Application 'vidsoft' requires 'web-browsing' be allowed
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Application "ipp' requires 'web-browsing be allowed
Application 'flexnet-installanywhere' requires 'web-browsing' be
al | oned
(Modul e: devi ce)
Detail s: Configuration is valid

3. If the validation fails, fix any errors and then repeat steps 1 and 2.

STEP 2| After successfully validating the configuration, save it to the running configuration by
performing a commit of all or a portion of the configuration:

e Commit the entire configuration:

adm n@A- 3060> confi gure
adm n@A- 3060# conmi t

e Commit part of the configuration on a firewall with multiple virtual systems:

adm n@PA- 3060# conmit partial ?

+ description Enter conmit description
+ devi ce- and- net wor k devi ce- and- net wor k
+ shar ed- obj ect shar ed- obj ect
> adnin admi n
> no-vsys no- vsys
> VsSys VSys
<Enter> Fi ni sh i nput

When doing a partial commit from the CLI, you must specify what part of the configuration to
exclude from the commit. You can also filter the configuration changes by administrator. For
example, the following command commits only the changes that an administrator with the username
jsmith made to the vsys1 configuration and to shared objects:

adm n@°A- 3060# conmit partial admin jsnmith vsys vsysl devi ce-and- net wor k
excl uded

e Commit part of the configuration on a firewall that does not have multiple virtual systems mode
enabled:

adm n@°A- 220# commit partial ?

+ descri ption Enter conmit description
+ devi ce- and- net wor k devi ce- and- net wor k

+ policy-and-objects pol i cy- and- obj ect s

+ shar ed- obj ect shar ed- obj ect

> admin adm n

<Enter> Fi ni sh i nput

For example, if you made a change in the Security policy only, you might want to commit just the
policy and objects portion of the configuration as follows:

adm n@PA- 220# comit partial devi ce-and-network excl uded

v~ If the commit takes a long time, you can press Ctrl+C to access the command line
,Q' while the commit continues as a background process.
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Test the Configuration

Use the CLI-only t est commands to test that your configuration works as expected. For example, you

can test that your policy rulebases are working as expected, that your authentication configuration will
enable the Palo Alto Networks device to successfully connect to authentication services, that a custom URL
category matches expected sites, that your IPSec/IKE VPN settings are configured properly, that your User-
ID syslog parsing profiles are working properly, and many more things.

The following sections show examples of how to use some of the t est commands:

e Test the Authentication Configuration
e Test Policy Matches

Test the Authentication Configuration

Use thet est aut henti cati on command to determine if your firewall or Panorama management server
can communicate with a back-end authentication server and if the authentication request was successful.
You can additionally test authentication profiles used for GlobalProtect and Captive Portal authentication.
You can perform authentication tests on the candidate configuration, so that you know the configuration is
correct before committing.

Connectivity testing is supported for local database authentication and for external authentication servers
that use multi-factor authentication (MFA), RADIUS, TACACS+, LDAP, Kerberos, or SAML.

STEP 1| ( ) Specify which virtual system contains the
authentication profile you want to test. This is only necessary if you are testing an
authentication profile that is specific to a single virtual system (that is, you do not need to do
this if the authentication profile is shared).

adm n@A- 3060> set system setting target-vsys <vsys-name>

For example, to test an authentication profile in vsys2 you would enter the following command:
adm n@PA- 3060> set system setting target-vsys vsys2

!\‘ The set system setting target-vsys command is hot persistent across sessions.

STEP 2 | Test an authentication profile by entering the following command:

adm n@PA- 3060> test authentication authentication-profile <authentication-
profil e-nane> user nane <usernane> password

You will be prompted for the password associated with the user account.

\ Profile names are case-sensitive. Also, if the authentication profile has a username
L modifier defined, you must enter it with the username. For example, if the username
modifier is %USERINPUT%@%USERDOMAIN%, for a user named bzobrist in domain
acme.com, you would need to enter bzobr i st @cmne. comas the username.
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For example, run the following command to test connectivity with a Kerberos server defined in an
authentication profile named Corp, using the login for the LDAP user credentials for user bzobrist:

adm n@A- 3060> test authentication authentication-profile Corp usernane
bzobri st password
Ent er password :

Target vsys is not specified, user "bzobrist" is assuned to be configured
with a
shared auth profile.

Do allow list check before sending out authentication request...
nane "bzobrist" is in group "all"

Aut henti cation to KERBERCS server at '10.1.2.10' for user 'bzobrist'’
Real m ' ACME. LOCAL'

Egress: 10.55.0.21

KERBERCS configuration file is created

KERBERCS aut hcontext is created. Now authenticating ...

Ker beros principal is created

Sendi ng aut henti cation request to KDC. ..

Aut hent i cati on succeeded!

Aut henti cati on succeeded for user "bzobrist"

Test Policy Matches

You can use t est commands to verify that your policies are working as expected.

e Test a security policy rule.

Use thet est security-policy-match command to determine whether a security policy rule is
configured correctly. For example, suppose you have a user mcanha in your marketing department
who is responsible for posting company updates to Twitter. Instead of adding a new rule just for that
user, you want to test whether twitter will be allowed via an existing rule. By running the following test
command, you can see that the user mcanha is indeed allowed to post to twitter based on your existing
Allowed Personal Apps security policy rule:

adm n@PA- 3060> test security-policy-match application twitter-posting
source-user acne\ntanha destination 199.59. 150. 7 desti nati on-port 80 source
10. 40. 14. 197 protocol 6

"All oned Personal Apps" {

fromtrust;

source any;

sour ce-regi on none;

to untrust;

destination any;

destination-regi on none;

user any;

cat egory any;

application/service [ twitter-posting/tcp/any/80 tw tter-posting/
tcp/ any/ 443 finger/tcp/any/ 79 finger/udp/any/79 irc-base/tcp/any/ 6665-6669
vi dsoft/tcp/any/ 51222 vidsoft/tcp/any/ 80 vidsoft/tcp/any/443 vidsoft/tcp/
any/ 1853 vi dsof t / udp/ any/ 51222 vi dsoft/udp/ any/ 1853 rtsp/tcp/any/ 554 rtsp/
udp/ any/ 554 kkbox/tcp/ any/ 80 yahoo-mail/tcp/any/ 80 yahoo-nail/tcp/any/ 143 0
nmsen- base/ t cp/ any/ 443 nen- base/tcp/ any/ 1863 nsn-base/t cp/ any/ 7001 nsn- base/
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udp/ any/ 7001 ebuddy/tcp/ any/ 80 gmmail - base/tcp/any/ 80 gnuail - base/tcp/ any/ 443
hovrs/tcp/ any/ 443 hov application/service(inplicit) [ http/tcp/any/80 http/

tcp/any/ 443 http/tcp/any/ 6788 http/tcp/any/ 6789 http/tcp/any/ 7456 http/tcp/
any/ 8687 http/tcp/any/ 9100 http/tcp/any/ 9200 http/udp/any/ 1513 htt p/ udp/
any/ 1514 j abber/tcp/ any/any jabber/tcp/any/ 80 jabber/tcp/any/ 443 jabber/tcp/
any/ 5228 j abber/tcp/any/ 25553 j abber/udp/any/any stun/tcp/any/any stun/tcp/
any/ 3158 st un/udp/ any/ any web- br owsi ng/ any/ any/ any web- browsi ng/tcp/ any/ any
web- br owsi ng/ t cp/ any/ 80 action allow

i cnp-unreachabl e: no

term nal yes

e Test an Authentication policy rule.

Use thet est aut henti cati on-policy-nmatch command to test your Authentication policy. For
example, you want to make sure that all users accessing Salesforce are authenticated. You would use the
following t est command to make sure that if users are not identified using any other mechanism, the
Authentication policy will force them to authenticate:

adm n@PA- 3060> test authentication-policy-match fromtrust to untrust source

192. 168. 201. 10 desti nati on 96. 43. 144. 26

Mat ched rul e: 'sal esforce' action: web-form

e Test a Decryption policy rule.

Use thet est decryption-policy-match category command to test whether traffic to a specific
destination and URL category will be decrypted according to your policy rules. For example, to verify
that your no-decrypt policy for traffic to financial services sites is not being decrypted, you would enter
a command similar to the following

adm n@PA- 3060> test decryption-policy-match category financial-services from
trust source 10.40. 14. 197 destination 159. 45. 2. 143

Mat ched rule: 'test' action: no-decrypt
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Load Configurations

e Load Configuration Settings from a Text File
e Load a Partial Configuration

Load Configuration Settings from a Text File

In scripting mode, you can copy and paste commands from a text file directly into the CLI. This is a quick
and easy way to copy several configuration settings from one Palo Alto Networks device to another.

STEP 1| On the device from which you want to copy configuration commands, set the CLI output mode

to set:

adm n@wl> set cli config-output-formt set

STEP 2 | Show the part of the configuration you want to copy. For example, to copy the SNMP
configuration you would enter the following command:

adm n@wl# show devi ceconfig system snnp-setting

set devi ceconfig system snnp-setting snnp-system | ocati on Headquarters
set devi ceconfig system snnp-setting snnp-system contact snnp-

adm n@cne. com

set devi ceconfig system snnp-setting access-setting version v2c snnp-
communi ty-string public

=

When pasting commands into the command line, make sure you are entering them in

the proper order to avoid errors. Sometimes commands shown in the CLI are not the
order in which they must be configured on the device (for example, if you are pasting

a configuration from a firewall into Panorama). If you see errors, check whether the
command that generated the error is dependent on a later command. In these cases,
you can usually just reenter the command. Also make sure you are pasting sections of a
configuration in a logical order. For example, you should not copy security policy rules if
you have not yet configured the objects the rules rely on, such as zones, security profiles,
or address groups.

STEP 3 | Copy the commands to a text editor such as Notepad and edit the settings as desired.

STEP 4 | On the second device, paste the commands into the command line.

» There is a limit to the amount of text that can be copied into the SSH buffer

(approximately 20 lines). If you cut-and-paste a large block of text into the CLI, examine
the output of the lines you pasted. If you see lines that are truncated or generate errors,
you may have to re-paste a smaller section of text, or switch to scripting mode using
theset cli scripting-node on operational mode command, which increases the
buffer significantly.

STEP 5 | Commit Configuration Changes.
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Load a Partial Configuration

Use thel oad config partial command to copy a section of a configuration file in XML. The
configuration can be:

e A saved configuration file from a Palo Alto Networks firewall or from Panorama
¢ Alocal configuration (for example, running-confg.xml or candidate-config.xml)
e Animported configuration file from a firewall or Panorama

To load a partial configuration, you must identify the configuration file you want to copy from and, if it is
not local, import it onto the device (see Use Secure Copy to Import and Export Files for an example of how
to import a saved configuration).

A ¢ If you are managing more than two or three firewalls, consider using Panorama for central

A /A management and monitoring of your firewalls.

To specify what part of the configuration to load, you must find the xpath location, which specifies the XML
node in the configuration file you are loading from and the node in the local candidate configuration you are
loading to.

The format of the command is:

adm n@A- 3060# | oad config partial node [append| nmerge|replace] from
xpat h <source-xpat h> to-xpath <destination-xpath> from <fil enane>

Use the information in the following topics to determine the appropriate Xpath location formats and use
them to load a configuration object from one configuration to another:

e Xpath Location Formats Determined by Device Configuration
e Load a Partial Configuration into Another Configuration Using Xpath Values

Xpath Location Formats Determined by Device Configuration

You specify the source and destination of the | oad parti al command using xpath locations, which
specify the XML node in the configuration you are copying from (f r om xpat h) and the XML node in the
candidate configuration you are copying to (t o- xpat h). Determining the correct xpath is a critical part
of using this command. The following table shows the format for the f r om xpat h and t o- xpat h on
different types of devices. Notice that the f r om xpat h begins at devi ces or shar ed, whereas the t o-
xpat h begins with / confi g.

Type of Xpath Formats

Device
Configuration

Multi-vsys from-xpath
Firewall

devi ces/ ent ry[ @ane="| ocal host . | ocal domai n' ]/ vsys/
entry[ @anme=' vsys-1D ]/ <obj ect >

to-xpath
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Type of
Device

Configuration

Xpath Formats

/ confi g/ devi ces/ entry[ @ame='1 ocal host. | ocal domai n']/vsys/
ent ry[ @ane=' vsys-1 D ]/ <obj ect >

Single-vsys from-xpath
Firewall
devi ces/ entry[ @nane='1ocal host .| ocal domai n' ]/ vsys/
ent ry[ @ane='vsysl' ]/ <object>
to-xpath
[ confi g/ devi ces/ entry[ @ane='1| ocal host. | ocal domai n']/vsys/
ent ry[ @ane=' vsysl' ]/ <object>
Panorama from-xpath
Shared
Object shar ed/ <obj ect >
to-xpath
/ confi g/ shar ed/ <obj ect >
Panorama from-xpath
Device
Group devi ces/ ent ry[ @ane="1 ocal host . | ocal donmai n' ]/ devi ce- gr oup/
Object ent ry[ @ane=' devi ce- group- nanme' |/ <obj ect >

to-xpath

/ confi g/ devi ces/ entry[ @ane="'1| ocal host. | ocal donmi n' ]/ devi ce-
group/ entry[ @ane="' devi ce- group- nane']/<object>

Load a Partial Configuration into Another Configuration Using Xpath

Values

STEP 1| Find the xpath values to use to load the partial configuration.
1. Log in to the web interface on the device and go to the following URL:
https://<devi ce-i p-address>/ api
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{ FIREWALL

XML API

Commit

Configuration Commands
Exp

Import

Logs

Operational Commands

PAN-OS also supports a REST APl interface. To try it and explore the calls available, use the following link: REST AP

2. Select Configuration Commands.

3. Drill down until you find the configuration object you want to load from one configuration to
another.

For example, to find the application group xpath on a multi-vsys firewall, you would select
Configuration Commands > devices > localhost.localdomain > vsys > <vsys-name> > application-
group. After you drill down to the node you want to load, make note of the XPath that is displayed in
the text box.

{» FIREWALL

XML API.Configuration
Commands.devices.entry[@name='localhost.localdomain']. vsys. entry[@name="vsys1'].application-group

XPath

/config/devices/entry[@name="localhost.localdomain'] /vsys/entry[@name='vsys1']/application-group

Submit

XMLAPI Url

api/?type=confighaction=get&xpath=/config/devices/entry[@name="localhost localdomain’]/vsys/entry[@name="vsys1'] /application-group

command debug node on to enable this), and then enter the configuration mode

= showcommand that shows the object you are interested in copying. For example, to
see the xpath for the application object configuration in vsys1, you would enter the
show vsys vsysl appli cati on command. Look for the section of the output that
begins with <r equest cnd="get" obj =". This signals the beginning of the xpath. In
the following example, the highlighted section is the xpath for the application objects in
vsysl:

NO You can also find the xpath from the CLI debug mode (use the operational mode

adm n@A- 3060# show vsys vsysl application

(container-tag: vsys container-tag: entry key-tag: name val ue:
vsysl container-tag: application)

((eol -matched: . #t) (eol-matched: . #t) (eol-

mat ched: . #t) (xpath-prefix: . /config/devices/

entry[ @ane="1ocal host.| ocal domain']) (context-inserted-at-end-

p: . #f))
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[usr/local/bin/pan_ns_client --config-node=default --set-
prefix='"set vsys vsysl ' --cookie=2588252477840140 <<' ECF' |/
usr/bin/less -X -E -M

<request cnd="get" obj ="/config/devices/
entry[@name='localhost.localdomain']/vsys/entry[@name="vsys1']/
application"></r equest >

EOF

4. After you find the xpath for the node you want to load, identify the appropriate from- and to- Xpath
Location Formats Determined by Device Configuration to load the partial configuration.

STEP 2| Use thel oad config partial command to copy sections of the configuration you just
imported. For example, you would use the following command to load the application filters
you configured on fw1 from a saved configuration file, fw1-config.xml, you imported from fw1
(a single-vsys firewall) to vsys3 on fw2. Notice that even though fw1 does not have multiple
virtual system support, the xpath still points to the vsys1 (the default vsys ID on single-vsys
firewalls):

adm n@w2# | oad config partial node nmerge from xpath devices/

ent ry[ @nane='1ocal host .| ocal domai n' ]/ vsys/entry[ @ane="'vsysl' ]/application-
filter to-xpath/config/devices/entry[ @ane='1|ocal host.|ocal domain']/vsys/
entry[ @anme="vsys3']/application-filter fromfwl-config.xm

 The quotation marks around the hostname and the vsys name (if applicable) must be
l neutral. The command will fail if there are opened or closed quotation marks.

STEP 3 | Commit Configuration Changes.
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Use Secure Copy to Import and Export Files

Secure Copy (SCP) is a convenient way to import and export files onto or off of a Palo Alto Networks
device. For, example, you can use SCP to upload a new OS version to a device that does not have internet
access, or you can export a configuration or logs from one device to import on another. The SCP commands
require that you have an account (username and password) on the SCP server.

\ Because the file for the entire log database is too large for an export or import to be practical
L on the following models, they do not support the scp export | ogdb orscp inport
| ogdb commands: Panorama virtual appliance running Panorama 6.0 or later releases,
Panorama M-Series appliances (all releases), and PA-7000 Series firewall (all releases).

e Export a Saved Configuration from One Firewall and Import it into Another
e Export and Import a Complete Log Database (logdb)

Export a Saved Configuration from One Firewall and Import it into
Another

After you import the saved configuration, you can then Load a Partial Configuration from the first firewall
onto the second firewall.

STEP 1| On the first firewall, save the current configuration to a named configuration snapshot using
the save config to <fil ename>command in configuration mode. For example:

adm n@A-f wl# save config to fwl-config

STEP 2 | Export the named configuration snapshot and log database to an SCP-enabled server using the
scp export command in operational mode. When prompted, enter the password for your SCP
server account.

adm n@wl> scp export configuration from <nanmed-config-file>
to <usernanme@ost : pat h>

For an SCP server running on Windows, the destination folder/filename path for both the export and
import commands requires a drive letter followed by a colon. For example:

adm n@wl> scp export configuration fromfwl-config.xm to
ccrisp@o. 10.10. 5: c/fwconfig

STEP 3| Log in to the firewall to which you want to copy the configuration and logs, and then import
the configuration snapshot and log database. When prompted, enter the password for your
SCP server account.

adm n@w2> scp i nport configuration from <usernane@ost: pat h_t o_naned-
config-file>

For example (on a Windows-based SCP server):
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adm n@w2> scp inport configuration fromccrisp@O.10.10.5: c:/fw configs/fwl-
config.xm

Export and Import a Complete Log Database (logdb)

STEP 1| Export a log database to an SCP-enabled server using the scp export command in operational
mode. When prompted, enter the password for your SCP server account.

adm n@wl> scp export |ogdb to <usernane@ost: path to destination filenane>

For an SCP server running on Windows, the destination folder/filename path for both the export and
import commands requires a drive letter followed by a colon. For example:

adm n@wl> scp export |ogdb to ccrisp@O.10.10.5: c/fw 1 ogs/fwl-|ogdb

STEP 2| Log in to the firewall on which to import a log database, and then enter the import command.
When prompted, enter the password for your SCP server account.

adm n@w2> scp i nport | ogdb
from <username@ost: path_to_destination_fil ename>

For example (on a Windows-based SCP server):

adm n@w2> scp inport [ogdb from ccrisp@O0. 10. 10.5: ¢/ fw | ogs/ fwl-1 ogdb
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CLI Jump Start

The following table provides quick start information for configuring the features of Palo Alto Networks
devices from the CLI. Where applicable for firewalls with multiple virtual systems (vsys), the table also
shows the location to configure shared settings and vsys-specific settings.

To configure... Start here...

MGT interface

# set deviceconfig system i p-address

admin password

# set ngt-config users adm n password
DNS
# set deviceconfig systemdns-setting servers
NTP
# set deviceconfig system ntp-servers
Interfaces
# set network interface
System settings
# set deviceconfig system
Zones
# set zone <nane>
# set vsys <name> zone <name>
Security Profiles
) . # set profiles
HIP Objects/Profiles | 4 get vsys <name> profiles
URL Filtering Profiles # set shared profiles
WildFire Analysis
Profiles
Server Profiles
# set server-profile
# set vsys <name> server-profile
# set shared server-profile
Authentication
Profiles # set authentication-profile
# set vsys <name> aut hentication-profile
# set shared authentication-profile
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To configure... Start here...

Certificate Profiles
# set certificate-profile

# set vsys <name> certificate-profile
# set shared certificate-profile

Policy

# set rul ebase

# set vsys vsysl rul ebase
Log Quotas

# set deviceconfig setting managenent quota-settings
User-ID

# set user-id-agent

# set vsys <nane> user-i d-agent

# set user-id-collector

# set vsys <name> user-id-collector
HA

# set deviceconfig high-availability

AutoFocus Settings
# set deviceconfig setting autof ocus

WildFire Settings
# set deviceconfig setting wildfire

Panorama
# set deviceconfig system panorama-server

Restart
> request restart system
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CLI Cheat Sheets

CLI Cheat Sheet: Device Management
CLI Cheat Sheet: User-ID

CLI Cheat Sheet: Networking

CLI Cheat Sheet: VSYS

CLI Cheat Sheet: Panorama
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CLI Cheat Sheet: Device Management

Use the following table to quickly locate commands for common device management tasks:

If you want to... Use...
¢ Show general system health information.
> show systeminfo
e Show percent usage of disk partitions. Include _ _
the optional f i | es parameter to show > show system di sk-space files
information about inodes, which track file
storage.
¢ Show the maximum log file size.
> show syst em | ogdb- quot a
e Show running processes.
> show system software status
e Show processes running in the management
plane. > show system resources
e Show resource utilization in the dataplane.
> show runni ng resource-nonitor
e Show the licenses installed on the device.
> request license info

Show when commits, downloads, and/or
upgrades are completed.

> show j obs processed

Show session information.

> show

session info

Show information about a specific session.

> show

session id <session-id>

Show the running security policy.

> show

runni ng security-policy

Show the authentication logs.

> | ess

np-1 og aut hd. | og
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If you want to...

Restart the device.

Use...

> request restart system

Show the administrators who are currently
logged in to the web interface, CLI, or API.

> show adni ns

Show the administrators who can access
the web interface, CLI, or API, regardless of
whether those administrators are currently
logged in.

When you run this command on the firewall,
the output includes local administrators,
remote administrators, and all administrators
pushed from a Panorama template. Remote
administrators are listed regardless of when
they last logged in.

> show adm ns al |

Configure the management interface as a
DHCP client.

For a successful commit, you must include each
of the parameters: accept - dhcp- donmai n,
accept - dhcp- host nane, send- cl i ent -

i d, and send- host nane.

# set deviceconfig systemtype dhcp-
client accept-dhcp-domain <yes|no>
accept - dhcp- host name <yes| no> send-
client-id <yes|no> send-host nane
<yes| no>

54 PAN-OS CLI QUICK START | CLI Cheat Sheets

© 2021 Palo Alto Networks, Inc.



CLI Cheat Sheet: User-I1D

Use the following commands to perform common User-1D configuration and monitoring tasks.

v~ To see more comprehensive logging information enable debug mode on the agent using
"N A thedebug user-id | og-ip-user-nmappi ng yes command. When you are done

= troubleshooting, disable debug mode using debug user-id | og-i p-user-mappi ng
no.

CLI Cheat Sheet: User-ID

View all User-ID agents configured to send user mappings to the Palo Alto Networks device:

e To see all configured Windows-based agents:

> show user user-id-agent state all

e To see if the PAN-OS-integrated agent is configured:

> show user server-npnitor state all

View how many log messages came in from syslog senders and how many entries the User-ID agent
successfully mapped:

> show user server-nonitor statistics

View the configuration of a User-ID agent from the Palo Alto Networks device:

> show user user-id-agent config nane <agent-nanme>

View group mapping information:

show user group-mappi ng statistics
show user group-mappi ng state all
show user group |i st

show user group nane <group- hame>

VVVYV

View all user mappings on the Palo Alto Networks device:

> show user ip-user-mpping all

Show user mappings filtered by a username string (if the string includes the domain name, use two
backslashes before the username):

> show user ip-user-mapping all | match <domai n>\\ <user name-string>

Show user mappings for a specific IP address:
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CLI Cheat Sheet: User-ID

> show user ip-user-napping ip <ip-address>

Show usernames:

> show user user-ids

View the most recent addresses learned from a particular User-ID agent:

> show | og useri d dat asourcenane equal <agent-nane> direction equal backward

View mappings from a particular type of authentication service:

> show | og useri d datasourcetype equal <authentication-service>

where <authentication-service> can be aut henti cate,cli ent-cert,directory-server,
exchange- server, gl obal prot ect, ker ber o0s, net bi os- pr obi ng, nt | munknown, vpn-
client,orwn -probing.

For example, to view all user mappings from the Kerberos server, you would enter the following
command:

> show | og useri d dat asourcetype equal kerberos

View mappings learned using a particular type of user mapping:

> show | og userid datasource equal <datasource>

where <datasource> can be agent , capti ve- portal,event -1 0g, ha, probi ng, server -
sessi on-noni tor,ts-agent,unknown,vpn-client,orxmn -api.

For example, to view all user mappings from the XML API, you would enter the following command:

> show | og useri d dat asourcetype equal xm -api

Find a user mapping based on an email address:

> show user email -1 ookup

+ base Def aul t base di stingui shed name (DN) to use for
searches

+ bi nd-dn bi nd di sti ngui shed nane

+ bi nd- password bi nd password

+ domai n Domai n name to be used for usernane

+ group-obj ect group object cl ass(comma- separ at ed)

+ nane-attribute nane attribute

+ proxy-agent agent ip or host nane.

+ proxy-agent - port user-id agent listening port, default is 5007
+ use-ssl use-ss

* email emai | address

> mail-attribute mai |l attribute
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CLI Cheat Sheet: User-ID

> server | dap server ip or host nane.
> server-port | dap server |istening port
For example:

> show user enail -1 ookup base "DC=l ab, DC=sg, DC=acmne, DC=Il ocal " bi nd-dn
" CNEAdmi ni st rat or, CN=User s, DC=l ab, DC=sg, DC=acne, DC=l ocal " bi nd- password
acme use-ssl no enmail userl@ab.sg.acne.local mail-attribute mail server
10.1.1.1 server-port 389 | absg\userl

Clear the User-ID cache:

cl ear user-cache all

Clear a User-ID mapping for a specific IP address:

cl ear user-cache ip <ip-address/net mask>
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CLI Cheat Sheet: HA

Use the following table to quickly locate commands for HA tasks.

If you want to ... Use ...

e View all HA cluster configuration content.
> show hi gh-availability cluster all

e View HA cluster flap statistics.
> show hi gh-availability cluster flap-
> Cluster flap count is reset statistics
when the HA device moves
from suspended to functional
and vice versa. Cluster flap
count also resets when non-
functional hold time expires.

e View status of the HA4 interface.
> show hi gh-availability cluster ha4-
st at us

e View status of the HA4 backup interface.
> show hi gh-availability cluster ha4-
backup- st at us

¢ View information about the type and number

of synchronized messages to or from an HA > show hi gh-avail ability cluster
cluster. sessi on-synchroni zati on

e View HA cluster state and configuration
information. > show high-availability cluster state

e View HA cluster statistics, such as counts
received messages and dropped packets for > show hi gh-avail ability cluster
various reasons. statistics

e Clear HA cluster statistics.
> clear high-availability cluster
statistics

e Clear session cache.
> request high-availability cluster
cl ear - cache
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If you want to ... Use ...

e Request full session cache synchronization.

> request high-availability cluster
sync-from

PAN-OS CLI QUICK START | CLI Cheat Sheets 59

© 2021 Palo Alto Networks, Inc.



CLI Cheat Sheet: Networking

Use the following table to quickly locate commands for common networking tasks:

If youwantto... Use...

General Routing Commands

e Display the routing table
> show routing route

e Look at routes for a specific
destination > show routing fib virtual-router <name> |
mat ch <x. x. x. x/ Y>

e Change the ARP cache timeout

setting from the default of 1800 > set system setting arp-cache-
seconds. ti meout <60-65536>

e View the ARP cache timeout
setting. > show system setting arp-cache-ti meout

NAT

¢ Show the NAT policy table
> show runni ng nat-policy

e Test the NAT policy
> test nat-policy-match

e Show NAT pool utilization
> show runni ng i ppool
> show runni ng gl obal -i ppool

IPSec

e Show IPSec counters
> show vpn fl ow

e Show a list of all IPSec gateways
and their configurations > show vpn gat eway

e Show IKE phase 1 SAs
> show vpn ike-sa
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If youwantto...

Show IKE phase 2 SAs

Use...

> show vpn i psec-sa

Show a list of auto-key IPSec
tunnel configurations

> show vpn tunnel

BFD

Show BFD profiles

> show routing bfd active-profile [<nanme>]

Show BFD details

> show routing bfd details [interface <nanme>]
[local -ip <ip>] [rultihop][peer-ip <ip>]
[session-id] [virtual -router <nane>]

Show BFD statistics on dropped
sessions

> show routing bfd drop-counters session-
i d <session-id>

Show counters of transmitted,
received, and dropped BFD
packets

> show counter global | match bfd

Clear counters of transmitted,
received, and dropped BFD
packets

> clear routing bfd counters session-id all
| <1-1024>

Clear BFD sessions for debugging
purposes

> clear routing bfd session-state session-id
all | <1-1024>

PVST+

Set the native VLAN ID

> set session pvst-native-vlan-id <vid>

Drop all STP BPDU packets

> set session drop-stp-packet

Verify PVST+ BPDU rewrite
configuration, native VLAN ID,
and STP BPDU packet drop

> show vl an all

Show counter of times the 802.1Q
tag and PVID fields in a PVST+
BPDU packet do not match

> show count er gl obal
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If youwantto... Use...

Look at the f | ow_pvi d_i nconsi st ent counter.

Troubleshooting

e Ping from the management (MGT)
interface to a destination IP > ping host <destination-ip-address>

address

e Ping from a dataplane interface to
a destination IP address > ping source <ip-address-on-datapl ane>
host <desti nation-i p-address>

e Show network statistics
> show netstat statistics yes
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CLI Cheat Sheet: VSYS

Use the following commands to administer a Palo Alto Networks firewall with multiple virtual system
(multi-vsys) capability. You must have superuser, superuser (read-only), device administrator, or device
administrator (read-only) access to use these commands. These commands are not available for virtual
system administrator or virtual system administrator (read-only) roles.

If youwantto...

e Find out if the firewall is in multi-vsys
mode

Use...

adm n@A> show systeminfo |
mul ti-vsys: on

mat ch vsys

e View a list of virtual systems
configured on the firewall
> After adding a new virtual
L system from the CLI, you
must log out and log back
in to see the new virtual
system within the CLI.

adm n@A> set systemsetting target-vsys ?

none none
vsysl vsysl
Vsys2 Vsys2
<val ue> <val ue>

e Switch to a particular vsys so that you
can issue commands and view data
specific to that vsys

adm n@A> set systemsetting target-
VSys <vsys-nane>

For example, use the following command to switch to
vsys2; note that the vsys name is case sensitive:

> set system setting target-vsys vsys2
Session target vsys changed to vsys2
adm n@PA- vsys2>

Notice that the command prompt now shows the name of
the vsys you are now administering.

¢ View the maximum number of sessions
allowed, in use, and throttled

adm n@A> show sessi on neter

Example output:

VSYS Maxi mum Current Throttl ed

1 10 30 1587

Maximum indicates the maximum number of sessions
allowed per dataplane, Current indicates the number of
sessions being used by the virtual system, and Throttled
indicates the number of sessions denied for the virtual
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If youwantto... Use...

system because the sessions exceeded the Maximum
number multiplied by the number of dataplanes in the
system.

» As shown in this example, on a PA-5200
Series or PA-7000 Series firewall, the
Current number of sessions being used can
be greater than the Maximum configured
for Sessions Limit (Device > Virtual
Systems > Resource) because there are
multiple dataplanes per virtual system. The
Sessions Limit you configure on a PA-5200
or PA-7000 Series firewall is per dataplane,
and will result in a higher maximum per
virtual system.

e View the User-ID mappings in the vsys
adm n@A- vsys2> show user i p-user-nmappi ng

al |
e Return to configuring the firewall
globally adm n@A-vsys2> set system setting target-
VSys none
adm n@A>
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CLI Cheat Sheet: Panorama

Use the following commands on Panorama to perform common configuration and monitoring tasks for the
Panorama management server (M-Series appliance in Panorama mode), Dedicated Log Collectors (M-Series
appliances in Log Collector mode), and managed firewalls.

¥ To view system information about a Panorama virtual appliance or M-Series appliance (for
z! example, job history, system resources, system health, or logged-in administrators), see CLI
Cheat Sheet: Device Management.

A Dedicated Log Collector mode has no web interface for administrative access, only a
command line interface (CLI).

If youwantto... Use...
M-Series Appliance Mode of Operation (Panorama, Log Collector, or PAN-DB Private Cloud Mode)

Switching the mode reboots the M-Series appliance, deletes any existing log data, and
deletes all configurations except the management access settings.

e Display the current operational mode.
> show systeminfo | match
syst em node

e Switch from Panorama mode to Log Collector mode.
> request system system nbde

| ogger
e Switch from Panorama mode to PAN-DB private cloud
mode (M-500 appliance only). > request system system node
panur | db

e Switch an M-Series appliance from Log Collector mode
or PAN-DB private cloud mode (M-500 appliance only) to | > request system system node
Panorama mode. panor ama

e Switch the Panorama virtual appliance from Legacy mode
to Panorama mode. > request system system node
panor ama

e Switch the Panorama virtual appliance from Panorama

mode to Legacy mode. > request system system node
| egacy

Panorama Management Server

e Change the output for showcommands to a format that

you can run as CLI commands. > set cli config-output-node
set
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If youwantto...

The following is an example of the
output for the show devi ce- gr oup
command after setting the output
format:

# show devi ce-group branch-
of fices

set devi ce-group branch-

of fices devices

set devi ce-group branch-

of fi ces pre-rul ebase

e Enable or disable the connection between a firewall and
Panorama. You must enter this command from the firewall
CLL

> set panorama [off | on]

¢ Synchronize the configuration of M-Series appliance high
availability (HA) peers.

> request high-availability
sync-to-renote [runni ng-
config | candi date-config]

e Reboot multiple firewalls or Dedicated Log Collectors.

> request batch reboot
[devices | |og-
col l ectors] <serial - nunber >

e Change the interval in seconds (default is 10; range is
5 to 60) at which Panorama polls devices (firewalls and
Log Collectors) to determine the progress of software or
content updates. Panorama displays the progress when
you deploy the updates to devices. Decreasing the interval
makes the progress report more accurate but increases
traffic between Panorama and the devices.

> set dlsrvr poll-
i nterval <5-60>

Device Groups and Templates

e Show the history of device group commits, status of the
connection to Panorama, and other information for the
firewalls assigned to a device group.

> show devi cegr oups
nane <devi ce-group- name>

e Show the history of template commits, status of the
connection to Panorama, and other information for the
firewalls assigned to a template.

> show t enpl at es
nane <tenpl at e- name>

e Show all the policy rules and objects pushed from
Panorama to a firewall. You must enter this command
from the firewall CLI.

> show confi g pushed- shar ed-
policy
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If youwantto...

e Show all the network and device settings pushed from

Panorama to a firewall. You must enter this command
from the firewall CLI.

> show confi g pushed-tenpl ate

Log Collection

e Show the current rate at which the Panorama
management server or a Dedicated Log Collector receives
firewall logs.

> debug | og-col | ect or
| og-col | ection-stats show
i ncom ng-| ogs

¢ Show the quantity and status of logs that Panorama or a
Dedicated Log Collector forwarded to external servers
(such as syslog servers) as well as the auto-tagging status
of the logs. Tracking dropped logs helps you troubleshoot
connectivity issues.

> debug | og-col | ector | og-
col l ection-stats show | og-
forwardi ng-stats

¢ Show status information for log forwarding to the
Panorama management server or a Dedicated Log
Collector from a particular firewall (such as the last
received and generated log of each type).

When you run this command at the firewall CLI (skip the
device <firewall-serial - nunber > argument), the
output also shows how many logs the firewall has forwarded.

> show | oggi ng- st at us
device <firewal |l -seri al -
nunber >

e C(Clear logs by type.

Running this command on the Panorama management server
clears logs that Panorama and Dedicated Log Collectors
generated, as well as any firewall logs that the Panorama
management server collected. Running this command on a
Dedicated Log Collector clears the logs that it collected from
firewalls.

> clear log [acc | alarm|
config | hipmatch | system |
threat | traffic]
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CLI Changes in PAN-OS 10.0

This chapter identifies the PAN-OS 10.0 CLI configure commands changed since the PAN-OS
9.1 release:

Changed Load Commands
Removed Load Commands
Changed Revert Commands
New Set Commands
Changed Set Commands
Removed Set Commands
New Show Commands
Removed Show Commands

V V V V V V Vv V
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Load Commands Changed in PAN-OS 10.0

We modified the following commands in the 10.0 release to include the ski p- val i dat e command.

| oad config key<val ue>| <defaul t> regenerate-rul e-uui d-all <yes|no> skip-
val i dat e <yes| no> from <val ue>

| oad config key <val ue>| <defaul t > regenerate-rul e-uui d-all <yes|no> skip-
val i dat e <yes| no> versi on <val ue>| <1-1048576>

| oad config key <val ue>| <default > regenerate-rul e-uui d-all <yes|no> ski p-
val i dat e <yes| no> | ast-saved

| oad config key <val ue>| <defaul t> regenerate-rul e-uuid-all <yes|no>

ski p-val i date <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> devi ce- group

| oad config key <val ue>| <def aul t > regenerate-rul e-uui d-all <yes|no>
ski p-val i date <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> devi ce-group [ <devi ce-groupl> <devi ce-group2>... ]

| oad config key <val ue>| <defaul t> regenerate-rul e-uuid-all <yes|no>

ski p-val i date <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> tenpl ate

| oad config key <val ue>| <def aul t> regenerate-rul e-uui d-all <yes|no>

ski p-val i date <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> tenplate [ <tenplatel <tenplate2>... ]

| oad config key <val ue>| <def aul t> regenerate-rul e-uui d-all <yes|no>

ski p-val i dat e <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> t enpl at e- st ack

| oad config key <val ue>| <defaul t> regenerate-rul e-uuid-all <yes|no>

ski p-val i date <yes|no> partial shared-objects < include> shared-policies
<i ncl uded> from <val ue from xpath <val ue> to x-path <val ue> node <nerge
repl ace| append> tenpl ate-stack [ <tenpl ate-stackl <tenpl ate-stack2>... ]
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Load Commands Removed in PAN-OS 10.0

The following commands are no longer available in the 10.0 release.

| oad config key <val ue>| <def aul t > regenerat e-rul e-uui d- al

<val ue>

| oad config key <val ue>| <def aul t > regener at e-rul e-uui d- al
<val ue>| <1-1048576>
| oad config key <val ue>| <def aul t > regenerat e-rul e- uui d- al

saved

| oad config key <val ue>| <def aul t > regener at e-rul e- uui d- al
shar ed- obj ect s <i ncl uded> shared-policies <included> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append>
| oad config key <val ue>| <def aul t > regenerat e-rul e-uui d- al
shar ed- obj ect s <i ncl uded> shared- policies <included> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append>
[ <device-groupl> <devi ce-group2>. .

| oad config key <val ue>| <def aul t > regenerat e-rul e- uui d- al
shar ed- obj ect s <i ncl uded> shared- policies <included> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append>
| oad config key <val ue>| <def aul t > regenerat e-rul e-uui d- al
shar ed- obj ect s <i ncl uded> shared- policies <included> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append>
[ <tenpl atel> <tenpl ate2>..

| oad config key <val ue>| <def aul t > regenerat e-rul e-uui d- al

shar ed- obj ect s <i ncl uded> shared- policies <included> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append>
| oad config key <val ue>| <def aul t > regener at e-rul e- uui d- al

]

]

<yes| no> from
<yes| no> versi on

<yes| no> | ast -

<yes| no> parti al
<val ue> from
devi ce- group
<yes| no> parti al
<val ue> from
devi ce- group

<yes| no> parti al
<val ue> from
tenpl ate

<yes| no> parti al
<val ue> from
tenpl at e

<yes| no> parti al
<val ue> from
tenpl at e- st ack
<yes| no> parti al

shar ed- obj ect s <i ncl uded> shared-policies <included> from <val ue> from
xpat h <val ue> to-xpath <val ue> node <nerge|repl ace| append> t enpl at e- st ack

[ <tenpl at e-stackl> <tenpl at e-stack2>..

]

72 PAN-OS CLI QUICK START | CLI Changes in PAN-OS 10.0

© 2021 Palo Alto Networks, Inc.



Revert Commands Changed in PANQOS-10.0

The following commands are modified in the 10.0 release.

Added ski p- val i dat e option.

revert config skip-validate<yes|no> partial shared-object <excluded> device-

and- net wor k <excl uded> adm n

revert config skip-validate <yes|no> partial shared-object <excluded>
devi ce- and- net wor k <excl uded> admin [ <adm nl> <adm n2>... ]

revert config skip-validate <yes|no> partial shared-object <excluded>
devi ce- and- net wor k <excl uded> vsys

revert config skip-validate <yes|no> partial shared-object <excluded>
devi ce- and- net wor k <excl uded> no-vsys

revert config skip-validate <yes|no> partial shared-object <excluded>
devi ce- and- net wor k <excl uded> [ <vsys> <vsys2>...]
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Set Commands Introduced in PAN-OS 10.0

The following commands are new in the 10.0 release:

set devi ceconfig system | caas-use-proxy <yes|no>

set devi ceconfig system ssh profiles

set devi ceconfig system ssh profiles ha-profiles

set deviceconfig system ssh profiles ha-profiles <name>

set devi ceconfig system ssh profiles ha-profiles <name> ci phers [ <ciphersl>
<ci phers2>... ]

set devi ceconfig system ssh profiles ha-profiles <name> nac [ <macl>
<mac2>... |

set devi ceconfig system ssh profiles ha-profiles <nanme> kex [ <kexl1l>
<kex2>... ]

set devi ceconfig system ssh profiles ha-profiles <name> def aul t - host key

set devi ceconfig system ssh profiles ha-profiles <nanme> defaul t-host key key-

type

set devi ceconfig system ssh profiles ha-profiles <nane> defaul t-host key key-

type ECDSA <256| 384| 521>
set devi ceconfig system ssh

type RSA <2048| 3072| 4096>
set devi ceconfig system ssh
set devi ceconfig system ssh
<10- 4000>| <def aul t >

set devi ceconfig system ssh
packets <12-27>| <def aul t >

profiles ha-profiles <nanme> defaul t - host key key-

profiles
profiles

ha-profiles
ha-profiles

<nane>
<nane>

sessi on-r ekey
sessi on-rekey data

profiles ha-profil es <nane> sessi on-rekey

set devi ceconfig

set devi ceconfig
set devi ceconfig
set devi ceconfig

set devi ceconfig
ci phers

system ssh
system ssh
system ssh
system ssh

system ssh

profiles
profiles
profiles
profiles

profiles

[ <ciphersl> <ciphers2>..

set devi ceconfig system ssh profiles

mac

set devi
kex [

set devi
def aul t - host key
set devi ceconfig
def aul t - host key
set devi ceconfig
def aul t - host key

set devi ceconfig
def aul t - host key

[ <macl> <mac2>... ]

system ssh
key-type

ceconfig system ssh profiles
<kex1l> <kex2>... ]

ceconfig system ssh profiles

profiles

mgnt - profil es
nmgnt - profil es
mgnt - profil es

mgnt - profil es

nmgnt - profil es
]

mgnt - profil es

nmgnt - profil es

mgnt - profil es

mgnt - profil es

system ssh profiles ngnt-profiles
key-type ECDSA <256| 384| 521>

system ssh profiles ngnt-profiles
key-type RSA <2048| 3072| 4096>

client-profiles
client-profiles
server-profiles
server-profiles

server-profiles

server-profiles

server-profiles

server-profiles
server-profiles

server-profiles

server-profiles

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>
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set deviceconfig system ssh profiles ngnt-profiles server-profiles <nane>
def aul t - host key key-type all

set devi ceconfig system ssh profiles ngnt-profiles server-profiles <nanme>
sessi on-r ekey

set devi ceconfig system ssh profiles nmgnt-profiles server-profiles <name>
sessi on-rekey data <10-4000>| <def aul t >

set devi ceconfig system ssh profiles ngnt-profiles server-profiles <nanme>
sessi on-rekey interval <10-3600>| <def aul t>

set devi ceconfig system ssh profiles nmgnt-profiles server-profiles <name>
sessi on-rekey packets <12-27>| <defaul t>

set devi ceconfig system device-tel enetry

set deviceconfig system device-tel enetry product-usage <yes|no>

set deviceconfig system device-tel enetry devi ce-heal t h-perfornmnce <yes| no>
set devi ceconfig system device-telenetry threat-prevention <yes|no>

set devi ceconfig system device-tel enetry regi on <val ue>

set devi ceconfig system ssh ha

set devi ceconfig system ssh ha ha-profil e <val ue>

set devi ceconfig system ssh ngnt

set deviceconfig system ssh ngnt client-profile <val ue>

set deviceconfig system ssh ngnt server-profile <val ue>

set devi ceconfig system update-schedule wildfire recurring real-tine

set devi ceconfig system update-schedule wildfire recurring every-mn sync-

t o- peer <yes| no>

set devi ceconfig system update-schedule wildfire recurring every-15-m ns
sync-t o- peer <yes|no>

set devi ceconfig system update-schedule wildfire recurring every-30-mnins
sync-to- peer <yes| no>

set devi ceconfig system updat e-schedule wildfire recurring every-hour sync-

t o- peer <yes| no>

set deviceconfig setting fil engr-service-setting

set deviceconfig setting fil engr-service-setting fil engr-server<val ue>
set deviceconfig setting captive-porta

set deviceconfig setting captive-portal nunber-workers <2-12>

set deviceconfig setting captive-portal disable-token <yes|no>

set deviceconfig setting wildfire real-tine-cl oud-server <val ue>

set deviceconfig setting ssl-decrypt fptcp-rw n-max <524288-8388608>

set devi ceconfig setting session packet-buffer-protection-nonitor-only<yes|
no>

set deviceconfig setting session packet-buffer-protection-bl ock-countdown
<0- 99>

set devi ceconfig setting session packet-buffer-protection-use-I|atency <yes|
no>

set deviceconfig setting session packet-buffer-protection-I|atency-alert
<1-20000>

set devi ceconfig setting session packet-buffer-protection-I|atency-activate
<1-20000>
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set deviceconfig setting session packet-buffer-protection-I|atency-bl ock-
count down <1-20000>

set devi ceconfig setting session packet-buffer-protection-I|atency-nmax-
tol erate <1-20000>

set deviceconfig setting session tcp-retransmt-scan <yes|no>

set deviceconfig setting session dhcp-bcast-sessi on-on <yes|no>

set deviceconfig setting
dp- channel

set devi ceconfig setting nanagenent secure-conn-client enabl e-secure-user-
i d- conmuni cat i on<yes| no>

set deviceconfig setting nanagenment secure-conn-server

set deviceconfig setting managenent secure-conn-server ssl-tls-service-
profile <val ue>

set devi ceconfig setting nanagenment secure-conn-server certificate-profile
<val ue>

set devi ceconfig setting managenent secure-conn-server enabl e-secure-user-
i d-conmuni cati on <yes| no>

set deviceconfig setting managenment quota-settings | og-expiration-period
decryption <1-2000>

set devi ceconfig setting nanagenent quota-settings | og-expiration-period
desum <1-2000>

set deviceconfig setting nmanagenment quota-settings | og-expiration-period
hour | ydesum <1-2000>

set deviceconfig setting managenment quota-settings | og-expiration-period
dai | ydesum <1-2000>

set devi ceconfig setting nanagenent quota-settings | og-expiration-period
weekl| ydesum <1- 2000>

set deviceconfig setting nmanagenent quota-settings di sk-quota desum <fl oat >

set devi ceconfig setting nmanagenment quota-settings di sk-quota decryption
<fl oat >

set devi ceconfig setting nmanagenent quota-settings di sk-quota hourl ydesum
<fl oat >

set devi ceconfig setting nanagenent quota-settings di sk-quota dail ydesum
<fl oat >

set devi ceconfig setting managenment quota-settings di sk-quota weekl ydesum
<fl oat >

set devi ceconfig setting nanagenent adni n-session

set devi ceconfig setting nanagenent adni n-session max-sessi on-count <1-4>

set devi ceconfig setting nanagenent adni n-session max-session-tine <val ue>

set devi ceconfig setting managenent admi n-sessi on max-sessi on-count <O0-4>

set deviceconfig setting managenent conmon-criteria-alarm generation |og-

| oggi ng enhanced- appl i cati on-1 oggi ng di sabl e- gl oba

dat abases-al armt hreshol d decrypti on <0-100>

set deviceconfig setting tunnel -accel erati on <yes| no>

set devi ceconfig setting iot

set devi ceconfig setting iot edge

set deviceconfig setting iot edge di sabl e-device-cert <yes| no>

set deviceconfig setting iot edge address <ip/netmask>| <val ue>

set deviceconfig high-availability interface ha4

set deviceconfig high-availability interface ha4 ip-address <ip/netmask>
set deviceconfig high-availability interface ha4-backup

set deviceconfig high-availability interface ha4-backup port <val ue>
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set deviceconfig high-availability interface ha4-backup ip-address <ip/
net mask>
set devi ceconfig high-availability interface ha4-backup net mask <val ue>

set devi ceconfig high-availability cluster

set devi ceconfig high-availability cluster enabled <yes| no>

set deviceconfig high-availability cluster cluster-id <1-99>

set devi ceconfig high-availability cluster cluster-synchronization-tineout
<0- 30>

set devi ceconfig high-availability cluster cluster-keepalive-threshold
<5000- 60000>

set deviceconfig high-availability cluster description <val ue>

set devi ceconfig high-availability cluster cluster-nenbers

set devi ceconfig high-availability cluster cluster-nenbers <name>

set devi ceconfig high-availability cluster cluster-nenbers <nane> ha4-i p-
addr ess <i p/ net mask>

set devi ceconfig high-availability cluster cluster-nenbers <nane> ha4-
backup-i p- address <i p/ net mask>

set devi ceconfig high-availability cluster cluster-nenbers <name> sessi on-
synchroni zati on <enabl ed| di sabl ed>

set devi ceconfig high-availability cluster cluster-nenbers <nanme> coments
<val ue>

set devi ceconfig high-availability cluster nonitor-fail-hol d-down-tine

<1- 60>

set devi ceconfig high-availability group node active-active network-
configuration sync | ogical -router<yes| no>

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group virtual -wi re <nane> destination-ip-group

set devi ceconfig high-availability group nmonitoring path-nonitoring path-
group virtual -wi re <nane> destination-ip-group <nane>

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group virtual -wi re <nane> destination-ip-group <nane> destination-ip
[ <destination-ipl> <destination-ip2>. .. ]

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group virtual -wi re <nane> destination-ip-group <nane> enabl ed <yes| no>

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group virtual -wire <nane> destination-ip-group <nanme> failure-condition
<any| al | >

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group vl an<nane> desti nati on-i p-group

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group vl an <nane> destination-ip-group <nanme>

set devi ceconfig high-availability group nmonitoring path-nmonitoring
pat h-group vl an <nane> desti nation-ip-group <nanme> destination-ip
[ <destination-ipl> <destination-ip2>... ]

set deviceconfig high-availability group nmonitoring path-nonitoring path-
group vl an <nane> destination-i p-group <nanme> enabl ed <yes| no>
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set devi ceconfig high-availability group nmonitori
group vl an <nane> destination-ip-group <nane> fa
set devi ceconfig high-availability group nonitori
group virtual -router <name> destination-ip-group
set deviceconfig high-availability group nonitori
group virtual -router <name> destination-ip-group

set devi ceconfig high-availability group nmonitori
group virtual -router <nanme> destination-ip-group
[ <destination-ipl> <destination-ip2>..

set deviceconfig high-availability group nonitori
group virtual -router <name> destination-ip-group

set devi ceconfig high-availability group nonitori
group virtual -router <name> destination-ip-group
<any| al | >

set devi ceconfig high-availability group nonitori
group | ogical -router

set devi ceconfig high-availability group nonitori
group | ogi cal -router <nanme>

set devi ceconfig high-availability group nonitori
group | ogi cal -router <name> enabl ed <yes| no>
set deviceconfig high-availability group nonitori

ng pat h-nonitoring path-
| ure-condition <any|all>
ng pat h-noni toring pat h-

ng pat h-noni toring pat h-
<name>

ng pat h-nonitoring path-
<nanme> destination-ip
ng pat h-noni toring pat h-

<name> enabl ed <yes| no>

ng pat h-noni toring pat h-
<nanme> failure-condition

ng pat h-nonitoring path-

ng pat h-noni toring pat h-

ng pat h-noni toring pat h-

ng pat h-nonitoring path-

group | ogical -router <name> failure-condition <any|all>

set deviceconfig high-availability group nonitori

ng pat h-noni toring pat h-

group | ogi cal -router <name> ping-interval <200-60000>

set devi ceconfig high-availability group nonitori
group | ogi cal -router <nane> pi ng-count <3-10>

set deviceconfig high-availability group nonitori
group | ogi cal -router <name> destinati on-i p-group

set devi ceconfig high-availability group nonitori
group | ogi cal -router <name> destination-ip-group

set deviceconfig high-availability group nonitori
group | ogi cal -router <nanme> destination-ip-group
[ <destination-ipl> <destination-ip2>. .. ]

set devi ceconfig high-availability group nonitori
group | ogi cal -router <nanme> destination-ip-group

set deviceconfig high-availability group nonitori
group | ogi cal -router <nanme> destination-ip-group
<any| al | >

ng pat h-nonitoring path-
ng pat h-noni toring pat h-
ng pat h-nonitoring path-
<name>

ng pat h-noni toring pat h-
<name> destination-ip
ng pat h-noni toring pat h-
<nane> enabl ed <yes| no>

ng pat h-noni toring pat h-
<name> failure-condition

set ngt-config users <nanme> preferences saved-| og-query decryption
set ngt-config users <nanme> preferences saved-|og-query decryption <name>
set ngt-config users <name> preferences saved-|og-query decryption <name>

query <val ue>
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set network profiles zone-protection-p
protection

set network profiles zone-protection-p
protection tags

set network profiles zone-protection-p
protection tags <nane>

set network profiles zone-protection-p
protection tags <nane> tag <val ue>

set network profiles zone-protection-p
protection tags <nane> enabl e <yes| no>

set network | ogical-router

set network | ogical-router <nane>

set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical -router <nane> vrf
<interface2>..

set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical -router <nane> vrf
<yes| no>

set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
<yes| no>

set network | ogical-router <nane> vrf
conpari son <yes| no>

set network | ogical-router <nane> vrf
<0-4294967295>

set network | ogical -router <nane> vrf
set network | ogical -router <nane> vrf
<yes| no>

set network | ogical-router <nane> vrf
route-time <1-3600>

set network | ogical-router <nane> vrf
restart-time <1-3600>

set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
set network | ogical-router <nane> vrf
<yes| no>

set network | ogical-router <nane> vrf
set network | ogical -router <nane> vrf
set network | ogical-router <nane> vrf

set network | ogical-router <nane> vrf
fam |y

set network | ogical-router <nane> vrf
famly ipva

set network | ogical -router <nane> vrf
famly ipv4 unicast <val ue>

set network | ogical-router <nane> vrf
famly ipv6

rofile
rofile
rofile
rofile

rofile

<nane>
<nane>

<nane>
<nane>
<nane>
<nane>
<nane>

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

<nane>
<nane>

<nane>

<nane>

<nane>
<nane>
<nane>

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

<nane>

<nane>
<nane>
<nane>
<nane>

<nane>

interface

bgp
bgp
bgp

enabl e <yes| no>
router-id <ip/netnmsk>
enforce-first-as <yes| no>
fast-external -fail over

| 2-sec- group-t ag-
| 2-sec- group-t ag-
| 2-sec- group-t ag-
| 2-sec- group-t ag-

| 2- sec- group-t ag-

[ <interfacel>

ecnp-mul ti-as <yes| no>
| ocal -as <1-4294967295>

med

med al ways- conpar e- ned

med det erm ni sti c- ned-

defaul t-1ocal - preference

graceful -restart
graceful -restart

graceful -restart

graceful -restart

peer - gr oup
peer - gr oup
peer - gr oup

peer - gr oup
peer - gr oup
peer - gr oup
peer - gr oup
peer - gr oup
peer - gr oup

peer - gr oup

<nane>
<nane>

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

<nane>

enabl e
st al e-

max- peer -

enabl e

type

type ibgp
type ebgp
addr ess-
addr ess-
addr ess-

addr ess-
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set network | ogical-router <nane> vrf <nane> bgp peer-group

famly ipv6 unicast <val ue>

set network | ogical-router <nane> vrf <name> bgp peer-group
connecti on-opti ons

set network | ogical-router <nane> vrf <name> bgp peer-group
connecti on-options tinmers <val ue>

set network | ogical-router <nane> vrf <nane> bgp peer-group
connecti on-options nultihop <0-255>

set network | ogical-router <nane> vrf <name> bgp peer-group
connecti on-opti ons aut hentication <val ue>

set network | ogical-router <nane> vrf <name> bgp peer-group

set network | ogical -router <nane> vrf <nane> bgp peer-group
<name>

set network | ogical-router <nane> vrf <nanme> bgp peer-group
<nanme> enabl e <yes| no>

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> peer-as <1-4294967295>

set network | ogical -router <nane> vrf <nane> bgp peer-group
<name> enabl e- sender - si de- 1 oop-det ecti on <yes| no>

set network | ogical-router <nane> vrf <name> bgp peer-group
<nanme> address-fanily

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> address-fanily inherit <yes|no>

set network | ogical -router <nane> vrf <nane> bgp peer-group
<nanme> address-famly ipv4

set network | ogical-router <nane> vrf <name> bgp peer-group
<nanme> address-fam |y ipv4 uni cast <val ue>

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> address-fam ly ipv6

set network | ogical-router <nane> vrf <nane> bgp peer-group
<name> address-fanmily ipv6 uni cast <val ue>

set network | ogical-router <nane> vrf <name> bgp peer-group
<nanme> | ocal - addr ess

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> | ocal - address interface <val ue>

set network | ogical-router <nane> vrf <nane> bgp peer-group
<nanme> | ocal -address ip <val ue>

set network | ogical-router <nane> vrf <nanme> bgp peer-group
<nanme> peer - addr ess

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> peer - address ip <val ue>| <i p/ net mask>| <val i dat e>

set network | ogical -router <nane> vrf <nane> bgp peer-group
<name> connecti on-opti ons

set network | ogical-router <nane> vrf <name> bgp peer-group
<nanme> connection-options tinmers <val ue>| <i nherit>

set network | ogical-router <nane> vrf <name> bgp peer-group
<name> connecti on-options multi hop <0-255>| <i nherit>

set network | ogical-router <nane> vrf <nane> bgp peer-group
<nanme> connection-options authentication <val ue>| <i nherit>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>
<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

addr ess-

peer
peer

peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer
peer

peer

set network |ogical -router <nane> vrf <nane> bgp redistribution-rule
set network | ogical-router <nane> vrf <name> bgp redistribution-rule ipv4
set network | ogical-router <nane> vrf <name> bgp redistribution-rule ipv4

uni cast <val ue>

set network | ogical-router <nane> vrf <name> bgp redistribution-rule ipv6
set network | ogical-router <nane> vrf <name> bgp redistribution-rule ipv6

uni cast <val ue>
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set network | ogical -router <nane> vrf <name> bgp address-fanily-identifier

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pvd

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv4 net wor k

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv4 network <name>

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv4 networ k <nanme> uni cast <yes| no>

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv6

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv6 network

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv6 network <name>

set network | ogical-router <nane> vrf <name> bgp address-fanily-identifier
i pv6 networ k <name> uni cast <yes| no>

set network | ogical-router <nane> vrf <name> routing-table

set network | ogical-router <nane> vrf <name> routing-table ip

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
set network | ogical -router <nane> vrf <name> routing-table ip static-route
<name>

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<nanme> desti nation <val ue>| <i p/ net mask>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<nanme> i nterface <val ue>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<nanme> next hop

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<name> next hop di scard

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<name> next hop i p-address <val ue>| <i p/ net mask>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<nanme> adm n-di st <10-240>

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<name> netric <1-65535>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<name> pat h- noni t or

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<nane> pat h- noni t or enabl e <yes| no>

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<nanme> path-nonitor failure-condition <any|all>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<name> pat h- noni tor hol d-ti ne <0-1440>

set network |ogical-router <nane> vrf <nanme> routing-table ip static-route
<nanme> pat h- noni t or noni t or-desti nati ons

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<nanme> pat h- noni tor nonitor-destinati ons <name>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<name> pat h- noni t or noni tor-desti nati ons <name> enabl e <yes| no>

set network |ogical-router <nane> vrf <nanme> routing-table ip static-route
<nane> pat h- noni t or noni tor-desti nati ons <name> source <val ue>| <DHCP>

set network | ogical-router <nane> vrf <name> routing-table ip static-route
<name> pat h-noni tor nonitor-destinati ons <name> destinati on <val ue>

set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<name> pat h- noni tor noni tor-destinati ons <name> interval <1-60>
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set network | ogical-router <nane> vrf <nanme> routing-table ip static-route
<nane> pat h- nmoni t or noni tor-destinati ons <name> count <3-10>

set network |ogical-router <nane> vrf <nane> routi

set network | ogical -router <name> vrf <nane> routi

set network | ogical-router <nane> vrf <nanme> routi
<name>

set network | ogical-router <nane> vrf <nanme> routi
<name> desti nati on <val ue>| <i p/ net mask>

set network | ogical-router <nane> vrf <nane> routi
<nanme> interface <val ue>

set network | ogical-router <nane> vrf <nanme> routi
<nanme> next hop

set network | ogical-router <nane> vrf <nanme> routi
<nanme> next hop di scard

set network |ogical-router <nane> vrf <nane> routi
<nanme> next hop i pv6-address <val ue>| <i p/ net mask>

set network | ogical-router <nane> vrf <nanme> routi
<name> admi n-di st <10- 240>

set network |ogical-router <nane> vrf <nanme> routi
<nanme> netric <1-65535>

set network |ogical-router <nane> vrf <nane> routi
<name> pat h- noni t or

set network | ogical-router <nane> vrf <nanme> routi
<nanme> pat h- noni t or enabl e <yes| no>

set network | ogical-router <nane> vrf <nanme> routi
<name> pat h-noni tor failure-condition <any|all>
set network | ogical-router <nane> vrf <nane> routi
<nanme> pat h- noni tor hol d-ti ne <0-1440>

set network | ogical-router <nane> vrf <nanme> routi
<name> pat h- noni t or noni t or-desti nati ons

set network | ogical-router <nane> vrf <nanme> routi
<name> pat h- noni t or noni t or-desti nati ons <nanme>
set network |ogical-router <nane> vrf <nane> routi

<nane> pat h- noni t or noni tor-desti nati ons <name> enabl e <yes|no>

ng-table ipv6e
ng-table ipv6
ng-table ipv6
ng-table ipv6e
ng-table ipv6e
ng-table ipv6
ng-table ipv6e
ng-table ipv6e
ng-table ipv6
ng-table ipv6e
ng-table ipv6e
ng-table ipv6
ng-table ipv6e
ng-table ipv6e
ng-table ipv6
ng-table ipv6e
ng-table ipv6e

stati
stati

stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati

stati

set network | ogical-router <nane> vrf <name> routing-table ipv6 stati
<name> pat h- noni t or noni tor-desti nati ons <name> source <val ue>
set network | ogical-router <nane> vrf <name> routing-table ipv6 stati
<name> pat h- noni t or noni tor-desti nati ons <nanme> desti nati on <val ue>
set network |ogical-router <nane> vrf <name> routing-table ipv6 stati

<nanme> pat h- noni t or noni t or-desti nati ons <name> i

nterval <1-60>

set network | ogical-router <nane> vrf <name> routing-table ipv6 stati
<nanme> pat h-noni tor nonitor-destinati ons <name> count <3-10>

set network | ogical-router <nane> vrf <name> ecnp
set network | ogical-router <nane> vrf <name> ecnp
set network | ogical-router <nane> vrf <name> ecnp
set network | ogical-router <nane> vrf <name> ecnp
set network | ogical -router <nane> vrf <name> ecnp
set network | ogical-router <nane> vrf <name> ecnp
<yes| no>

set network | ogical-router <nane> vrf <name> ecnp
<yes| no>

set network | ogical-router <nane> vrf <name> ecnp
seed <0-4294967295>

set network | ogical-router <nane> vrf <name> ecnp
robi n

enabl e <yes| no>

al gorithm

al gorithm i p- nodul o

al gorithm i p- hash
al gorithmi p-hash src-only

c-route
c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

c-route

al gorithm i p-hash use-port

al gorithm i p-hash hash-

al gori t hm wei ght ed- r ound-
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set network | ogical-router <nane> vrf <name> ecnp al gorithm wei ght ed-round-

robin interface

set network | ogical-router <nane> vrf <name> ecnp al gorithm wei ght ed-round-
robin interface <nane>
set network | ogical-router <nane> vrf <name> ecnp al gorithm wei ght ed-round-
robin interface <name> wei ght <1-255>
set network | ogical-router

robi n

set network | ogical-router
set network | ogical-router
set network | ogical -router

no>

set network routi
set network routi
set network routi
set network routi
set network routi
set network routi
set network routi
set network routi
<1-1200>
set network routi
set network routi
<1- 600>
set network routi
set network routi
set network routi
set network routi
set network routi
add- pat h
set network routi

ng-profile
ng-profile
ng-profile
ng-profile
ng-profile
ng-profile
ng-profile
ng-profile

ng-profile
ng-profile

ng-profile
ng-profile
ng-profile
ng-profile
ng-profile

ng-profile

<name> vrf <nane> ecnp al gorithm bal anced-r ound-

<name> vrf <nane> ecnp nex-path <2-4>
<nanme> vrf <nane> ecnp symetric-return <yes| no>
<name> vrf <nane> ecnp strict-source-path <yes

bgp
bgp
bgp
bgp
bgp
bgp
bgp

bgp
bgp

bgp
bgp
bgp
bgp
bgp

bgp

add- path tx-all-paths <yes| no>
set network routing-profile bgp
add- pat h t x- best pat h- per - AS <yes| no>
set network routing-profile bgp

al l owas-in

set network routing-profile bgp

al l owas-in origi

n

set network routing-profile bgp
al | owas-in occurrence <1-10>

set network routing-profile bgp
as-override <yes| no>
set network routing-profile bgp
defaul t-origi nate <yes|no>
set network routing-profile bgp

maxi mum prefi x

set network routing-profile bgp
maxi mum prefi x num prefixes <1-4294967295>

set network routing-profile bgp address-fam ly-profile
maxi mum prefix threshold <1-100>

set network routing-profile bgp address-fanily-profile
maxi mum prefi x action

set network routing-profile bgp address-fanmly-profile
maxi mum prefix action warni ng-only

set network routing-profile bgp address-fam ly-profile
maxi mum prefix action restart

set network routing-profile bgp address-fanily-profile
maxi mum prefix action restart

auth-profile
aut h-profil e <name>

aut h-profil e <name> secret <val ue>

timer-profile
timer-profile <nane>

tinmer-profile <name> keep-alive-interva

timer-profile <name> hol d-tinme <3-3600>
timer-profile <name> m n-route-adv-interva

address-fam ly-profile
address-fanmily-profile
address-fanmily-profile
address-fam |ly-profile
address-fam ly-profile
address-fam ly-profile
address-fanmily-profile
address-fam ly-profile
address-fam ly-profile
address-fanmily-profile
address-fam ly-profile
address-fam ly-profile

address-fanmily-profile

address-fam ly-profile

interval <1-65535>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

i pvd

i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast
i pv4 uni cast

i pv4 uni cast

i pv4 uni cast
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set network routing-profile bgp address-family-profile
next - hop

set network routing-profile bgp address-fanily-profile
next - hop sel f

set network routing-profile bgp address-famly-profile
next - hop sel f-force

set network routing-profile bgp address-fam ly-profile
remove- privat e- AS

set network routing-profile bgp address-fanily-profile
renove-private-AS all

set network routing-profile bgp address-famly-profile
renove- privat e- AS repl ace- AS

set network routing-profile bgp address-fam ly-profile
route-reflector-client <yes|no>

set network routing-profile bgp address-fanily-profile
send- conmuni ty

set network routing-profile bgp address-famly-profile
send-conmuni ty al

set network routing-profile bgp address-fam ly-profile
send- conmuni ty both

set network routing-profile bgp address-fanily-profile
send- conmuni ty ext ended

set network routing-profile bgp address-famly-profile
send-conmunity | arge

set network routing-profile bgp address-fam ly-profile
send-conmuni ty standard

set network routing-profile bgp address-fanily-profile

set network routing-profile bgp address-famly-profile

set network routing-profile bgp address-fanmly-profile
add- pat h

set network routing-profile bgp address-fam ly-profile
add- path tx-all-paths <yes| no>

set network routing-profile bgp address-fanily-profile
add- pat h t x- best pat h- per - AS <yes| no>

set network routing-profile bgp address-fanmly-profile
al | owas-in

set network routing-profile bgp address-fam ly-profile
all owas-in origin

set network routing-profile bgp address-fanily-profile
al | owas-in occurrence <1-10>

set network routing-profile bgp address-fanmly-profile
as-override <yes| no>

set network routing-profile bgp address-fam ly-profile
defaul t-origi nate <yes|no>

set network routing-profile bgp address-fanily-profile
maxi mum prefi x

set network routing-profile bgp address-fanmly-profile
maxi mum prefi x num prefixes <1-4294967295>

set network routing-profile bgp address-fam ly-profile
maxi mum prefix threshold <1-100>

set network routing-profile bgp address-fanily-profile
maxi mum prefi x action

set network routing-profile bgp address-fanmly-profile
maxi mum prefix action warni ng-only

set network routing-profile bgp address-fam ly-profile
maxi mum prefix action restart

set network routing-profile bgp address-fanily-profile
maxi mum prefix action restart interval <1-65535>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

<nane>

i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd
i pvd

i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6
i pv6

uni
uni
uni
uni
uni
uni
uni
uni
uni
uni
uni
uni

uni

uni
uni

uni
uni
uni
uni
uni
uni
uni
uni
uni
uni
uni
uni
uni

uni

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast
cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast

cast
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set network routing-profile bgp address-fanily-profile <nane> ipv6 uni cast
next - hop

set network routing-profile bgp address-fam|ly-profile <nane> i pv6 unicast
next - hop sel f

set network routing-profile bgp address-fam |ly-profile <nane> ipv6 unicast
next - hop sel f-force

set network routing-profile bgp address-fanily-profile <nane> ipv6 uni cast
remove- privat e- AS

set network routing-profile bgp address-fam|ly-profile <nane> i pv6 unicast
renove-private-AS all

set network routing-profile bgp address-fam |ly-profile <nane> ipv6 unicast
renove- privat e- AS repl ace- AS

set network routing-profile bgp address-fanmily-profile <nane> ipv6 uni cast
route-reflector-client <yes|no>

set network routing-profile bgp address-fam|ly-profile <nane> i pv6 unicast
send- conmuni ty

set network routing-profile bgp address-fam |ly-profile <nane> ipv6 unicast
send-conmuni ty al

set network routing-profile bgp address-fanmily-profile <nane> ipv6 uni cast
send- conmuni ty both

set network routing-profile bgp address-fam|ly-profile <nane> i pv6 unicast
send- conmuni ty ext ended

set network routing-profile bgp address-fam |ly-profile <nane> ipv6 unicast
send-conmunity | arge

set network routing-profile bgp address-fanily-profile <nane> ipv6 uni cast
send-conmuni ty standard

set network routing-profile bgp redistribution-profile

set network routing-profile bgp redistribution-profile <nanme>

set network routing-profile bgp redistribution-profile <name> ipv4d

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
static

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
static enabl e <yes|no>

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
static nmetric <1-65535>

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
connect ed

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
connect ed enabl e <yes| no>

set network routing-profile bgp redistribution-profile <nane> ipv4 unicast
connected netric <1-65535>

set network routing-profile bgp redistribution-profile <name> ipv6

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
static

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
static enabl e <yes|no>

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
static netric <1-65535>

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
connect ed

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
connect ed enabl e <yes| no>

set network routing-profile bgp redistribution-profile <nane> ipv6 unicast
connected netric <1-65535>
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set network dhcp interface <nane> server reserved <name> description <val ue>

set network shared-gateway <nane> | og-settings email <nane> server <nanme>
prot ocol <SMIP| TLS>

set network shared-gateway <nane> | og-settings email <nane> server <nanme>
port <1-65535>

set network shared-gateway <nane> | og-settings email <nane> server <name>
tls-version <1.2|1.1>

set network shared-gateway <nane> | og-settings email <nane> server <nanme>
aut h <Aut o| Logi n| Pl ai n>

set network shared-gateway <nane> | og-settings email <nane> server <nanme>
certificate-profile <val ue>

set network shared-gateway <nane> | og-settings email <nane> server <name>
user name <val ue>

set network shared-gateway <nane> | og-settings email <nane> server <nanme>
password <val ue>

set network shared-gateway <nane> | og-settings email <nane> fornat
decryption <val ue>

set network shared-gateway <nane> | og-settings syslog <nanme> format
decryption <val ue>

set network shared-gateway <nane> | og-settings http <name> format decryption
set network shared-gateway <nane> | og-settings http <name> format decryption
nane <val ue>

set network shared-gateway <nane> | og-settings http <name> format decryption
url -format <val ue>

set network shared-gateway <nane> | og-settings http <name> format decryption
header s

set network shared-gateway <nane> | og-settings http <nanme> format decryption
headers <name>

set network shared-gateway <nane> | og-settings http <name> format decryption
headers <nane> val ue <val ue>

set network shared-gateway <nane> | og-settings http <name> format decryption
par ams

set network shared-gateway <nane> | og-settings http <nanme> format decryption
paranms <name>

set network shared-gateway <nane> | og-settings http <name> format decryption
parans <nane> val ue <val ue>

set network shared-gateway <nane> | og-settings http <name> format decryption
payl oad <val ue>

set network shared-gateway <nane> | og-settings profiles <name> match-1Ii st
<name> quar anti ne <yes|no>

set network shared-gateway <nane> rul ebase sdwan rul es <nane> saas-quality-
profile <val ue>

set network shared-gateway <nane> rul ebase sdwan rul es <nane> error-
correction-profile <val ue>

set shared devi ce-object
set shared devi ce-object <name>
set shared devi ce-object <name> description <val ue>

set shared devi ce-object <name> category [ <categoryl> <category2>... ]
set shared devi ce-object <name> profile [ <profilel> <profile2>... ]
set shared devi ce-object <name> osfamly [ <osfam |yl> <osfam|y2>. .. ]
set shared devi ce-object <name> os [ <o0sl> <0s2>... ]

set shared devi ce-object <nanme> nodel [ <nodel 1> <nodel 2>... ]
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set shared devi ce-object <name> vendor

set shared profiles
set shared profiles
set shared profiles
pol i cy-action <enab
set shared profiles
alert|drop|reset-cli

set shared profiles
set shared profiles
set shared profiles
set shared profiles

set shared profiles
set shared profiles
<nane>

[ <vendor 1> <vendor2>... ]

vi rus <name> nl av-engi ne-fil ebased- enabl ed

vi rus <name> nl av-engi ne-fil ebased- enabl ed <nanme>

vi rus <name> ml av-engi ne-fil ebased-enabl ed <nane> m av-
e| enabl e(al ert-only)| di sabl e>
Vi rus <nanme> decoder <nane> mnl av-action <default|all ow
ent | reset-server|reset-bot h>

Vi rus
Vi rus
Vi rus
Vi rus

<nane>
<nane>
<nane>
<nane>

m av- exception
m av- excepti on <nane>

m av- exception
m av- exception

<nanme> fil enane <val ue>
<name> descri ption <val ue>

spywar e <nane> bot net - domai ns dns-security-categories
spywar e <nane> bot net - domai ns dns-security-categories

set shared profiles spyware <nanme> bot net-domai ns dns-security-categories
<nanme> action <default|allow bl ock|si nkhol e>
set shared profiles spyware <nanme> bot net-donmai ns dns-security-categories
<name> | og-1 evel <default|none|l ow i nformational | medi unj hi gh|critical>
set shared profiles spyware <nane> bot net-donmi ns dns-security-categories
<nanme> packet - capt ure <di sabl e| si ngl e- packet | ext ended- capt ur e>

set shared profiles spyware <name> bot net - domai ns whiteli st

set shared profil es spyware <nanme> bot net-donmai ns whitelist <name>
set shared profiles spyware <nane> bot net-donai ns whitelist <nanme>

description <val ue>

set shared profiles url-filtering <name> mnl av-cat egory-exception [ <nlav-
cat egory-excepti onl> <nl av- cat egory-excepti on2>... |

set shared profiles
set shared profiles
set shared profiles

m av- pol i cy-action

set shared profiles
set shared profiles
set shared profiles
set shared profiles
addr ess

set shared profiles
addr ess <name>

set shared profiles

addr ess <nane> probe-interva

url-filtering <name> mnl av- engi ne-url based- enabl ed

url-filtering <nane> nl av-engi ne- url based- enabl ed <nanme>
url-filtering <nane> nl av-engi ne-url based- enabl ed <nane>
<bl ock| al ert| al | ow>

sdwan- saas-qual ity

sdwan- saas- qual i ty <nane>
sdwan- saas- qual i ty <nane>
sdwan- saas- qual i ty <nane>

sdwan- saas- qual ity <nane>

sdwan- saas- qual i ty <nane>

<1-

3600>

set shared profil es sdwan-saas-quality <nanme>
set shared profiles sdwan-saas-quality <name>

fqdn- nane <val ue>

noni t or - node
noni t or - node

noni t or - nnde
noni t or - node

noni t or - node
noni t or - nnde

adaptive
static-ip ip-

static-ip ip-
static-ip ip-

static-ip fqdn
static-ip fqdn
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set shared profil es sdwan-saas-quality <nanme> nonitor-node static-ip fqdn
probe-interval <1-3600>

set shared profil es sdwan-saas-quality <name> nonitor-node http-https

set shared profil es sdwan-saas-quality <nanme> nonitor-node http-https
nmoni t or ed-url <val ue>

set shared profiles sdwan-saas-quality <name> nonitor-node http-https probe-
i nterval <1-3600>

set shared profiles sdwan-error-correction

set shared profiles sdwan-error-correcti on <nane>

set shared profiles sdwan-error-correcti on <nane> activati on-threshol d
<1-99>

set shared profiles sdwan-error-correction <nane> node

set shared profiles sdwan-error-correcti on <nane> node forward-error-
correction

set shared profiles sdwan-error-correcti on <nane> node forward-error-
correction ratio <10% (20: 2)| 20% (20: 4) | 30% (20: 6) | 40% (20: 8) | 50% (20: 10) >
set shared profiles sdwan-error-correction <nane> node forward-error-
correction transmt-hold-tiner <1-5000>

set shared profiles sdwan-error-correction <nane> node packet-duplication
set shared profiles sdwan-error-correcti on <nane> node packet-duplication
transmt-hol d-tiner-pd <1-5000>

set shared profiles decryption <nanme> ssl -forward-proxy bl ock-tls13-
downgr ade- no- resour ce <yes| no>
set shared profiles decryption <nanme> ssl -i nbound- proxy bl ock-tl s13-
downgr ade- no-r esour ce <yes| no>

set shared profiles decryption <nanme> ssl| -protocol -settings enc-al go-
chacha20- pol y1305 <yes| no>

set shared external -1ist <name> type predefined-url
set shared external -list <name> type predefined-url exception-Ilist
[ <exception-listl> <exception-list2>. .. ]
set shared external -list <name> type predefined-url description <val ue>
set shared external -list <name> type predefined-url url <value>

set shared reports <nane> type appstat group-by <serial]|vsys_nane|

devi ce_nane| vsys| nane| ri sk| day- of - recei ve_ti nme| hour-of -recei ve_ti ne| quart er -
hour - of -r ecei ve_ti ne| subcat egor y- of - nane| cat egor y- of - nane| ri sk- of - nane|

cont ai ner - of - nane| t echnol ogy- of - nane>

set shared reports <nane> type appstat sortby <nbytes|nsess| npkts]|nthreats>
set shared reports <nane> type decryption

set shared reports <nane> type decryption aggregate-by [ <aggregate-byl>
<aggregate-by2>... ]

set shared reports <nane> type decryption group-by <serial|tine_generated|
src| dst| natsrc|natdst|rul e|] srcuser|dstuser|srcloc|dstloc|app|vsys|fron]

to| i nbound_i f | out bound_i f | sport| dport| nat sport| natdport| proto|action

tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane|tls_version|tls_keyxchg|
tls_enc|tls_auth|ec_curve|err_index|root_status|proxy type|policy nane|cn|
i ssuer_cn|root_cn|sni|error|src_dag|dst_dag| src_edl | dst _edl | cont ai ner _i d|
pod_nanespace| pod_nane| src_cat egory| src_profile| src_nodel | src_vendor
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src_osfami |l y| src_osversi on| src_host|src_nac| dst_category|dst_profile|
dst _nodel | dst _vendor | dst _osfami | y| dst _osversi on| dst _host | dst _nmac| day- of -
recei ve_tine| hour-of-receive_tinme|quarter-hour-of-receive_ tinme>

set shared reports <nane> type decryption values [ <valuesl> <values2>... ]
set shared reports <nane> type decryption labels [ <labelsl> <labels2>. .. ]
set shared reports <nane> type decryption sortby <repeatcnt| nuni que-of -
src_profile| nuni que-of -dst_profile>

set shared reports <nane> type desum
set shared reports <nane> type desum aggregate-by [ <aggregate-byl>
<aggregat e- by2>... ]

set shared reports <nane> type desum group-by <serial|tine_generated

vsys_ nane| devi ce_nane| app| src| dst| srcuser| dstuser|vsys|tls_version
tls_keyxchg|tls_enc|tls_auth|policy_name|sni|error|err_index|src_edl

dst _edl | cont ai ner _i d| pod_nanespace| pod_nane| src_cat egory|src_profil e|
src_nodel | src_vendor | src_osfam | y| src_osversi on| src_host | src_nac|

dst _category|dst_profil e| dst_nodel | dst _vendor| dst _osfanil y| dst _osversi on
dst _host | dst _nmac| src_dag| dst _dag| day- of -recei ve_ti ne| hour-of -recei ve_ti ne|
quart er-hour-of-receive_tine|outbound if|inbound_ if]|rule|dport]|sport]|proto>

set shared reports <nane> type desum values [ <val uesl> <values2>... ]
set shared reports <nane> type desum |l abels [ <labelsl> <labels2>... ]
set shared reports <nane> type desum sortby <repeatcnt| nuni que- of -
src_profile| nuni que-of -dst_profile>

set shared reports <nane> type threat group-by <serial|tinme_generated|
src| dst| natsrc|natdst|rul e|] srcuser|dstuser|srcloc|dstloc|app|vsys|fron]
to| i nbound_i f | out bound_i f | sport| dport| nat sport| natdport| proto|action
tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane| par ent _sessi on_i d|
parent _start tine|threatid|category|severity|direction|http_mnethod|

nssai _sst| http2 connection|xff_ip|threat nane|src_edl | dst _edl

dynuser group_nane| hosti d| parti al _hash| src_cat egory|src_profile|src_nodel |
src_vendor | src_osfam | y| src_osversion|src_host|src_mac| dst_cat egory|
dst_profil e| dst _nodel | dst _vendor | dst _osfam | y| dst _osver si on| dst _host |

dst _nmac| cont ai ner _i d| pod_nanespace| pod_nane| m sc| src_dag| dst _dag| day- of -
recei ve_tine| hour-of-receive_tine|quarter-hour-of-receive_tinme|subcat egory-
of - app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| pbf -
s2c| pbf-c2s|fl ag-nat| fl ag- pcap| subt ype|transacti on| capti ve-portal|fl ag-

pr oxy| non-std-dport|tunnelid| nonitortag|users|category-of-threatid|threat-
type>

set shared reports <nane> type w |l dfire group-by <app| category| cat egory-

of - app| dport | dst| dstuser| froniinbound i f| m sc| natdport| natdst| natsport|

nat src| out bound_i f| prot o| ri sk-of -app| rul e| rul e_uui d| sport| src| srcuser
subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc| srcl oc|

vsys| quart er - hour-of -recei ve_ti me| hour - of -recei ve_ti ne| day-of -recei ve_ti ne|

vsys_nane| devi ce_nane| fil etype|fil enane|fil edi gest|tunnelid| nonitortag|
parent _session_id| parent_start _tine| http2_connection|tunnel |xff _ip|src_dag|
dst _dag| src_edl | dst _edl >

set shared reports <nane> type data values [ <val uesl> <val ues2>... ]

set shared reports <nane> type data |l abels [ <labelsl> <labels2>. .. ]

set shared reports <nane> type data sortby <repeatcnt|nuni que-of - users>
set shared reports <nane> type data aggregate-by [ <aggregate-byl>
<aggr egat e-by2>. .. ]
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set shared reports <nane> type data group-by <action| app| cat egory- of -
app| di recti on| dport|dst]|dstuser|froniinbound if|m sc|natdport|natdst|

nat sport | nat src| out bound_i f | proto| ri sk-of -app| rul e| rul e_uui d| severity]|
sport | src|srcuser| subcat egory- of - app| subt ype| t echnol ogy- of - app| cont ai ner -
of -app|threatid|to]|dstloc|srcloc|vsys|quarter-hour-of-receive_tine|

hour - of -recei ve_ti ne| day- of -recei ve_ti ne| vsys_nane| devi ce_nane| dat a-
type|fil enane|tunnelid| nonitortag| parent _session_id|parent_start tine|
htt p2_connecti on|tunnel | xff_ip|src_dag| dst dag|src_edl | dst _edl | src_cat egory|
src_profile|src_nodel|src_vendor|src_osfam|y|src_osversion|src_host|
src_mac| dst _cat egory| dst_profil e| dst _nodel | dst _vendor| dst _osfanily

dst _osversi on| dst _host | dst _nac>

set shared reports <nane> type thsum group-by <serial|tine_generated|
vsys_nane| devi ce_nane| app| src|dst|rul e|threatid|srcuser|dstuser|srcloc|
dstloc| xff_ip|vsys|fronmto|dport]|action|severity|inbound_if|outbound_if|
cat egory| parent _session_id| parent_start _tinme|tunnel |direction|assoc_id|
ppi d| htt p2_connecti on|rul e_uui d| t hreat _nane| src_edl | dst _edl | hosti d|
dynuser group_nane| nssai _sst|src_category|src_profile|src_nodel | src_vendor
src_osfanmi |l y| src_osversi on| src_host|src_nac| dst_category|dst_profile|
dst _nodel | dst _vendor | dst _osfam | y| dst _osversi on| dst _host | dst _nac|

cont ai ner _i d| pod_nanmespace| pod_nane| src_dag| dst _dag| day- of -recei ve_ti ne|
hour - of -recei ve_ti me| quarter-hour-of-receive_tine| subcat egory- of -app

cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| subt ype|
tunnel i d| noni tortag| category-of-threatid|threat-type>

set shared reports <nane> type thsum sortby <sessi ons|count| nuni que- of - apps|
nuni que- of - user s| nuni que- of - src_profi |l e| nuni que- of -dst _profil e>

set shared reports <nane> type traffic group-by <serial|time_generated|
src|dst| natsrc|natdst|rul e] srcuser|dstuser|srcloc|dstloc|app|vsys|froni
to| i nbound_i f| out bound_i f | sport| dport| nat sport| natdport| proto|action
tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane| par ent _sessi on_i d|
parent _start _tine| category| session_end_reason| acti on_source| nssai _sst |
nssai _sd| http2_connection| xff _i p| dynuser group_nane| src_edl | dst _edl | hosti d|
session_owner | policy_id|src_category|src_profile|src_nodel|src_vendor|
src_osfami | y| src_osversi on| src_host|src_nmac| dst_category|dst_profile|

dst _nodel | dst _vendor | dst _osfami | y| dst _osversi on| dst _host | dst _nac|

cont ai ner _i d| pod_nanespace| pod_nane| src_dag| dst _dag| day- of -recei ve_ti ne|
hour - of -recei ve_ti me| quart er-hour-of -recei ve_ti ne| pbf - s2c| pbf - c2s| decr ypt -
mrror|threat-type|flag-nat|flag-pcap|captive-portal]|flag-proxy|non-std-
dport|transacti on| symreturn|sessioni d| sesscache_| 7_done| subcat egor y- of -
app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| t unnel i d|
nmoni t ort ag>

set shared reports <nane> type traffic sortby <repeatcnt|bytes|bytes_sent|
byt es_recei ved| packet s| pkt s_sent | pkt s_recei ved| chunks| chunks_sent |
chunks_recei ved| nuni que- of - user s| el apsed| nuni que- of - src_pr ofil e| nuni que- of -
dst _profile>

set shared reports <nane> type url sum group-by <serial|tinme_generated
vsys_nane| devi ce_nane| app| cat egory| src| dst| rul e| srcuser| dst user| srcl oc|

dstl oc| vsys|from to| dev_serial | i nbound_i f| out bound_i f | dport | acti on|tunnel
url _domai n| user _agent | http_met hod| htt p2_connecti on| parent _sessi on_i d|

parent _start _tine|rul e uuid| xff_ip|src_edl|dst_edl]|hostid|dynusergroup_nane|
nssai _sst|src_category|src_profile|src_nodel |src_vendor|src_osfamly
src_osversi on| src_host|src_nac| dst _category|dst profile|dst nodel |

dst _vendor | dst _osfamni | y| dst _osversi on| dst _host | dst _mac| cont ai ner _i d|
pod_nanespace| pod_nane| url _category_li st|src_dag| dst_dag| day- of -

recei ve_tine| hour-of-receive_tine|quarter-hour-of-receive_tinme| nuni que-of -
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users| tunnel i d| noni tortag| subcat egor y- of - app| cat egor y- of - app| t echnol ogy- of -
app| ri sk- of - app| cont ai ner - of - app>

set shared reports <nane> type trsum group-by <serial|tinme_generated
vsys_nane| devi ce_nane| app| src|dst| xff_ip|rul e|] srcuser|dstuser|srcloc|dstloc|
cat egory| vsys| fronjto| sessi ons|dport|action|tunnel|inbound_if|outbound_if|
parent _session_id| parent_start_tine|assoc_id|http2_connection|rul e_uuid|
src_edl | dst_edl | dynuser group_nane| s_decrypt ed| s_encrypt ed| hosti d| nssai _sst |
src_category|src_profile|src_nodel|src_vendor|src_osfanily|src_osversion
src_host| src_mac| dst _cat egory| dst_profil e| dst _nodel | dst _vendor | dst _osfami |y
dst _osversi on| dst _host | dst _nac| cont ai ner _i d| pod_nanespace| pod_nane|

src_dag| dst _dag| day- of -recei ve_ti nme| hour - of - recei ve_ti me| quart er - hour - of -
recei ve_ti me| subcat egory- of - app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of -
app| cont ai ner - of - app| t unnel i d| noni t ort ag| st andar d- port s- of - app| ncont ent >

set shared reports <nane> type trsum sortby <bytes|sessions|bytes_sent|
byt es_recei ved| nt hr eat s| nft rans| ndpmat ches| nur | count | chunks| chunks_sent |
chunks_recei ved| ncont ent | nuni que- of - apps| nuni que- of - user s| nuni que- of -
src_profile| nuni que-of -dst_profile>

set shared reports <nane> type userid group-by <serial|tinme_generated|
vsys_nane| devi ce_nane| vsys| i p| user | dat asour cenane| begi nport| endport |

dat asour ce| dat asour cet ype| factortype| fact orconpl eti onti ne| factorno|tag_nane|
day- of -recei ve_tine| hour-of -recei ve_tine|quarter-hour-of-receive_tine|

subt ype>

set shared reports <nane> type auth group-by <serial|tinme_generated|
vsys_nane| devi ce_nane| vsys| i p| user| normal i ze_user | obj ect | aut hpol i cy|

aut hi d| vendor | cl i enttype| event | f act or no| aut hpr ot o| rul e_uui d| src_cat egory|
src_profile|src_nodel|src_vendor|src_osfam |y|src_osversion|src_host|
src_nmac| day- of -recei ve_ti ne| hour - of -recei ve_ti ne| quarter-hour - of -

recei ve_tine|serverprofile|desc|src_category|src_profile|src_nodel
src_vendor | src_osfam |l y| src_osversion| src_host|src_nac>

set shared reports <nane> type iptag group-by <serial|tine_generated|
vsys_nane| devi ce_nane| vsys|i p| t ag_nane| event _i d| dat asour cenane|

dat asour ce_t ype| dat asour ce_subt ype| day-of -recei ve_ti me| hour-of -recei ve_ti ne|
quarter-hour-of -receive_tinme>

set shared reports <nane> type hi pmatch group-by <serial |time_generat ed|
vsys_name| devi ce_nane| srcuser | vsys| machi nenane| sr c| mat chnane| os| mat cht ype|
srci pv6| hosti d| devcat egory| profil e| nodel | vendor | osf ami | y| osver si on| mac|
devhost | sour ce| day- of -recei ve_ti me| hour - of -recei ve_ti me| quart er - hour - of -
recei ve_tine| host nane| osfani | y| osversi on>

set shared | og-settings userid match-1ist <name> quarantine <yes| no>
set shared | og-settings hipmatch match-1ist <name> quaranti ne <yes| no>
set shared | og-settings correlation match-list <nane> quaranti ne <yes| no>

set shared | og-settings email <nanme> server <name> protocol <SMIP| TLS>

set shared | og-settings enmail <nanme> server <nane> port <1-65535>

set shared | og-settings email <name> server <nanme> tls-version <1.2|1.1>
set shared | og-settings email <nanme> server <nanme> auth <Auto| Logi n| Pl ai n>
set shared | og-settings email <name> server <nanme> certificate-profile
<val ue>

set shared | og-settings enmail <nane> server <nanme> usernanme <val ue>

set shared | og-settings enmail <nanme> server <nane> password <val ue>
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set shared | og-settings email <nane> format decryption <val ue>

set shared | og-settings syslog <nane> fornmat decryption <val ue>

set shared | og-settings http <name> format decryption

set shared | og-settings http <nane> fornmat decryption nane <val ue>

set shared | og-settings http <nane> fornmat decryption headers

set shared | og-settings http <name> format decryption headers <nanme>

set shared | og-settings http <name> format decrypti on headers <name> val ue
<val ue>

set shared | og-settings http <nane> fornmat decryption parans

set shared | og-settings http <nanme> format decryption paranms <nane>

set shared | og-settings http <name> format decryption paranms <nane> val ue
<val ue>

set shared | og-settings http <name> format decryption payl oad <val ue>

set shared | og-settings profile <name> match-1ist <name> quarantine <yes| no>
set shared ssl-tls-service-profile <nane> protocol -settings enc-al go-
chacha20- pol y1305 <yes| no>

set shared admin-rol e <name> rol e devi ce webui nonitor |ogs decryption
<enabl e| di sabl e>

set shared admin-rol e <nanme> rol e devi ce webui objects devices <enabl e| read-
onl y| di sabl e>

set shared adnin-rol e <nane> rol e device webui objects sdwan sdwan- saas-
quality-profile <enabl e| read-only| di sabl e>

set shared admin-rol e <name> rol e devi ce webui objects sdwan sdwan-error-
correction-profile <enabl e| read-only]| di sabl e>

set shared adnmin-rol e <nane> rol e devi ce webui network routing

set shared admi n-role <nanme> rol e devi ce webui network routing | ogical -
rout ers <enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e devi ce webui network routing routing-
profiles

set shared adnin-rol e <nane> rol e device webui network routing routing-
profiles bgp <enabl e| read- onl y| di sabl e>

set shared admin-rol e <nane> rol e device webui device data-redistribution
<enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e devi ce webui device devi ce-quaranti ne
<enabl e| read- onl y| di sabl e>

set shared adnin-rol e <nane> rol e device webui device certificate-nmnagenent
ssh-servi ce-profil e <enabl e| read- onl y| di sabl e>

set shared admi n-rol e <nane> rol e devi ce webui device policy-recommendation
<enabl e| read- onl y| di sabl e>

set shared admin-rol e <nanme> rol e devi ce webui operations

set shared adnin-rol e <nane> rol e device webui operations reboot <enabl e|
di sabl e>

set shared admin-rol e <nane> rol e device webui operations generate-tech-
support-fil e <enabl e| di sabl e>

set shared admin-rol e <name> rol e devi ce webui operations generate-stats-
dunp-fil e <enabl e| di sabl e>

set shared adnin-rol e <nane> rol e devi ce webui operations downl oad- core-
files <enabl e| di sabl e>

set shared admi n-rol e <nane> rol e device xml api iot <enabl e| di sabl e>
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devi
devi
devi

rol e
rol e
rol e

set shared adnmin-role
set shared adnin-role
set shared adnmin-role
read- onl y| di sabl e>
set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared adni n-rol e <nane>
r ead- onl y| di sabl e>

set shared adm n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared adm n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
r ead- onl y| di sabl e>

set shared adni n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared adm n-rol e <nane>
onl y| di sabl e>

set shared adm n-rol e <nane>
r ead- onl y| di sabl e>

set shared adnmin-role <nane> rol e
| ists <enabl e| read-onl y| di sabl e>
set shared adm n-rol e <nane> rol e dev
patterns <enabl e| read-onl y| di sabl e>
set shared adm n-rol e <nane> rol e dev
si gnat ures <enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane> rol e dev

<name>
<name>
<nanme>
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi
rol e devi

devi

vul nerabi l i ty-signatures <enabl e| read-onl y| di sab

set shared adm n-rol e <nane> rol e dev
cat egori es <enabl e| read- onl y| di sabl e>
set shared adm n-rol e <nane> rol e dev
profil es <enabl e| read- onl y| di sabl e>

set shared admi n-rol e <nane> rol e dev
security-profil es <enabl e| read-only|d
set shared adm n-rol e <nane> rol e dev

protection-security-profiles <enabl e|] read-only|d

set shared admin-rol e <name> rol e dev
security-profiles <enabl e|read-only|d
set shared adnin-rol e <nane> rol e dev
security-profil es <enabl e| read-only|d
set shared adnin-rol e <nane> rol e dev
security-profil es <enabl e| read-only|d
set shared admin-rol e <name> rol e dev
security-profiles <enabl e|read-only|d
set shared adnin-rol e <nane> rol e dev
security-profil es <enabl e| read-only|d
set shared adnin-rol e <nane> rol e dev
groups <enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <name> rol e dev
profil es <enabl e| read- onl y| di sabl e>
set shared adnin-rol e <nane> rol e dev

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

ce

rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api
rest api

rest api

rest api

sabl e>

ce

ce

rest api

rest api

sabl e>

ce

rest api

sabl e>

ce

rest api

sabl e>

ce

rest api

sabl e>

ce

rest api

sabl e>

ce

ce

ce

enf orcenent s <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane> rol e dev
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane> rol e dev

ce

ce

rest api
rest api
rest api
rest api

rest api

forwardi ng- profil es <enabl e| read-onl y| di sabl e>

obj ects
obj ects

obj ect s
obj ect s
obj ects
obj ect s
obj ect s
obj ects
obj ect s
obj ect s
obj ects
obj ect s
obj ect s
obj ects
obj ect s
obj ect s
e>

obj ects
obj ect s
obj ect s
obj ects
sabl e>
obj ect s
obj ect s
obj ects
obj ect s
obj ect s
obj ects
obj ect s
obj ects

obj ects

obj ect s

addr esses <enabl e|
addr ess- gr oups

regi ons <enabl e|
dynani c- user - gr oups
appl i cations

appl i cati on- groups
application-filters
servi ces <enabl e|
servi ce- groups

t ags <enabl e| r ead-
devi ces <enabl e|

ext er nal - dynani c-
cust om dat a-

cust om spywar e-
cust om

customurl -
antivirus-security-
anti - spywar e-

vul nerabi lity-
url-filtering-

fil e-bl ocki ng-

wi | dfire-anal ysis-
data-filtering-
dos- prot ection-
security-profile-

| og- f orwar di ng-

aut henti cati on-
decryption-profiles

decrypti on-
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set shared adni n-rol e <nane>
r ead- onl y| di sabl e>
set shared admi n-rol e <nane>

rol e device restapi

rol e devi ce restapi

profil es <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane>

di stribution-profil es <enabl e| read-onl y| di sabl e>

set shared adni n-rol e <nane>
set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
read- onl y| di sabl e>

set shared adnmi n-rol e <nane>
r ead- onl y| di sabl e>

set shared admi n-rol e <nane>

rol e devi ce restapi

rol e devi ce
rol e device

rest api
rest api
rol e devi ce restapi
rol e device restapi

rol e devi ce restapi

f orwar di ng-rul es <enabl e| read-onl y| di sabl e>

set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>

rol e devi ce restapi

rol e device restapi

rul es <enabl e| read-onl y| di sabl e>

set shared admi n-rol e <nane>

rol e devi ce restapi

override-rul es <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane>

rol e devi ce restapi

rul es <enabl e| read-onl y| di sabl e>

set shared admi n-rol e <nane>
r ead- onl y| di sabl e>

set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>

adm n-rol e <nanme>
admi n-rol e <nane>

set shared
set shared
interfaces
set shared adm n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
onl y| di sabl e>

set shared admi n-rol e <nane>
onl y| di sabl e>

set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared adnmi n-rol e <nane>

rol e device restapi

rol e devi ce restapi

rol e devi
rol e devi

ce
ce

rest api
rest api

<enabl e| read- onl y| di sabl e>

rol e devi ce restapi

rol e devi ce restapi

rol e device restapi

rol e devi ce restapi

rol e devi ce restapi

rol e device restapi

rol e devi ce restapi

rol e devi ce restapi

rol e device restapi

rol e devi ce restapi

profil es <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared adnmi n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>

rol e devi ce restapi

rol e device restapi

rol e devi ce restapi

obj ects schedul es <enabl e|
obj ects sdwan- pat h-qual i ty-

obj ects sdwan-traffic-

polici es

policies security-rules
policies nat-rules <enabl e|
policies gos-rul es <enabl e|
pol i ci es policy-based-
policies decryption-rules
policies tunnel-inspection-
policies application-
pol i ci es authentication-
policies dos-rul es <enabl e|
policies sdwan-rul es

net wor k

net wor k aggr egat e- et her net -
net work ethernet-interfaces
networ k vl an-interfaces

net wor k | oopback-interfaces
network tunnel -interfaces
net wor k zones <enabl e| r ead-
net wor k vl ans <enabl e| r ead-
network virtual -wres
network virtual -routers
network | ogical -routers

net wor k bgp-routi ng-
networ k i psec-tunnel s
network gre-tunnels

net wor k dhcp-servers
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set shared adnin-rol e <nane> rol e device restapi network dhcp-rel ays
<enabl e| read- onl y| di sabl e>

set shared adnin-rol e <nane> rol e device restapi network dns-proxies
<enabl e| r ead- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e device restapi network qos-interfaces
<enabl e| read- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e device restapi network |1 dp <enabl e| read-
onl y| di sabl e>

set shared adnin-rol e <nane> rol e device restapi network ike-gateway-

net wor k- prof i | es <enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <nane> rol e device restapi network ipsec-crypto-
net wor k- profil es <enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e device restapi network ike-crypto-network-
profil es <enabl e| read- onl y| di sabl e>

set shared adnin-role <nane> rol e device restapi network tunnel -nonitor-
net wor k- prof i | es <enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <nane> rol e device restapi network interface-
managemnent - net wor k- prof i | es <enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <name> rol e device restapi network zone-protection-
net wor k- profi |l es <enabl e| read- onl y| di sabl e>

set shared adnin-rol e <nane> rol e device restapi network gos-network-
profil es <enabl e| read- onl y| di sabl e>

set shared admin-rol e <nane> rol e device restapi network |1 dp-network-
profil es <enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e device restapi network bfd-network-
profil es <enabl e| read- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e device restapi network sdwan-interfaces
<enabl e| r ead- onl y| di sabl e>

set shared admi n-rol e <nane> rol e device restapi network sdwan-interface-
profil es <enabl e| read- onl y| di sabl e>

set shared adnin-rol e <nane> rol e device restapi device

set shared adnin-rol e <nane> rol e device restapi device virtual -systens
<enabl e| read- onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys webui nonitor | ogs decryption
<enabl e| di sabl e>

set shared adnmin-rol e <nane> rol e vsys webui objects devices <enabl e| r ead-

onl y| di sabl e>

set shared adnmin-rol e <nane> rol e vsys webui objects sdwan sdwan-saas-

qual ity-profile <enabl e| read-onl y| di sabl e>

set shared admi n-role <nanme> rol e vsys webui objects sdwan sdwan-error-

correction-profile <enabl e| read-only|di sabl e>

set shared adnmin-rol e <nane> rol e vsys webui device setup telenmetry <read-
onl y| di sabl e>

set shared adnin-rol e <nane> rol e vsys webui device data-redistribution
<enabl e| r ead- onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys webui device device-quarantine
<enabl e| read- onl y| di sabl e>

set shared admin-role <name> rol e vsys webui device certificate-mnagenent
ssh-service-profil e <enabl e| read- onl y| di sabl e>

set shared adnin-rol e <nane> rol e vsys webui device policy-recomendation
<enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <nane> rol e vsys webui operations

set shared admin-rol e <name> rol e vsys webui operations reboot <enabl e|
di sabl e>

set shared adnin-rol e <nane> rol e vsys webui operations generate-tech-
support-file <enabl e| di sabl e>
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set shared adnin-rol e <nane> rol e vsys webui operations generate-stats-dunp-

file <enabl e| di sabl e>

set shared adnmin-rol e <nane> rol e vsys webui operations downl oad-core-files

<enabl e| di sabl e>
set shared admi n-rol e <nane> rol e vsys xnl ap

set shared admin-rol e <name> rol e vsys restap
set shared admin-rol e <name> rol e vsys restap
set shared adnin-rol e <nane> rol e vsys restap
read- onl y| di sabl e>

set shared admin-rol e <nane> rol e vsys restap
<enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
onl y| di sabl e>

set shared adnin-rol e <nane> rol e vsys restap
<enabl e| r ead- onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys restap
read- onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
<enabl e| read- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e vsys restap
<enabl e| r ead- onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys restap
read- onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
<enabl e| read- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e vsys restap
onl y| di sabl e>

set shared admin-rol e <nane> rol e vsys restap
onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
lists <enabl e| read-onl y| di sabl e>

set shared adnin-rol e <nane> rol e vsys restap
<enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <nane> rol e vsys restap
si gnat ures <enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
si gnat ures <enabl e| read- onl y| di sabl e>

set shared adnmin-rol e <nane> rol e vsys restap
<enabl e| r ead- onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys restap
profil es <enabl e| read- onl y| di sabl e>

set shared admin-rol e <name> rol e vsys restap
security-profiles <enabl e| read-only|di sabl e>
set shared adnin-rol e <nane> rol e vsys restap

i ot <enabl e| di sabl e>

obj ect s
obj ects addresses <enabl e|

obj ect s addr ess- groups

obj ects regi ons <enabl e| read-
obj ects dynani c- user - groups
obj ects applications <enabl e|
obj ects application-groups
obj ects application-filters
obj ects services <enabl e|

obj ects service-groups

obj ects tags <enabl e| read-
obj ects devi ces <enabl e| r ead-
obj ect s ext ernal - dynani c-

obj ects custom dat a- patterns
obj ects custom spywar e-

obj ects custom vul nerability-
obj ects customurl -categories
obj ects antivirus-security-
obj ects anti-spywar e-

obj ects vul nerability-

protection-security-profiles <enabl e| read-onl y| di sabl e>

set shared admi n-rol e <nane> rol e vsys restap
security-profil es <enabl e| read-onl y| di sabl e>
set shared admin-rol e <name> rol e vsys restap
security-profiles <enabl e| read-only|di sabl e>
set shared adnin-rol e <nane> rol e vsys restap
security-profiles <enabl e| read-onl y| di sabl e>
set shared admi n-rol e <nane> rol e vsys restap
security-profil es <enabl e| read-onl y| di sabl e>
set shared admin-rol e <name> rol e vsys restap
security-profiles <enabl e| read-only| di sabl e>
set shared adnin-rol e <nane> rol e vsys restap
groups <enabl e| r ead- onl y| di sabl e>

set shared admin-rol e <nane> rol e vsys restap
profil es <enabl e| read- onl y| di sabl e>

objects url-filtering-
obj ects fil e-bl ocki ng-
obj ects wildfire-anal ysis-
obj ects data-filtering-
obj ects dos-protection-
obj ects security-profile-

obj ects | og-forwardi ng-
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set shared adm n-rol e <nane>

rol e vsys restapi

enf orcenent s <enabl e| read- onl y| di sabl e>

set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>

forwar di ng- profil es <enabl e| read-onl y| di sabl e>

set shared admi n-rol e <nane>
r ead- onl y| di sabl e>
set shared admi n-rol e <nane>

rol e vsys restapi
rol e vsys restapi
rol e vsys restapi

rol e vsys restapi

profil es <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane>

rol e vsys restapi

di stribution-profil es <enabl e| read-onl y| di sabl

set shared admi n-rol e <nane>
set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>
set shared adm n-rol e <nane>
read- onl y| di sabl e>

set shared admi n-rol e <nane>
r ead- onl y| di sabl e>

set shared admi n-rol e <nane>

rol e
rol e

VSys
VSys

rest api
rest api
role

Vsys restapi

rol e vsys restapi

rol e vsys restapi

f orwar di ng-rul es <enabl e| read-onl y| di sabl e>

set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>

rol e vsys restapi

rol e vsys restapi

rul es <enabl e| read-onl y| di sabl e>

set shared admi n-rol e <nane>

rol e vsys restapi

override-rul es <enabl e| read- onl y| di sabl e>

set shared adm n-rol e <nane>
<enabl e| read- onl y| di sabl e>
set shared admi n-rol e <nane>
r ead- onl y| di sabl e>
set shared adnin-role
read- onl y| di sabl e>
set shared admi n-role
set shared admi n-rol e
onl y| di sabl e>

set shared adni n-rol e <nane>
set shared admi n-rol e <nane>
<enabl e| r ead- onl y| di sabl e>

<nane>

<nane>
<nane>

rol e vsys restapi
rol e vsys restapi
role

vsys restapi

rol e
rol e

VSys
VSys

rest api
rest api

rol e
rol e

VSys
VSys

rest api
rest api

obj ects authentication-

obj ects decryption-profiles
obj ects decrypti on-
obj ects schedul es <enabl e|
obj ects sdwan- pat h-qual i ty-

obj ects sdwan-traffic-

e>

polici es

policies security-rules
policies nat-rules <enabl e|
policies gos-rul es <enabl e|
pol i ci es policy-based-
policies decryption-rules
policies tunnel-inspection-
policies application-
policies authentication-rules
policies dos-rul es <enabl e|
pol i ci es sdwan-rul es <enabl e|
net wor k

net wor k zones <enabl e| r ead-

devi ce
devi ce virtual -systens

set shared icd

set shared icd cl oud-addr

set shared icd cl oud-addr address<val ue>

set shared icd cloud-addr port <80-65535>

set vsys <nane> inport network |ogical-router [ <logical-routerl> <logical-
router2>... |

set vsys <name> | og-settings enail <nane> server <name> protocol <SMIP| TLS>
set vsys <nane> | og-settings enail <nane> server <name> port <1-65535>

set vsys <nane> | og-settings enmail <nane> server <name> tls-version <1.2|
1.1>

set vsys <nane> | og-settings email <nane> server <name> auth <Auto| Logi n|

Pl ai n>
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set vsys <nane> | og-settings enmail <nane> server <name> certificate-profile
<val ue>

set vsys <nane> | og-settings enail <nane> server <nane> usernanme <val ue>
set vsys <nane> | og-settings enmail <nane> server <nane> password <val ue>

set vsys <nane> | og-settings email <nane> format decryption <val ue>

set vsys <name> | og-settings syslog <name> format decryption <val ue>

set vsys <nane> | og-settings http <name> format decryption

set vsys <nane> | og-settings http <nane> fornmat decryption nane <val ue>
set vsys <nane> | og-settings http <nanme> fornmat decryption url-format

<val ue>

set vsys <nane> | og-settings http <nanme> format decryption headers

set vsys <name> | og-settings http <name> fornmat decryption headers <nane>
set vsys <nane> | og-settings http <name> format decrypti on headers <name>
val ue <val ue>

set vsys <nane> | og-settings http <nane> format decryption parans

set vsys <nane> | og-settings http <name> format decryption paranms <nane>
set vsys <nane> | og-settings http <name> format decryption paranms <nane>
val ue <val ue>

set vsys <nane> | og-settings http <name> format decryption payl oad <val ue>

set vsys<nane> | og-settings profiles <nane> nmatch-1ist <nanme> quarantine
<yes| no>

set vsys <nane> ssl-tls-service-profile <nane> protocol -settings enc-al go-
chacha20- pol y1305 <yes| no>

set vsys <nane> redi stribution-agent

set vsys <nane> redi stribution-agent <nanme>

set vsys <nane> redistribution-agent <name> serial - nunber <val ue>

set vsys <nane> redi stribution-agent <nane> host-port

set vsys <name> redistribution-agent <nanme> host-port host <ip/netnmask>|
<val ue>

set vsys <nane> redi stribution-agent <nane> host-port | dap-proxy <yes|no>
set vsys <nane> redi stribution-agent <nane> host-port port <1-65535>

set vsys <nane> redi stribution-agent <nane> host-port coll ectorname <val ue>
set vsys <nane> redi stribution-agent <nane> host-port secret <val ue>

set vsys <nanme> redistribution-agent <nanme> di sabl ed <yes| no>

set vsys <nane> redi stribution-agent <nane> i p-user-nmappi ngs <yes| no>

set vsys <nane> redi stribution-agent <nane> ip-tags <yes|no>

set vsys <nane> redistribution-agent <nanme> user-tags <yes|no>

set vsys <nane> redi stribution-agent <nanme> hip <yes|no>

set vsys <nane> redi stribution-agent <nane> quarantine-list <yes|no>

set vsys <nane> ipuser-incl ude-exclude-1i st

set vsys <nane> ipuser-incl ude-exclude-li st

set vsys <nane> ipuser-include-exclude-li st

set vsys <nane> ipuser-incl ude-exclude-1i st
di sabl ed <yes| no>

set vsys <nane> ipuser-incl ude-exclude-1i st
di scovery <incl ude| excl ude>

set vsys <nane> ipuser-incl ude-exclude-Ii st
net wor k- addr ess <i p/ net mask>

set vsys <nane> ipuser-incl ude-exclude-1i st

ncl ude- excl ude- net wor k
ncl ude- excl ude- net wor k <nane>
ncl ude- excl ude- net wor k <nane>

ncl ude- excl ude- net wor k <nane>

ncl ude- excl ude- net wor k <nane>

ncl ude- excl ude- net wor k- sequence
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set vsys <name> ipuser-incl ude-excl ude-Iist include-exclude-network-sequence
i ncl ude-excl ude-network [ <include-excl ude-networkl1> <incl ude-excl ude-
net wor k2>. .. |

set vsys <nane> iptag-incl ude-exclude-Iist

set vsys <nane> iptag-incl ude-exclude-Ii st

set vsys <nane> iptag-include-exclude-Ii st

set vsys <nane> iptag-include-exclude-Iist
di sabl ed <yes| no>

set vsys <nane> iptag-incl ude-exclude-Ii st
di scovery <incl ude| excl ude>

set vsys <nane> iptag-incl ude-exclude-Iist
net wor k- addr ess <i p/ net nask>

set vsys <nane> iptag-include-exclude-list include-exclude-network-sequence

set vsys <nane> iptag-include-exclude-list include-exclude-network-sequence
i ncl ude-excl ude-network [ <incl ude-excl ude-networkl1> <incl ude-excl ude-

net wor k2>. .. |

ncl ude- excl ude- net wor k
ncl ude- excl ude- net wor k <nane>
ncl ude- excl ude- net wor k <nane>

ncl ude- excl ude- net wor k <nane>

ncl ude- excl ude- net wor k <nane>

set vsys <nane> redi stribution-collector

set vsys <nane> redistribution-collector setting

set vsys <nane> redi stribution-collector setting coll ectornane <val ue>
set vsys <nane> redi stribution-collector setting secret <val ue>

set vsys <nane> user-id-collector syslog-parse-profile <nane> field-
identifier address-per-log <1-3>

set vsys <name> zone <nanme> enabl e-devi ce-identification <yes|no>

set vsys <nane> zone <nanme> devi ce-ac

set vsys <nane> zone <nanme> devi ce-acl include-list [ <include-list1>
<include-list2>. .. ]

set vsys <nane> zone <nanme> devi ce-acl exclude-list [ <exclude-list1>
<exclude-list2>. .. ]

set vsys <nane> sdwan-interface-profile <nane> vpn-data-tunnel - support <yes|
no>
set vsys <nane> sdwan-interface-profile <nane> error-correction <yes|no>

set vsys <nanme> gl obal - protect gl obal -protect-portal <name> portal -config
client-auth <name> auto-retri eve-passcode <yes| no>

set vsys <nane> gl obal - protect gl obal -protect-portal <nane> portal -config
| 0g- success <yes| no>

set vsys <nane> gl obal - protect gl obal -protect-portal <nane> portal -config
| og-fail <yes|no>

set vsys <nanme> gl obal - protect gl obal -protect-portal <name> portal -config
| og-setting <val ue>

set vsys <nane> gl obal - protect gl obal -protect-portal <nane> client-config
configs <nanme> hip-collection custom checks |inux

set vsys <nane> gl obal - protect gl obal -protect-portal <nane> client-config
configs <name> hip-collection custom checks |inux process-list [ <process-
listl> <process-list2>. .. ]

set vsys <nane> gl obal - prot ect gl obal - protect-gateway <name> client-auth
<name> auto-retrieve-passcode <yes| no>

PAN-OS CLI QUICK START | CLI Changes in PAN-OS 10.0 99

© 2021 Palo Alto Networks, Inc.



set vsys <name> gl obal - protect gl obal - protect-gateway <name> bl ock-
quar ant i ned- devi ces <yes| no>
set vsys <nane> gl obal - prot ect gl obal - protect-gateway <nanme> | og- success

<yes| no>

set vsys <nane> gl obal - prot ect gl obal - protect-gateway <name> | og-fail <yes
no>

set vsys <nane> ¢l obal - prot ect gl obal - protect-gateway <name> | og-setting
<val ue>

set vsys <nane> profiles virus <name> nl av-engi ne-fil ebased- enabl ed

set vsys <nane> profiles virus <nanme> nl av-engi ne-fil ebased-enabl ed <nanme>

set vsys <nane> profiles virus <name> nl av-engi ne-fil ebased-enabl ed <nanme>
m av- pol i cy-action <enabl e| enabl e(al ert-only)| di sabl e>

set vsys <nane> profiles virus <name> decoder <nanme> m av-action <default|

allow alert|drop|reset-client|reset-server|reset-both>

set vsys <nane> profiles virus <nane> nl av-exception

set vsys <nane> profiles virus <nanme> nl av-excepti on <nane>

set vsys <nane> profiles virus <nanme> nl av-exception <nane> fil ename <val ue>

set vsys <name> profiles virus <nane> nl av-excepti on <nanme> descri ption
<val ue>

set vsys <nane> profiles spyware <nanme> bot net-donmai ns dns-security-
cat egories

set vsys <nane> profil es spyware <name> bot net-domai ns dns-security-
cat egori es <nane>

set vsys <nane> profiles spyware <nanme> bot net-donmai ns dns-security-
cat egori es <nane> action <default|all ow bl ock| si nkhol e>

set vsys <nane> profil es spyware <name> bot net-domai ns dns-security-
categori es <nane> | og-|evel <default|none|low informational|nmedi um high
critical >

set vsys <nane> profil es spyware <name> bot net-domai ns dns-security-
cat egori es <nane> packet - capt ure <di sabl e| si ngl e- packet | ext ended- capt ur e>

set vsys <nane> profil es spyware <name> bot net-domai ns whitelist
set vsys <nane> profiles spyware <nanme> bot net-donai ns whitelist <name>

set vsys <nane> profil es spyware <name> bot net-domai ns whitelist <name>
description <val ue>

set vsys <nane> profiles url-filtering <name> nl av-cat egory-exception

[ <m av-cat egory-exceptionl> <nl av-cat egory-excepti on2>... ]
set vsys <nanme> profiles url-filtering <name> nl av-engi ne-url based- enabl ed
set vsys <nane> profiles url-filtering <name> nl av-engi ne-url based- enabl ed
<name>
set vsys <name> profiles url-filtering <nane> nl av-engi ne-url based- enabl ed
<name> nl av-policy-action <bl ock|alert]|all ow

set vsys <nane> profil es sdwan-saas-quality
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set vsys <nane> profil es sdwan-saas-quality <name>

set vsys <nane> profil es sdwan-saas-quality <name> nonitor-node

set vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node adaptive

set vsys <nane> profil es sdwan-saas-quality <nane> nonitor-nbde static-ip

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
i p- addr ess

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
i p- address <nane>

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
i p- addr ess <nane> probe-interval <1-3600>

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
fqdn

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
fqdn fqgdn-name <val ue>

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node static-ip
fqgdn probe-interval <1-3600>

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node http-https

set vsys <nane> profil es sdwan-saas-quality <name> nonitor-node http-https
noni t ored-url <val ue>

set vsys <nane> profil es sdwan-saas-quality <nanme> nonitor-node http-https
probe-interval <1-3600>

set vsys <nane> profiles sdwan-error-correction

set vsys <nane> profil es sdwan-error-correcti on <nane>

set vsys <nane> profiles sdwan-error-correcti on <nane> activati on-threshol d
<1-99>

set vsys <nane> profiles sdwan-error-correcti on <nane> node

set vsys <nane> profiles sdwan-error-correcti on <nane> node forward-error-
correction

set vsys <nane> profiles sdwan-error-correcti on <nane> node forward-error-
correction ratio <10% (20: 2)| 20% (20: 4) | 30% (20: 6) | 40% (20: 8) | 50% ( 20: 10) >
set vsys <nane> profiles sdwan-error-correcti on <nane> node forward-error-
correction transmt-hol d-tinmer <1-5000>

set vsys <nane> profiles sdwan-error-correcti on <nane> node packet -
duplication

set vsys <nane> profil es sdwan-error-correcti on <nane> node packet -
duplication transmit-hold-tinmer-pd <1-5000>

set vsys <nane> profiles decryption <nanme> ssl-forward-proxy bl ock-tls13-
downgr ade- no-r esour ce <yes| no>

set vsys <nane> profiles decryption <nane> ssl -i nbound-proxy bl ock-tl s13-
downgr ade- no-resour ce <yes| no>

set vsys <nane> profiles decrypti on <nanme> ssl -protocol -settings enc-al go-
chacha20- pol y1305 <yes| no>

set vsys <nanme> reports <nanme> type appstat group-by <serial|vsys_nang|

devi ce_nane| vsys| nane| ri sk| day- of - recei ve_ti me| hour-of -recei ve_ti me| quarter-
hour - of -recei ve_ti ne| subcat egor y- of - nane| cat egor y- of - nane| ri sk- of - nane|

cont ai ner - of - nane| t echnol ogy- of - nane>

set vsys <nane> reports <nane> type appstat sortby <nbytes| nsess|npkts]|
nt hr eat s>

set vsys <nane> reports <nane> type decryption

set vsys <nane> reports <nane> type decryption aggregate-by [ <aggregate-
byl> <aggregate-by2>... ]
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set vsys <nane> reports <nane> type decryption group-by <seri al

ti me_generated| src|dst|natsrc|natdst|rul e|] srcuser|dstuser|srcloc|dstloc|
app| vsys| froni to|inbound_if|outbound if]|sport|dport|natsport|natdport|
proto| action|tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane|t| s_versi on
tls_keyxchg|tls_enc|tls_auth|ec_curve|err_index|root_status|proxy_type|
pol i cy_name| cn|issuer_cn|root_cn|sni|error|src_dag|dst_dag| src_edl | dst_edl
cont ai ner _i d| pod_nanespace| pod_nane| src_cat egory| src_profile| src_nodel
src_vendor|src_osfam | y| src_osversion|src_host|src_nac| dst_cat egory|

dst _profil e| dst _nodel | dst _vendor | dst osfam | y| dst _osversi on| dst_host |

dst _mac| day- of -recei ve_ti nme| hour-of -recei ve_ti ne| quart er - hour - of -
receive_tinme>

set vsys <name> reports <name> type decryption sortby <repeatcnt]|nuni que- of -
src_profile| nuni que-of -dst_profile>

set vsys <nanme> reports <nanme> type desum

set vsys <nane> reports <nane> type desum aggregate-by [ <aggregate-byl>
<aggregat e-by2>... ]

set vsys <nane> reports <nane> type desum group-by <serial|tine_generated|
vsys_nane| devi ce_nane| app| src| dst| srcuser| dstuser|vsys|tls_version
tls_keyxchg|tls_enc|tls_auth|policy_name|sni|error|err_index|src_edl

dst _edl | cont ai ner _i d| pod_nanespace| pod_nane| src_cat egory|src_profil e|
src_nodel | src_vendor | src_osfam | y| src_osversi on| src_host| src_nac|

dst _category|dst_profil e| dst_nodel | dst _vendor| dst _osfanil y| dst _osversi on
dst _host| dst _nmc| src_dag| dst _dag| day- of -recei ve_ti ne| hour-of -recei ve_tine|
quarter-hour-of -receive_tine|outbound_if]|inbound_if]|rule|dport]|sport]| proto>

set vsys <nane> reports <nane> type desum values [ <val uesl> <val ues2>... ]
set vsys <nane> reports <nane> type desum |l abels [ <labelsl> <labels2>. .. ]

set vsys <nanme> reports <nanme> type desum sortby <repeatcnt| nuni que- of -
src_profil e| nuni que-of -dst _profil e>

set vsys <name> reports <nanme> type threat group-by <serial|tine_generated|
src| dst| natsrc|natdst|rul e] srcuser|dstuser|srcloc|dstloc|app|vsys|fron

to| i nbound_i f| out bound_i f| sport| dport| nat sport| natdport| proto|action

tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane| par ent _sessi on_i d|
parent _start_tine|threatid|category|severity|direction|http_method|

nssai _sst| http2_connection| xff_ip|threat_nanme|src_edl | dst_edl

dynuser group_nane| hosti d| parti al _hash| src_cat egory| src_profile|src_nodel
src_vendor|src_osfam |l y| src_osversion|src_host|src_nac| dst_category|

dst _profil e| dst_nodel | dst _vendor | dst osfam | y| dst _osversi on| dst_host |

dst _mac| cont ai ner _i d| pod_nanmespace| pod_nane| m sc| src_dag| dst _dag| day- of -
recei ve_tine| hour-of-receive_tine|quarter-hour-of-receive_tinme|subcat egory-
of - app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| pbf -
s2c| pbf-c2s| fl ag-nat| fl ag- pcap| subt ype| transacti on| capti ve-portal|fl ag-

pr oxy| non- st d-dport|tunnelid| nonitortag|users|category-of-threatid|threat-
type>

set vsys <nane> reports <nane> type w |l dfire group-by <app|category|

cat egor y- of - app| dport | dst| dst user| from i nbound_i f| m sc| nat dport | nat dst |
nat sport | nat src| out bound_i f| proto| risk-of -app|rul e|rul e_uui d| sport|src|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter-hour-of -recei ve_tine| hour-of-recei ve_tine| day- of -
receive_tinme|vsys_nane| devi ce_nane|filetype|filenane|fil edigest|tunnelid|
nmoni t ort ag| parent _session_i d| parent _start_tine| http2_connecti on|tunnel
xff_ip|src_dag|dst_dag|src_edl | dst_edl >

set vsys <nane> reports <nane> type data values [ <valuesl> <values2>... ]

102 PAN-OS CLI QUICK START | CLI Changes in PAN-OS 10.0

© 2021 Palo Alto Networks, Inc.



set vsys <nane> reports <nane> type data | abels [ <labelsl> <labels2>. .. ]

set vsys <nanme> reports <nanme> type data sortby <repeatcnt|nuni que-of-users>

set vsys <name> reports <nanme> type data

set vsys <nane> reports <nane> type data aggregate-by [ <aggregate-byl>
<aggregate-by2>... ]

set vsys <nane> reports <nane> type data group-by <action|app|category-
of - app| direction|dport|dst]|dstuser]|fronjinbound_ if|m sc|natdport|natdst |
nat sport | nat src| out bound_i f| proto|risk-of-app|rul e|rule_uuid|severity]|
sport | src| srcuser| subcat egory- of - app| subt ype| t echnol ogy- of - app| cont ai ner -
of -app|threatid|to]dstloc|srcloc|vsys|quarter-hour-of-receive_tine|

hour - of -recei ve_ti nme| day-of -recei ve_ti me| vsys_nane| devi ce_nane| dat a-
type|fil enane|tunnelid|nonitortag| parent_session_id|parent_start_timnme|
htt p2_connecti on| tunnel | xff _i p| src_dag| dst _dag| src_edl | dst _edl | src_cat egory|
src_profile|src_nodel|src_vendor|src_osfam|y|src_osversion|src_host|
src_nac| dst_category| dst_profil e| dst _nodel | dst _vendor| dst _osfanily

dst _osversi on| dst _host | dst _nac>

set vsys <nane> reports <nane> type thsum group-by <serial|tine_generated|
vsys_nane| devi ce_nane| app| src|dst|rul e|threatid|srcuser|dstuser|srcloc|
dstloc| xff _ip|vsys|fronto|dport|action|severity|inbound_if|outbound_if|
cat egory| parent _session_id| parent_start _tinme|tunnel|direction|assoc_id|
ppi d| htt p2_connecti on|rul e_uui d| threat _nane| src_edl | dst _edl | hosti d|
dynuser gr oup_nane| nssai _sst|src_category|src_profile|src_nodel | src_vendor
src_osfam | y| src_osversi on| src_host|src_nac| dst_category|dst_profile|

dst _nodel | dst _vendor | dst _osfam | y| dst _osversi on| dst _host | dst _nmac|

cont ai ner _i d| pod_nanespace| pod_nane| src_dag| dst _dag| day- of -recei ve_ti ne|
hour - of -recei ve_ti me| quarter-hour-of -receive_tine|subcat egory- of -app

cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| subt ype|
tunnel i d| noni tortag| category-of-threatid|threat-type>

set vsys <nane> reports <nane> type thsum sortby <sessions|count| nuni que- of -
apps| nuni que- of - user s| nuni que- of - src_profil e| nuni que- of -dst _profil e>

set vsys <nane> reports <nane> type traffic group-by <serial|tinme_generated|
src|dst| natsrc|natdst|rul e| srcuser|dstuser|srcloc|dstloc|app|vsys|fron

to| i nbound_i f | out bound_i f | sport| dport| nat sport| natdport| proto|action

tunnel | rul e_uui d| s_encrypt ed| vsys_nane| devi ce_nane| par ent _sessi on_i d|

parent _start_tine|category|session_end_reason|action_source| nssai _sst |

nssai _sd| http2_connection| xff i p| dynuser group_nane| src_edl | dst _edl | hosti d|
session_owner| policy id|src_category|src_profile|src_nodel|src_vendor
src_osfam | y| src_osversion|src_host|src_nac| dst _category| dst_profil e|

dst _nodel | dst _vendor | dst _osfam | y| dst _osversi on| dst _host | dst _nmac|

cont ai ner _i d| pod_nanespace| pod_nane| src_dag| dst _dag| day- of -recei ve_ti ne|
hour - of -recei ve_ti nme| quarter-hour-of -recei ve_tine| pbf-s2c| pbf-c2s|decrypt-
mrror|threat-type|flag-nat|flag-pcap|captive-portal]|flag-proxy|non-std-
dport|transacti on| symreturn|sessionid| sesscache | 7_done| subcat egor y- of -
app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of - app| cont ai ner - of - app| t unnel i d|
nmoni t ort ag>

set vsys <name> reports <name> type traffic sortby <repeatcnt|bytes]|

byt es_sent | byt es_recei ved| packet s| pkts_sent | pkt s_recei ved| chunks|
chunks_sent | chunks_recei ved| nuni que- of - user s| el apsed| nuni que-of -src_profil e|
nuni que- of -dst_profil e>
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set vsys <nane> reports <nane> type urlsum group-by <serial|tinme_generated|
vsys_nane| devi ce_nane| app| cat egory| src| dst|rul e| srcuser| dstuser| srcl oc|
dstl oc|vsys|fronto| dev_serial|inbound_if]|outbound if|dport]|action|tunnel
url _domai n| user _agent | htt p_net hod| htt p2_connecti on| parent _sessi on_i d|
parent _start_tine|rul e uuid| xff_ip|src_edl|dst_edl|hostid|dynusergroup_nane|
nssai _sst|src_category|src_profile|src_nodel |src_vendor|src_osfamly
src_osversi on| src_host|src_nmac| dst _category|dst _profile|dst_nodel

dst _vendor | dst _osfami | y| dst _osversi on| dst _host| dst_nac| cont ai ner _i d|
pod_nanespace| pod_nane| url category |ist]|src_dag| dst_dag| day- of -
receive_time| hour-of-receive_tine|quarter-hour-of-receive_time|nuni que- of -
users| tunnel i d| noni t ortag| subcat egor y- of - app| cat egor y- of - app| t echnol ogy- of -
app| ri sk- of - app| cont ai ner - of - app>

set vsys <nane> reports <nane> type trsum group-by <serial|tine_generated|
vsys_ nane| devi ce_nane| app| src| dst| xff _ip|rul e|] srcuser|dstuser|srcloc|dstloc|
cat egory| vsys| from to| sessi ons|dport|action|tunnel|inbound_if]|outbound_if|
parent _session_id| parent_start_tine|assoc_id| http2_connection|rul e_uuid|
src_edl | dst _edl | dynuser group_nane| s_decrypt ed| s_encrypt ed| hosti d| nssai _sst |
src_category|src_profile|src_nodel|src_vendor|src_osfanily|src_osversion
src_host | src_nac| dst _cat egory| dst_profil e| dst_nodel | dst_vendor| dst_osfam |y
dst _osversi on| dst _host | dst _nac| cont ai ner _i d| pod_nanespace| pod_nane|

src_dag| dst _dag| day- of -recei ve_ti nme| hour - of - recei ve_ti ne| quart er - hour - of -
recei ve_ti ne| subcat egor y- of - app| cat egor y- of - app| t echnol ogy- of - app| ri sk- of -
app| cont ai ner - of - app| t unnel i d| noni t ort ag| st andar d- port s- of - app| ncont ent >

set vsys <nane> reports <nane> type trsum sortby <bytes|sessions|bytes_sent|
byt es_recei ved| nt hr eat s| nft rans| ndpmat ches| nur | count | chunks| chunks_sent |
chunks_r ecei ved| ncont ent | nuni que- of - apps| nuni que- of - user s| nuni que- of -
src_profil e| nuni que-of -dst _profil e>

set vsys <nane> reports <nane> type tunnel sum group-by <action|app| category-
of - app| dst | ri sk- of - app| rul e| rul e_uui d| src| subcat egor y- of - app| t echnol ogy- of -
app| cont ai ner - of - app| dst | oc| srcl oc| vsys| quart er - hour - of -recei ve_ti ne| hour -
of -recei ve_tinme| day-of -receive_tine|serial|vsys_nane| devi ce_nane| tunnel i d|
nmoni t ort ag| parent _session_i d| parent_start_tine|tunnel|tunnel _insp_rule|
src_dag| dst _dag| src_edl | dst _edl >

set vsys <nane> reports <nane> type userid group-by <serial|tinme_generated|
vsys_ nane| devi ce_nane| vsys| i p| user | dat asour cenane| begi nport | endport |

dat asour ce| dat asour cet ype| f act ort ype| f act orconpl eti onti me| f act or no| t ag_nane|
day- of -recei ve_tine| hour-of -recei ve_tine| quarter-hour-of-receive_tine|

subt ype>

set vsys <nane> reports <nane> type auth group-by <serial|tinme_generated|
vsys_ nane| devi ce_nane| vsys| i p| user| normal i ze_user | obj ect | aut hpol i cy|

aut hi d| vendor | cl i enttype| event | factorno| aut hprot o| rul e_uui d| src_cat egory|
src_profile|src_nodel|src_vendor|src_osfam |y|src_osversion|src_host|
src_nmac| day- of -recei ve_ti ne| hour - of -recei ve_ti ne| quarter-hour - of -

recei ve_tine|serverprofile|desc|src_category|src_profile|src_nodel
src_vendor | src_osfam |l y| src_osversion| src_host|src_nac>

set vsys <nanme> reports <nane> type auth sortby <repeatcnt|tinme_generated|
vendor >

set vsys <nane> reports <nane> type iptag group-by <serial|tine_generated|
vsys_nane| devi ce_nane| vsys|i p| t ag_nane| event _i d| dat asour cenang|

dat asour ce_t ype| dat asour ce_subt ype| day-of -recei ve_ti ne| hour-of -recei ve_ti ne|
quarter-hour-of-receive_tinme>

set vsys <nane> reports <nane> type hi pmatch group-by <seri al
ti me_gener at ed| vsys_nane| devi ce_nane| sr cuser | vsys| nachi nenane| sr c| mat chnane|
os| mat cht ype| srci pv6| hosti d| devcat egory| profil e| nodel | vendor | osfanily
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osver si on| mac| devhost | sour ce| day- of -recei ve_ti ne| hour - of -recei ve_ti ne|
quarter-hour-of -receive_tine| host nane| osf am | y| osver si on>

set vsys <nanme>
set vsys <nanme>

[ <exception-li
set vsys <name>
set vsys <name>

<nane>
<nane>

set vsys
set vsys
set vsys <nanme>
set vsys <name>
<cat egory2>..

set vsys <name>
set vsys <nanme>
<osfam | y2>..

set vsys <nanme>
set vsys <name>
set vsys <name>

<nanme>
hi p2>. .
<nanme>
nati on-
<nanme>
hi p2>. .
<nanme>
nati on-
<nanme>
<name>

set vsys
<sour ce-
set vsys
[ <desti
set vsys
<sour ce-
set vsys
[ <desti
set vsys
set vsys
set vsys <name>
set vsys <nanme>
hi p1> <source-h
set vsys <name>
[ <destination-
set vsys <nanme>

<sour ce- hi p2>. .

set vsys <nane>
hi p1> <desti nati
set vsys <nanme>
set VSsys <nane>

external -l1ist <nane> type predefined-url

external -1ist <nane> type predefined-url exception-Iist

st 1> <exception-list2>... ]

external -1ist <nane> type predefined-url description <val ue>
external -1ist <nane> type predefined-url url <val ue>
devi ce- obj ect

devi ce- obj ect <nane>

devi ce- obj ect <nane> description <val ue>

devi ce- obj ect <nane> category [ <categoryl>

]

devi ce-obj ect <nane> profile [ <profilel> <profile2>... ]
devi ce-obj ect <nane> osfanmily [ <osfamlyl>

]

devi ce- obj ect <nane> os <0sl> <0s2>... ]

devi ce-obj ect <name> nodel [ <nodel 1> <nodel 2>. .. ]

devi ce-obj ect <name> vendor [ <vendor 1> <vendor2>... ]

rul ebase security ru

]

rul ebase security ru
hi p1> <destination-h
rul ebase decryption rules

rul ebase decryption rules

hi p1> <desti nati on- hi p2>.

rul ebase
rul ebase
rul ebase
rul ebase
p2>... |
rul ebase

decryption rules
decryption rules
decryption rules

rul ebase
rul ebase
on- hi p2>.
rul ebase
rul ebase

gos rul es <name>

gos rul es <nane>

es <nane> source-hip

aut henti cation rul es <nanme> source-hip

[ <source-hipl>

es <nane> destination-hip
p2>. .

-]

<name> source-hip [ <source-hipl>

<nane>

<nane>
<nane>
<nane>

destination-hip

| og- success <yes| no>

| og-fail <yes|no>

| og-setting <val ue>

[ <source-

aut henti cation rul es <nane> destinati on-hip
hi p1> <desti nati on- hi p2>..

]

source-hip [ <source-hipl>

destination-hip [ <destination-

sdwan rul es <name> saas-quality-profile <val ue>
sdwan rul es <name> error-correction-profile <val ue>
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Set Commands Changed in PAN-OS 10.0

The following commands are modified in the 10.0 release.

Added decr ypti on as an option for | og- t ype.

set devi cecongi f system | og-export-schedul e<name> | og-type <traffic|threat]|
tunnel | userid|i ptag|auth|url | hi pmatch|w | dfire| decryption| gl obal protect>

Added ever y- hour as on option for recurring wildfire commands.

set devi ceconfig system updat e-schedule wildfire recurring every-hour sync-
t o- peer <yes|no>

Changed yes/no optionto 0, 1, 2.

set deviceconfig setting ctd x-forwarded-for<0| 1| 2>

Added hal port <val ue>andhal port-backup <val ue>.

set deviceconfig high-availability interface hal port<val ue> <hal-a| hal-b|
managenent >

set deviceconfig high-availability interface hal-backup port <val ue> <hal-a|
hal- b| managenent >

Addedinfinite and di sabl e opti ons also changed flap-max from 0-16 to 1-16.

set devi ceconfig high-availability group el ection-option tiners advanced
fl ap- max<1l- 16>| <i nfi ni t e| di sabl e>

Added decr ypti on option.
set network shared- gat eway<nane> match-1i st <nanme> | og-type <traffic|threat|
wi | dfire|url|dataltunnel|auth|decryption>

set shared | og-settings profiles <name> match-1ist <name> | og-type <traffic|
threat|wi I dfire|url|dataltunnel|auth|decryption>

set vsys |log-settings profiles <name> match-1ist <nanme> | og-type <traffic|
threat|w I dfire|url|dataltunnel|auth|decryption>

Added xf f r - addr ess option.

set network shared- gat eway<nane> | og-setting profiles <name> | og-type <nane>
actions <nanme> type tagging target <source-address|destination-address|
xf fr-address| user>

Added TSL1- 3 option.
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set shared profiles decrypti on<nane> ssl-protocol -settings nin-version
<sslv3|tlsl-0|tls1-1]tlsl-2|tlsl-3>

set shared profiles decryption <nane> ssl-protocol -settings nmax-version
<sslv3|tlsl-0|tlsl-1|tls1-2|t]sl-3>

set shared ssl-tls-service-profile <nane> ssl-protocol -settings nmax-version
<tls1-0|tlsl-1|tlsl-2|tlsl-3|max>

set vsys <nane> ssl-tls-service-profile <nane> ssl-protocol -settings nax-
version <tlsl1-0|tlsl-1|tls1-2|tlsl-3|nmax>

set vsys <nane> profiles decryption <nanme> ssl-protocol -settings mnin-version
<tls1-0|tlsl-1|tlsl-2|tlsl-3>

set vsys <nane> ssl-tls-service-profile <nane> ssl-protocol -settings nax-
version <tlsl1-0|tlsl-1|tls1-2|tlsl-3|nmax>

Added60 and 90 day options.

set shared reports<name> period <l ast-15-m nutes||ast-hour|last-6-hrs|

| ast-12-hour || ast - 24-hours| | ast - cal endar - day| | ast - 7- days| | ast - 7- cal endar -
days| | ast - 30-days| | ast - 30- cal endar - days| | ast - 60- days| | ast - 60- cal endar - days|
| ast - 90- days| | ast - 90- cal endar - days| | ast - cal endar - nont h>

Added nuni que- of - src-profil e andnuni que-of-dst_profile

set shared reports<nanme> type threat sortby <repeatcnt| nuni que-of-users|
nuni que- of - src_profil e| nuni que- of -dst _profil e>

set shared reports <nane> type urlsum sortby <repeatcnt| nuni que-of -users
nuni que- of -src_profil e| nuni que- of -dst _profil e>

set vsys <nane> type threat sortby <repeatcnt| nuni que-of - users| nuni que- of -
src_profile| nuni que-of -dst_profile>

set vsys <nane> reports <nane> type urlsum sortby <repeatcnt| nuni que- of -
user s| nuni que- of -src_profil e| nuni que-of -dst _profil e>

Added xf f _i p| src_dag| dst _dag| src_ed1| dst _ed1 options.

set vsys<nanme> reports <nanme> type wildfire group-by <app|category]|

cat egory- of - app| dport | dst| dst user| from i nbound_i f| mi sc| nat dport | nat dst |
nat sport | nat src| out bound i f| proto|risk-of-app|rul e|rule_uuid|sport]|src|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter-hour-of -recei ve_tine| hour-of -recei ve_tine| day- of -
recei ve_tine|vsys_nane| devi ce_nane|fil etype|fil enane|fil edi gest|tunnelid|
nmoni t ort ag| parent _session_i d| parent _start_tine| http2_connection|tunnel
xff_ip|src_dag|dst_dag|src_edl | dst_edl >

set shared reports<nanme> type wildfire group-by <app| category| cat egory-

of - app| dport | dst| dstuser|froniinbound_if| n sc| natdport| natdst| natsport|

nat src| out bound_i f| proto| ri sk- of -app| rul e| rul e_uui d| sport| src|srcuser|
subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc| srcl oc]|
vsys| quart er - hour-of -recei ve_ti me| hour-of -recei ve_tine| day-of -recei ve_ti ne|
vsys nane| devi ce_nane|fil etype|filenane|fil edigest|tunnelid|nonitortag|
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parent _session_id| parent_start_tinme| http2_connection|tunnel | xff_ip|src_dag|
dst _dag| src_edl | dst _edl >

Added src_dag| dst _dag| src_ed1| dst _ed1 options.

set shared reports<nanme> type trsum sortby <bytes|sessions|bytes_sent|
byt es_recei ved| nt hr eat s| nft rans| ndpmat ches| nur | count | chunks| chunks_sent |
chunks_recei ved| ncont ent | nuni que- of - apps| nuni que- of - user s| nuni que- of -
src_profile| nuni que-of -dst_profile>

set shared reports <nane> type tunnel sum group-by <acti on| app| cat egory- of -
app| dst | ri sk- of - app]| rul e| rul e_uui d| src| subcat egor y- of - app| t echnol ogy- of -
app| cont ai ner of - app| dst | oc| srcl oc| vsys| quart er-hour-of -recei ve_ti nme| hour -
of -recei ve_tinme| day-of -recei ve_tine|serial|vsys_nane| devi ce_namne| tunnel i d|
nmoni t ort ag| parent _session_i d| parent_start _tine|tunnel|tunnel insp_rule|
src_dag| dst _dag| src_edl | dst _edl >

set vsys <nanme> reports <name> type tunnel group-by <action|app]|category-
of - app| dport | dst| dstuser|froniinbound_if| natdport| natdst|natsport|

nat src| out bound_i f | prot o| ri sk- of -app| rul e| rul e_uui d| sessi oni d| sport| src]|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter - hour - of -recei ve_ti ne| hour-of -recei ve_ti ne| day- of -

recei ve_tine|vsys_nane| devi ce_nane| t unnel i d| noni t ort ag| par ent _sessi on_i d|
parent _start _tine| session_end_reason|action_source|tunnel|tunnel _insp_rul e|
src_dag| dst _dag| src_edl | dst _edl >

set vsys <nane> reports <nane> type tunnl esum group-by <action|app| category-
of - app| dst | ri sk- of - app| rul e| rul e_uui d| src| subcat egor y- of - app| t echnol ogy- of -
app| cont ai ner - of - app| dst | oc| srcl oc| vsys| quart er - hour - of -recei ve_ti ne| hour -
of -recei ve_ti meday-of -recei ve_tine| serial | vsys_nane| devi ce_nane| t unnel i d|
nmoni t ort ag| parent _session_i d| parent_start_tine|tunnel|tunnel _insp_rule|
src_dag| dst _dag| src_edl | dst _edl >

Added nuni que- of - host i d option.

set shared reports<nanme> type gl obal protect sortby <repeatcnt| nuni que-of -
i ps| nuni que- of - gat eways| nuni que- of - user s| nuni que- of - hosti d>

set vsys <nane> reports <nane> type gl obal protect sortby <repeatcnt| nuni que-
of -1 ps| nuni que- of - gat eways| nuni que- of - user s| nuni que- of - host i d>

Added vsys| gat eway| sel ecti on_type| response_time|priority|attenpted_gateways
options.

set vsys<nanme> reports <nanme> type gl obal protect sortby <seri al

ti me_gener at ed| vsys_nane| devi ce_nane| vsys| eventi d| st at us| st age| aut h_net hod|
tunnel _type| portal | srcuser| srcregion| machi nename| public_i p| public_i pv6|
private_ip|private_ipv6| hostid|serial nunber|client_ver|client_os|
client_os_ver| |l ogin_duration| connect nethod| reason| error_code| error| opaque|
gat eway| sel ecti on_type|response_tine|priority|attenpted_gateways| day- of -
recei ve_tine| hour-of-receive_tinme|quarter-hour-of-receive_tinme>

set shared reports<nanme> type gl obal protect group-by <serial|time_generated|
vsys_nane| devi ce_nane| vsys| eventi d| st at us| st age| aut h_net hod| t unnel _t ype|
portal | srcuser| srcregi on| machi nenane| public_i p| public_ipv6|private_ip|
private_i pv6| hostid| serial nunber|client_ver|client_os|client_os_ver|

| ogi n_dur ati on| connect _net hod| reason| error _code| error| opaque| gat eway|
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sel ection_type|response_tine|priority|attenpted_gateways| day- of -
recei ve_tine| hour-of-receive_tinme|quarter-hour-of-receive_tinme>

Added xf f - addr ess option.

set shared | og-settings userid nmatch-1ist<nane> actions <nane> type tagging
target <source-address|destination-address| xff-address|user>

set shared | og-settings iptag match-1ist <nanme> actions <name> type taggi ng
target <source-address|destination-address| xff-address|user>

set shared | og-settings global protect match-1ist <name> actions <nane> type
target <source-address|destination-address| xff-address|user>

set shared | og-settings hi pmatch match-1ist <name> actions <nane> type
target <source-address|destination-address| xff-address| user>

set shared | og-settings correlation match-1ist <name> acti ons <nanme> type
target <source-address|destination-address| xff-address|user>

set shared | og-settings profiles match-1ist <pname> actions <nane> type
target <source-address|destination-address| xff-address|user>

set vsys |log-settings profiles <nane> match-list <name> actions <nane> type
target <source-address|destination-address| xff-address|user>

Changed 1- 10000 to f | oat .

set vsys<name> sdwan-interface-profile <nanme> nmaxi mrum downl oad <fl oat >
set vsys <nane> sdwan-interface-profile <nane> maxi num upl oad <fl oat >

Added options to

set vsys<nanme> reports <nane> type url group-by <action|app]|category]|

cat egory- of -app| di recti on| dport | dst|dstuser|fronlinbound_if| m sc|

htt p_header s| nat dpor t | nat dst | nat sport | nat src| out bound_i f| prot o] ri sk-

of - app| rul e| rul e_uui d| severity|sport]|src|srcuser|subcat egory- of - app

t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc| srcl oc| vsys| quart er - hour -

of -recei ve_tinme| hour-of -recei ve_tine| day-of-receive_tine|contenttype

user _agent | devi ce_nane| vsys_nane| url | tunnel i d| noni t ort ag| parent _sessi on_i d|
parent _start_tine|http2_connection|tunnel|http_method|url_category_ |ist|
xff_ip| container_id| pod_nanespace| pod_nane| src_dag| dst _dag| src_edl| | dst _edlI
src_category|src_profile|src_nodel|src_vendor|src_osfanily|src_osversion
src_host | src_nac| dst _category| dst_profil e| dst_nodel | dst_vendor| dst_osfam |y
dst _osversi on| dst _host | dst _nac>

Added Xff i p| src_dag| dst _dag| src_ed1| dst _ed1 options.

set vsys<nanme> reports <nanme> type w | dfire group-by <app|category| category-
of - app| dport | dst| dstuser|froniinbound_if| n sc| natdport| natdst| natsport|

nat src| out bound_i f | proto| ri sk-of -app| rul e| rul e_uui d| sport|src| srcuser

subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc| srcl oc]|
vsys| quart er-hour-of -recei ve_tinme| hour-of-receive_ tine|day-of-receive_tine|
vsys_nane| devi ce_nane| fil etype|fil enane|fil edigest|tunnelid| nonitortag|
parent _session_id| parent_start_tine| http2_connection|tunnel | xff _ip|src_dag|
dst _dag| src_edl | dst _edl >
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Added xf f _i p| src_dag| dst _dag| options.

set vsys<nanme> reports <nanme> type data group-by <app| category| cat egory-

of - app| dport | dst| dstuser|froniinbound_ if| m sc| natdport| natdst| natsport|

nat src| out bound_i f| prot o| ri sk- of -app| rul e| rul e_uui d| sport| src| srcuser
subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc| srcl oc|
vsys| quart er - hour-of -recei ve_ti me| hour - of -recei ve_ti ne| day-of -recei ve_ti ne|
vsys_nane| devi ce_nane|fil etype|fil enane|fil edi gest|tunnelid|nonitortag|
parent _session_id| parent_start_tine| http2_connection|tunnel |xff _ip|src_dag|
dst _dag>
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Set Commands Removed in PAN-OS 10.0

The following commands are no longer available in the 10.0 release.

Replaced set devi ceconfig system ssh ci phers withset devi ceconfig system ssh
profiles.

set devi ceconfig system ssh ciphers
set devi ceconfig system ssh nac
set devi ceconfig system ssh kex

Replaced set devi ceconfig system ssh ci phers, kex, nmac ngm withset devi ceconfig
system ssh profiles ngnt-profilesandset deviceconfig system ssh ngnt

set devi ceconfig system ssh ci phers ngnt
set devi ceconfig system ssh mac ngmt
set devi ceconfig system ssh kex ngmt

The following commands are no longer available.

set devi ceconfig system ssh default-hostkey

set devi ceconfig system ssh default-hostkey ha

set devi ceconfig system ssh default-hostkey ha key-type

set devi ceconfig system ssh defaul t-hostkey ha key-type ECDSA<256| 384| 521>
set devi ceconfig system ssh default-hostkey ha key-type RSA <2048| 3072| 4096>
set devi ceconfig system ssh default-hostkey ngnt

set devi ceconfig system ssh defaul t-hostkey ngnt key-type

set deviceconfig system ssh default-hostkey nmgnt key-type ECDSA <256| 384|
521>

set devi ceconfig system ssh defaul t-hostkey ngnt key-type RSA <2048| 3072]
4096>

set devi ceconfig system ssh default-hostkey ngnt key-type all

set devi ceconfig system ssh sessi on-rekey

set devi ceconfig system ssh session-rekey ha

set devi ceconfig system ssh session-rekey ha dat a<10-4000>| <def aul t >

set devi ceconfig system ssh session-rekey ha interval <10-3600>| <none>
set devi ceconfig system ssh session-rekey ha packets <12-27>| <defaul t >
set devi ceconfig system ssh session-rekey ngnt

set devi ceconfig system ssh session-rekey ngnt data <10-4000>| <def aul t >
set devi ceconfig system ssh session-rekey nmgnt interval <10-3600>| <none>
set deviceconfig system ssh session-rekey ngnt packets <12-27>| <defaul t>

set devi ceconfig high-availability group nonitoring path-nonitoring path-
group virtual -wi re<nane> destination-ip [ <destination-ipl> <destination-

i p2>... ]
set devi ceconfig high-availability group nmonitoring path-nonitoring path-
group vl an <nane> destination-ip [ <destination-ipl> <destination-ip2>. .. ]

set devi ceconfig high-availability group nmonitoring path-nmonitoring
pat h-group virtual -router <name> destination-ip [ <destination-ipl>
<destination-ip2>. .. ]
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set shared profiles hip-objects<nanme> host-info criteria os contains |oT

<val ue>
set shared profiles url-filtering <name> categorychange [ <categorychangel>
<cat egorychange2>... ]

set shared reports <nane> type appstat group-by <category- of - nane| nane|
ri sk|risk-of-nane|technol ogy-of - name| cont ai ner - of - nane| vsys| quart er - hour - of -
recei ve_tine| hour-of-receive_tine|day-of-receive_ tine|vsys nanme>

set shared reports <nane> type appstat group-by <category-of - nane| nane|

ri sk|risk-of-nane| subcat egor y- of - nane| t echnol ogy- of - nane| cont ai ner - of - nane|
vsys| quart er - hour-of -recei ve_ti me| hour-of -recei ve_ti ne| day-of -recei ve_ti ne|
VSys_hame>

set shared reports <nane> type appstat sortby <nbytes| npkts|nsess|nthreats>

set shared reports <nane> type threat group-by <action|app| category-of -

app| category-of -threatid| direction|dport|dst|dstuser|fronfinbound_if|

m sc| nat dport | nat dst | nat sport | nat src| out bound_i f| prot o] ri sk-of -app]| rul e|

rul e _uui d| severity|sport|src|srcuser|subcat egory- of -app| subt ype| t echnol ogy-
of - app| cont ai ner - of - app| threatid|to|dstloc|srcloc|vsys|quarter-hour-of -
recei ve_tine| hour-of -recei ve_tine| day-of-receive_tine|vsys_nane| devi ce_nane|
threat-type|tunnelid| nonitortag| parent_session_id|parent_start _tine|

htt p2_connecti on| tunnel | htt p_net hod>

set shared reports <nane> type thsum sortby <count| nuni que- of -user s>

set shared reports <nane> type traffic group-by <action|app|category|

cat egory- of - app| dport | dst| dstuser|from i nbound_i f| nat dport | nat dst| nat sport |
nat src| out bound_i f | prot o| ri sk- of -app| rul e| rul e_uui d| sessi oni d| sport| src]|
srcuser | subcat egory- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quart er - hour - of -recei ve_ti ne| hour-of -recei ve_ti ne| day- of -
receive_tinme|session_end_reason|vsys_nane| devi ce_nane| acti on_sour ce|

tunnel i d| noni t ort ag| parent _session_i d| parent_start_tine| http2_connection

t unnel >

set shared reports <nane> type urlsum group-by <app|src|srcuser|category|
dst| dstuser|rul e| rul e_uuid| dstl oc|srcl oc| vsys_nane| devi ce_nane| fromnj

to| serial | i nbound_i f| out bound_i f | dport|action|url _donai n| user _agent |

cat egor y- of - app| subcat egor y- of - app| ri sk- of - app| vsys| quart er - hour - of -

recei ve_tine| hour-of-receive_tine|day-of-receive_tine|tunnelid|nonitortag|
parent _session_id| parent_start_tine|http2_connection|tunnel|http_mnethod|
url _category |ist|dynusergroup_nane>

set shared reports <nane> type trsum group-by <action|app| cat egory| cat egory-
of - app| dport | dst| dstuser| froniinbound_if|outbound_if]|risk-of-app|rule|

rul e_uui d| src| srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of -
app| to| dstl oc| srcl oc| vsys| quart er-hour-of-receive_tinme| hour-of-receive_tine|
day- of -recei ve_tine|serial | vsys_nane| devi ce_nane| t unnel i d| noni t ort ag|

parent _session_id| parent _start _tine|http2 connection|tunnel >

set shared reports <nane> type trsum sortby <bytes|sessions|bytes_sent|
byt es_recei ved| nt hr eat s| nft rans| ndpmat ches| nur| count | ncont ent | nuni que- of -
user s| nuni que- of - apps>

set shared reports <nane> type userid group-by <vsys|quarter-hour- of -
receive_time| hour-of-receive_tine|day-of-receive_tine|vsys_nane| devi ce_naneg|
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i p| user | dat asour cenane| begi nport | endport | dat asour ce| dat asour cet ype|
factortype| factorconpl etiontine|factorno| subtype>

set shared reports <nane> type auth group-by <tinme_generated|vsys| quarter-
hour - of -recei ve_ti me| hour - of -recei ve_ti me| day- of -recei ve_tine| vsys_nane|
devi ce_nane|i p| user| normal i ze_user | obj ect | aut hpol i cy| aut hi d| vendor |
clienttype| serverprofil e| desc| event|factorno| aut hproto| rul e_uui d>

set shared reports <nane> type iptag group-by <tine_generated|vsys|
quarter-hour-of-receive_tine|hour-of-receive_tine|day-of-receive_tineg|
vsys_name| devi ce_nane| i p| t ag_nane| event _i d| dat asour cenane| dat asour ce_t ype|
dat asour ce_subt ype>

set shared reports <nane> type hi pmatch group- by <machi nenane| mat chnane|
src| srci pv6| srcuser | mat cht ype| vsys| devi ce_nane| vsys_nane| os| quart er - hour - of -
recei ve_time| hour-of-receive_tine|day-of-receive_tine>

set shared reports <nane> type hi pmat ch group- by <machi nenane| mat chnane|
src| srci pv6| srcuser | mat cht ype| vsys| devi ce_namne| vsys_nane| os| quart er - hour - of -
recei ve_tine| hour-of-receive_tine|day-of-receive_tinme>

set shared reports <nane> type hiprmatch |l abels [ <l abel sl> <l abel s2>... ]

set shared reports <nane> type hi pmatch | ast-match-by <ti me_generat ed>
set shared reports <nane> type hi pmatch sortby <repeatcnt>

set shared adni n-rol e<nane> rol e devi ce webui network gl obal - protect device-
bl ock-1i st <enabl e| read-onl y| di sabl e>

set vsys <nane> ssl-tls-service-profile <nane> protocol -settings max-version
<tls1-0|tlsl-1|tlsl-2]nax>

set vsys <nane> user-id-agent

set vsys <nane> user-id-agent <nane>

set vsys <nane> user-id-agent <name> seri al - nunber <val ue>

set vsys <nane> user-id-agent <nane> host-port

set vsys <nane> user-id-agent <name> host-port host <ip/netmask>|<val ue>
set vsys <nanme> user-id-agent <name> host-port port <1-65535>

set vsys <nane> user-id-agent <nanme> host-port | dap-proxy <yes|no>

set vsys <nane> user-id-agent <name> host-port ntlmauth <yes|no>

set vsys <nane> user-id-agent <nane> host-port collectornanme <val ue>

set vsys <nane> user-id-agent <nane> host-port secret <val ue>

set vsys <nane> user-id-agent <nane> di sabl ed <yes| no>

set vsys <nane> user-id-agent <nanme> enabl e-hi p-col | ecti on <yes| no>

set vsys <nane> user-id-agent-sequence

set vsys <nane> user-id-agent-sequence user-id-agents [ <user-id-agentsl>
<user-id-agents2>... ]

set vsys <nane> user-id-collector setting collectornanme <val ue>

set vsys <nane> user-id-collector setting secret <val ue>

set vsys <nane> profiles hip-objects <nane> host-info criteria os contains
| oT <val ue>
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set vsys <nane> reports <nane> period <l ast-15-mi nutes|last-hour|last-6-hrs]|
| ast-12-hrs| | ast-24-hrs||ast-cal endar-day| | ast-7-days| | ast-7-cal endar - days|
| ast - cal endar - week| | ast - 30- days| | ast - 30- cal endar - days| | ast - cal endar - nont h>

set vsys <nane> reports <nane> type appstat group-by <category- of - nane| nane|
ri sk|risk-of -nane| subcat egor y- of - nane| t echnol ogy- of - nane| cont ai ner - of - nane

vsys| quart er - hour-of -recei ve_ti me| hour-of -recei ve_tine| day-of -recei ve_ti ne|
VSys_hame>

set vsys <nane> reports <nane> type appstat sortby <nbytes| npkts|nsess|
nt hr eat s>

set vsys <nane> reports <nane> type threat group-by <action|app|category-

of - app| cat egory-of -threatid| direction|dport|dst]|dstuser]|froniinbound if|

m sc| nat dport | nat dst | nat sport | nat src| out bound_i f | proto| ri sk-of -app| rul e|

rul e_uui d| severity|sport|src|srcuser|subcat egory- of - app| subt ype| t echnol ogy-
of - app| cont ai ner - of -app| threati d|to| dstl oc| srcl oc|vsys| quart er-hour-of -
recei ve_tine| hour-of-receive_tine|day-of-receive_tine|vsys_nane| devi ce_nane|
threat-type|tunnelid| nonitortag| parent_session_id|parent_start tine|

htt p2_connecti on| tunnel | http_net hod>

set vsys <nane> reports <nane> type url group-by <action|app| category|

cat egory- of -app| di recti on| dport | dst|dstuser|fronlinbound_if|m sc|

htt p_header s| nat dport | nat dst | nat sport | nat src| out bound_i f | prot o] ri sk-of - app
rul el rul e_uui d| severity|sport|src|srcuser|subcat egory- of -app|technol ogy-

of - app| cont ai ner - of - app| t o] dst | oc| srcl oc| vsys| quart er - hour - of -recei ve_ti ne|
hour - of -recei ve_ti ne| day- of -recei ve_ti ne| cont enttype| user_agent | vsys_nane|
devi ce_nane| url | tunnel i d| noni tortag| parent _session_id| parent_start_tine|
htt p2_connecti on| tunnel | htt p_met hod| url _category |i st>

set vsys <nane> reports <nane> type w |l dfire group-by <app|category]|

cat egor y- of - app| dport | dst| dst user| from i nbound_i f| m sc| nat dport | nat dst |
nat sport | nat src| out bound_i f | proto]| ri sk-of-app|rul e|rul e_uuid|sport|src|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter-hour-of -recei ve_tine| hour-of-recei ve_tine| day- of -
recei ve_tine|vsys_nane| devi ce_nane|fil etype|fil enane|fil edi gest|tunnelid|
nmoni t ort ag| parent _session_i d| parent_start _tinme| http2_connecti on|tunnel >

set vsys <nanme> reports <nanme> type data group-by <action|app| cat egory-

of - app| direction|dport|dst]|dstuser|fronjinbound_if|m sc|natdport|natdst |
nat sport | nat src| out bound_i f| proto| ri sk-of -app|rul e|]rul e_uui d| severity]|
sport | src|srcuser| subcat egory- of - app| subt ype| t echnol ogy- of - app| cont ai ner -
of -app|threatid|to|dstloc|srcloc|vsys|quarter-hour-of-receive_tine|hour-of -
recei ve_tine| day-of-receive_ tine|vsys nane| devi ce_nane| dat a-type| fi |l enane|
tunnel i d| noni tort ag| parent _session_i d| parent_start _tine|http2_connection

t unnel >

set vsys <nane> reports <nane> type thsum group-by <action| app| cat egory-
of - app| cat egory-of -threatid| direction|dport|dst]|dstuser]|froniinbound_if|
out bound_i f| ri sk-of -app]| rul e| rul e_uui d| severity]|src|srcuser|subcat egory-
of - app| subt ype| t echnol ogy- of - app| cont ai ner - of - app| to| t hreati d| dst| oc|
srcl oc| vsys| quarter-hour-of -recei ve_tine| hour-of-receive_tine|day-

of -recei ve_tine|serial|vsys_nane| devi ce_nane|threat-type|tunnelid|

nmoni t ort ag| parent _session_i d| parent _start_tine| http2_connection|tunnel
dynuser gr oup_nane>

set vsys <name> reports <name> type thsum sortby <count| nuni que- of - user s>

set vsys <nane> reports <nane> type traffic group-by <action|app|category|
cat egory- of - app| dport | dst| dstuser|from i nbound_i f | nat dport | nat dst| nat sport |
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nat src| out bound_i f | prot o| ri sk- of -app| rul e| rul e_uui d| sessi oni d| sport| src]|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter-hour-of -recei ve_tine| hour-of -recei ve_tine| day- of -
recei ve_tinme|session_end_reason|vsys_nane| devi ce_nane| acti on_sour ce|
tunnel i d| noni t ort ag| parent _session_i d| parent_start_tine| http2_connection
t unnel >

set vsys <nane> reports <nane> type traffic sortby <bytes|bytes_ sent|
byt es_recei ved| el apsed| packet s| pkts_sent | pkts_recei ved| r epeat cnt | nuni que- of -
user s>

set vsys <nane> reports <nane> type urlsum group-by <app|src|srcuser|

cat egory| dst| dstuser|rul e| rul e_uui d| dstl oc| srcl oc|vsys_nane| devi ce_nane|
from to| serial|inbound_if]|outbound_ if|dport|action|url_donai n| user_agent |
cat egor y- of - app| subcat egor y- of - app| ri sk- of - app| vsys| quart er - hour - of -
receive_time| hour-of-receive_tine|day-of-receive_tine|tunnelid|nonitortag|
parent _session_id| parent_start_tine| http2_connection|tunnel |http_method|
url _category_list|dynusergroup_nane>

set vsys <nane> reports <nane> type urlsum sortby <repeatcnt| nuni que- of -
user s>

set vsys <nane> reports <nane> type trsum group-by <action| app| cat egory|
cat egory- of - app| dport | dst| dst user| from i nbound_i f | out bound_i f | ri sk- of -
app| rul e| rul e_uui d| src| srcuser | subcat egor y- of - app| t echnol ogy- of - app

cont ai ner - of - app| t o] dstl oc| srcl oc| vsys| quart er-hour-of -recei ve_ti ne| hour -
of -recei ve_tine| day-of-recei ve_tine|serial|vsys _nane| devi ce_nane| tunnel i d|
noni t ort ag| parent _session_i d| parent _start _time| http2_connecti on|tunnel >

set vsys <nane> reports <nane> type trsum sortby <bytes|sessions|bytes_sent|
byt es_recei ved| nt hr eat s| nftrans| ndpmat ches| nur | count | ncont ent | nuni que- of -
user s| nuni que- of - apps>

set vsys<nanme> reports <nane> type tunnel group-by <action|app|category-

of - app| dport | dst| dstuser|froniinbound_if| natdport| natdst|natsport|

nat src| out bound_i f | prot o| ri sk- of -app| rul e| rul e_uui d| sessi oni d| sport| src]|
srcuser | subcat egor y- of - app| t echnol ogy- of - app| cont ai ner - of - app| t o] dst | oc|
srcl oc| vsys| quarter-hour - of -recei ve_ti ne| hour-of -recei ve_ti ne| day- of -

recei ve_tine|vsys_nane| devi ce_nane| t unnel i d| noni t ort ag| parent _sessi on_i d|
parent _start _tine| session_end_reason|action_source|tunnel|tunnel _insp_rul e>

set vsys <nane> reports <nane> type tunnel sum group-by <action|app| category-
of - app| dst | ri sk- of - app| rul e| rul e_uui d| src| subcat egor y- of - app| t echnol ogy- of -
app| cont ai ner - of - app| dst | oc| srcl oc| vsys| quart er - hour - of -recei ve_ti ne| hour -
of -recei ve_tine| day-of-receive_tine|serial|vsys _nane| devi ce_nane| tunnel i d|
noni t ort ag| parent _session_i d| parent _start _time|tunnel |tunnel _i nsp_rul e>

set vsys <nane> reports <nane> type userid group-by <vsys|quarter-hour - of -
recei ve_tine| hour-of-receive_tine|day-of-receive_tine|vsys_nane| devi ce_nane|
i p| user | dat asour cenane| begi nport | endport | dat asour ce| dat asour cet ype|
factortype| factorconpl etiontine|factorno| subtype>

set vsys <nane> reports <nane> type auth group-by <tine_generated|vsys|
quarter-hour-of-receive_time| hour-of-receive_tinme|day-of-receive_tine|
vsys_nane| devi ce_nane| i p| user | normal i ze_user| obj ect | aut hpol i cy| aut hi d|
vendor | clienttype| serverprofil e| desc| event|factorno| aut hproto| rul e_uui d>

set vsys <name> reports <nanme> type auth sortby <repeatcnt|vendor
ti me_gener at ed>
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set vsys <nane> reports <nane> type iptag group-by <tine_generated| vsys|
quarter-hour-of-receive_tinme| hour-of-receive_tine| day-of-receive_tine|
vsys_ nane| devi ce_nane|i p| t ag_nane| event _i d| dat asour cenane| dat asour ce_t ype|
dat asour ce_subt ype>
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Show Commands Introduced in PAN-OS 10.0

The following commands are new in the 10.0 release.

show devi ceconfi g system ssh profil es ha-profil es<nanme>show devi ceconfi g
system ssh ci phers have been replaced with new show devi ceconfi g system ssh
profiles

show devi ceconfi g system ssh profiles ha-profiles <name>

show devi ceconfi g system ssh profiles ha-profiles <nane> default-hostkey

show devi ceconfi g system ssh profiles ha-profiles <nane> default-hostkey
key-type

show devi ceconfi g system ssh profil es ha-profiles <nane> sessi on-rekey

show devi ceconfi g system ssh profiles ngnt-profiles client-profiles

show devi ceconfi g system ssh profiles ngnt-profiles client-profiles <name>

show devi ceconfig system ssh profiles ngnt-profiles server-profiles

show devi ceconfi g system ssh profiles ngnt-profiles server-profiles <name>

show devi ceconfi g system ssh profiles ngnt-profiles server-profiles <nanme>
def aul t - host key

show devi ceconfi g system ssh profiles ngnt-profiles server-profiles <name>
def aul t - host key key-type

show devi ceconfi g system ssh profiles ngnt-profiles server-profiles <name>
def aul t - host key key-type all

show devi ceconfi g system ssh profiles ngnt-profiles server-profiles <nanme>
sessi on-r ekey

show devi ceconfi g system ssh ngnt

show devi ceconfi g system devi ce-tel enetry

show devi ceconfi g system update-schedule wildfire recurring real-tine
show devi ceconfig setting fil engr-service-setting

show devi ceconfig setting captive-porta

show devi ceconfi g setting |oggi ng enhanced-application-1oggi ng di sabl e-
gl obal dp-channel

show devi ceconfi g setting managenment secure-conn-server

show devi ceconfi g setting nmanagenent adni n-session

show devi ceconfig setting iot

show devi ceconfig setting iot edge

show devi ceconfi g high-availability interface ha4

show devi ceconfi g high-availability interface ha4-backup

show devi ceconfi g high-availability cluster

show devi ceconfi g high-availability cluster cluster-nenbers

show devi ceconfi g high-availability cluster cluster-nmenbers<name>

show devi ceconfi g high-availability group nonitoring path-nonitoring path-
group virtual -wi re<nane> destinati on-i p-group
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show devi ceconfi g high-availability group nonitoring path-nonitori

ng pat h-

group virtual -wi re <nane> destination-ip-group <nane>

show devi ceconfi g high-availability group nonitoring path-nonitori

group vl an <nane> destination-i p-group

show devi ceconfi g high-availability group nonitoring path-nonitori

group vl an <nane> destination-ip-group <nane>

show devi ceconfi g high-availability group nonitoring path-nonitori

ng pat h-

ng pat h-

ng pat h-

group virtual -router <nanme> destination-ip-group

show devi ceconfi g high-availability group nonitoring path-nonitori

ng pat h-

group virtual -router <name> destination-ip-group <name>

show devi ceconfi g high-availability group nonitoring path-nonitori

group | ogi cal -router

show devi ceconfi g high-availability group nonitoring path-nonitori
group | ogi cal -router <name>

show devi ceconfi g high-availability group nonitoring path-nonitori

ng pat h-

ng pat h-

ng pat h-

group | ogi cal -router <nanme> destinati on-ip-group

show devi ceconfi g high-availability group nonitoring path-nonitori

ng pat h-

group | ogi cal -router <name> destination-ip-group <name>

show ngt - confi g user s<nanme> preferences saved-| og-query decryption
show ngt - confi g users <nane> preferences saved-| og-query decryption <nanme>

show network profiles zone-protecti

protection

show network profiles zone-protecti

protection tags

show network profiles zone-protecti

protection tags <nanme>

show
show
show
show
show
show
show
show
show
show
show

i bgp

show

ebgp

show

net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k
net wor k

net wor k

net wor k

family

show

net wor k

famly ipv4a

| ogi
| ogi
| ogi
| ogi
| ogi
| ogi
| ogi
| ogi
| ogi
| ogi
| ogi

| ogi
| ogi
| ogi

cal -router

cal - r out er <nane>

cal -router
cal -router
cal -router
cal -router
cal -router
cal -router
cal -router
cal -router
cal -router

cal -router
cal -router

cal -router

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

<nane>

<nane>

<nane>

on-profile
on-profile

on-profile

vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf
vrf

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

vrf <nanme>

vrf <nanme>

vrf <nanme>

<name> | 2- sec- group-t ag-
<nanme> | 2- sec- group-t ag-

<nane> | 2- sec- gr oup-t ag-

nmed
graceful -restart
peer - gr oup
peer - gr oup
peer - gr oup
peer - gr oup

<nane>
<nane>
<nane>

type
type

peer-group <name> type

peer - group <name> address-

peer - group <name> address-
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show network | ogi cal -router <name> vrf <nane> bgp peer-group <nane> address-

famly ipv6

show network | ogical -router <nanme> vrf <nane> bgp peer-group <nane>
connecti on-opti ons

show network | ogi cal -router <name> vrf <nanme> bgp peer-group <nane> peer
show network | ogi cal -router <name> vrf <name> bgp peer-group <nane> peer
<name>

show network | ogical -router <name> vrf <name> bgp peer-group <nane> peer
<nanme> address-fanily

show network | ogical -router <nane> vrf <name> bgp peer-group <nane> peer
<nanme> address-fam |y ipv4

show network | ogi cal -router <name> vrf <name> bgp peer-group <nane> peer
<name> address-famly ipv6

show network | ogical -router <name> vrf <name> bgp peer-group <nane> peer
<nanme> | ocal - addr ess

show network | ogical -router <nane> vrf <nanme> bgp peer-group <nane> peer
<name> peer - addr ess

show network | ogi cal -router <name> vrf <name> bgp peer-group <nane> peer
<name> connecti on-options

show network | ogical -router <name> vrf <name> bgp redistribution-rule

show network | ogi cal -router <name> vrf <nane> bgp redistribution-rule ipvéd
show network | ogical -router <name> vrf <nane> bgp redistribution-rule ipv6
show networ k | ogi cal -router <name> vrf <nanme> bgp address-fam|ly-identifier
show networ k | ogi cal -router <name> vrf <name> bgp address-famly-identifier
i pvd

show network | ogi cal -router <name> vrf <nane> bgp address-fanily-identifier
i pv4 networ k

show network | ogical -router <name> vrf <nane> bgp address-fanily-identifier
i pv4 networ k <name>

show networ k | ogi cal -router <name> vrf <name> bgp address-famly-identifier
i pv6

show network | ogi cal -router <name> vrf <nane> bgp address-fanily-identifier
i pv6 networ k

show network | ogical -router <name> vrf <nane> bgp address-fanily-identifier
i pv6 network <name>

show network | ogi cal -router <name> vrf <name> routing-table

show network | ogi cal -router <name> vrf <nane> routing-table ip

show network | ogical -router <name> vrf <nanme> routing-table ip static-route
show network | ogical -router <name> vrf <nane> routing-table ip static-route
<name>

show network | ogical -router <name> vrf <nanme> routing-table ip static-route
<nanme> next hop

show network | ogical -router <name> vrf <nanme> routing-table ip static-route
<nanme> next hop di scard

show network | ogical -router <name> vrf <nane> routing-table ip static-route
<name> pat h- noni t or

show network | ogical -router <name> vrf <nanme> routing-table ip static-route
<name> pat h- noni t or noni t or-desti nati ons

show network | ogical -router <name> vrf <nanme> routing-table ip static-route
<nane> pat h- nmoni t or noni tor-destinati ons <name>

show network | ogical -router <nane> vrf <name> routing-table ipv6é

show network | ogical -router <name> vrf <nane> routing-table ipv6 static-
route

show networ k | ogi cal -router <name> vrf <nanme> routing-table ipv6 static-
route <name>

show network | ogical -router <name> vrf <nanme> routing-table ipv6 static-
route <nane> next hop

show network | ogical -router <name> vrf <nane> routing-table ipv6 static-
rout e <nanme> next hop di scard

show networ k | ogi cal -router <name> vrf <name> routing-table ipv6 static-
route <name> pat h- nonit or
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show networ k | ogical -router <name> vrf <name> routing-table ipv6 static-
rout e <name> pat h-noni tor nonitor-destinations

show network | ogical -router <name> vrf <nane> routing-table ipv6 static-
route <nanme> pat h-noni tor nonitor-destinati ons <nanme>

show network | ogi cal -router <name> vrf <name> ecnp

show network | ogi cal -router <name> vrf <name> ecnp al gorithm

show network | ogical -router <name> vrf <name> ecnp al gorithm i p-nodul o

show network | ogical -router <nanme> vrf <name> ecnp al gorithm i p-hash

show network | ogical -router <nanme> vrf <nanme> ecnp al gorithm wei ght ed-r ound-
robin

show network | ogi cal -router <name> vrf <nanme> ecnp al gorithm wei ght ed-r ound-
robin interface

show network | ogical -router <name> vrf <name> ecnp al gorithm wei ght ed-r ound-
robin interface <nane>

show network | ogical -router <nanme> vrf <nanme> ecnp al gorithm bal anced-r ound-
robin

show networ k routing-profile

show network routing-profile bgp

show network routing-profile bgp auth-profile

show network routing-profile bgp auth-profil e<nane>

show network routing-profile bgp tiner-profile

show network routing-profile bgp tiner-profile <name>

show network routing-profile bgp address-fam ly-profile

show network routing-profile bgp address-fanily-profile <name>

show network routing-profile bgp address-fanily-profile <name> ipv4

show network routing-profile bgp address-fani|ly-profile <name> ipv4 uni cast

show network routing-profile bgp address-fanm|ly-profile <name> ipv4 uni cast
add- pat h

show network routing-profile bgp address-fanm|ly-profile <name> ipv4 uni cast
al | owas-in

show network routing-profile bgp address-fanily-profile <nanme> ipv4 unicast
all owas-in origin

show network routing-profile bgp address-fanmi|ly-profile <name> ipv4 unicast
maxi mum prefi x

show network routing-profile bgp address-fam|ly-profile <name> ipv4 unicast
maxi mum prefix action

show network routing-profile bgp address-fanily-profile <name> ipv4 unicast
maxi mum prefi x acti on warni ng-only

show network routing-profile bgp address-fanm|y-profile <name> ipv4 unicast
maxi mum prefix action restart

show network routing-profile bgp address-fam|ly-profile <name> ipv4 uni cast
next - hop

show network routing-profile bgp address-fanily-profile <name> ipv4 unicast
next - hop self

show network routing-profile bgp address-fanm|y-profile <name> ipv4 unicast
next - hop self-force

show network routing-profile bgp address-fam |ly-profile <name> ipv4 uni cast
renmove- privat e- AS

show network routing-profile bgp address-fanily-profile <name> ipv4 unicast
renove- privat e- AS al

show network routing-profile bgp address-fanm|ly-profile <name> ipv4 unicast
renove- pri vat e- AS repl ace- AS

show network routing-profile bgp address-fam|ly-profile <name> ipv4 unicast
send- conmuni ty

show network routing-profile bgp address-fanily-profile <name> ipv4 unicast
send-conmuni ty al

show network routing-profile bgp address-fanmi|ly-profile <name> ipv4 unicast
send- communi ty both
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show network routing-profile bgp address-fanily-profile <name> ipv4 unicast
send- conmuni ty ext ended

show network routing-profile bgp address-fanily-profile <name> ipv4 uni cast
send-conmunity | arge

show network routing-profile bgp address-fam |y-profile <name> ipv4 unicast
send-conmuni ty standard

show network routing-profile bgp address-fanily-profile <name> ipv6

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast

show network routing-profile bgp address-fanily-profile <name> i pv6 uni cast
add- pat h

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
al l owas-in

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
al l owas-in origin

show network routing-profile bgp address-fanmi|ly-profile <name> i pv6 uni cast
maxi mum prefi x

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
maxi mum prefi x action

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
maxi mum prefix action warni ng-only

show network routing-profile bgp address-fani|ly-profile <name> ipv6 uni cast
maxi mum prefix action restart

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
next - hop

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
next - hop sel f

show network routing-profile bgp address-fanmi|ly-profile <name> ipv6 uni cast
next - hop sel f-force

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
renove- pri vat e- AS

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
renove- privat e- AS al

show network routing-profile bgp address-fanily-profile <name> ipv6 uni cast
renove- privat e- AS repl ace- AS

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
send- conmmuni ty

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
send- conmuni ty al

show network routing-profile bgp address-fanily-profile <name> ipv6 uni cast
send-conmuni ty both

show network routing-profile bgp address-fam |y-profile <name> ipv6 uni cast
send- conmuni ty ext ended

show network routing-profile bgp address-fanily-profile <name> i pv6 unicast
send- conmuni ty | arge

show network routing-profile bgp address-fanily-profile <name> i pv6 uni cast
send-conmuni ty standard

show network routing-profile bgp redistribution-profile

show network routing-profile bgp redistribution-profile <nane>

show network routing-profile bgp redistribution-profile <name> ipv4

show network routing-profile bgp redistribution-profile <name> ipv4 unicast

show network routing-profile bgp redistribution-profile <name> ipv4 uni cast
static

show network routing-profile bgp redistribution-profile <name> ipv4 unicast
connect ed

show network routing-profile bgp redistribution-profile <name> ipv6

show network routing-profile bgp redistribution-profile <name> ipv6 unicast

show network routing-profile bgp redistribution-profile <name> ipv6 uni cast
static

PAN-OS CLI QUICK START | CLI Changes in PAN-OS 10.0 121

© 2021 Palo Alto Networks, Inc.



show network routing-profile bgp redistribution-profile <name> ipv6 unicast
connect ed

show net wor k shar ed- gat eway <name> | og-settings http <nane> for nat
decryption

show net wor k shar ed- gat eway <name> | og-settings http <nane> for nmat
decryption headers

show net wor k shar ed- gat eway <name> | og-settings http <nane> fornmat
decrypti on headers <nane>

show net wor k shar ed- gat eway <name> | og-settings http <nane> for nat
decryption parans

show net wor k shar ed- gat eway <name> | og-settings http <nane> for nmat
decryption params <name>

show shared devi ce- obj ect
show shared devi ce- obj ect <nanme>

Added support for mlav-engi ne

show shared profiles virus <nane> nl av-engi ne-fil ebased- enabl ed

show shared profiles virus <nane> nl av-engi ne-fil ebased- enabl ed <nane>
show shared profiles virus <nane> nl av- excepti on

show shared profiles virus <nane> nl av-excepti on <name>

Added support for botnet-donains:

show shared profiles spyware <nane> bot net - domai ns dns-security-categories
show shared profiles spyware <nane> bot net - domai ns dns-security-categories
<name>

show shared profiles spyware <nane> bot net-domai ns whitelist

show shared profiles spyware <nanme> bot net-domai ns whitelist <nane>

show shared profiles url-filtering <nane> nl av-engi ne-url based- enabl ed
show shared profiles url-filtering <nane> nl av-engi ne- url based- enabl ed
<nane>

Added suppoprt for SaaS quality profiles:

show shared profil es sdwan-saas-quality

show shared profiles sdwan-saas-quality <nane>

show shared profiles sdwan-saas-quality <nane> nonitor-node

show shared profiles sdwan-saas-quality <nane> nonitor-node adaptive
show shared profiles sdwan-saas-quality <nane> nonitor-node static-ip
show shared profiles sdwan-saas-quality <nane> nonitor-nmode static-ip ip-
addr ess

show shared profiles sdwan-saas-quality <nane> nonitor-node static-ip ip-
addr ess <name>

show shared profiles sdwan-saas-quality <nane> nonitor-node static-ip fqdn
show shared profiles sdwan-saas-quality <nane> nonitor-node http-https
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Added support for SDWAN error correction
sdwan- error-correction

show shar ed
show shar ed
show shar ed
show shar ed
correction
show shar ed

profiles
profiles
profiles
profiles

profiles

sdwan-error-correction
sdwan-error-correction
sdwan-error-correction

sdwan-error-correction

<nane>

<nane>
<nane>
<nane>

node

show
show
show
show

show
show
show
show
show
show
show
show
show
show

show
show
prof i
show
show
show
show
show
show

show
show
show
show
show
show

show
show

shar ed
shar ed
shar ed
shar ed

repo
repo
repo

shar ed
shar ed
shar ed
shar ed
shar ed
VSYys
VSys
VSys
VSYysS
VSYS

| og-
| og-
| og-
| og-
| 0g-
<name>
<name>
<name>
<name>
<name>

adm
adm

shar ed
shar ed
| es

shar ed
shar ed
shar ed
shar ed
shar ed
shar ed

adm
admi
adm
adm
adm
adm

admi
adm
adm
adm
adm
adm

shar ed
shar ed
shar ed
shar ed
shar ed
shar ed

shared icd
shared icd

rts
rts
rts

<name> type decryption
<name> type desum
<nanme> type data

f or mat
f or mat
f or mat

settings
settings
settings
settings http
settings http
| og-settings
| og-settings
| og- settings
| og-settings
| og-settings

http
http
http

<name>
<name>
<name>
<name> for mat
<nane> f or mat
http <nane>
http <name>
http <name>
http <name>
http <name>

devi
devi

rol e
rol e

n-rol e
n-rol e

<nane>
<nane>

ce
ce

devi
devi
devi
devi
devi
devi

rol e
rol e
rol e
rol e
rol e
rol e

n-rol e
n-rol e
n-rol e
n-rol e
n-rol e
n-rol e

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

ce
ce
ce
ce
ce
ce

rol e
rol e
rol e
rol e
rol e
rol e

n-rol e
n-rol e
n-rol e
n-rol e
n-rol e
n-rol e

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

VSys
VSys
VSys
VSys
VSys
VSys

cl oud- addr

f or mat
f or mat
f or mat
f or mat
f or mat

webui
webui

webui
rest api
rest api
rest api
rest api
rest api

webui
rest api
rest api
rest api
rest api
rest api

external -1ist <name> type predefined-url

decryption
decryption
decryption
decryption
decryption
decryption
decryption
decryption
decryption
decryption

operati ons

obj ects
polici es
net wor k
devi ce

operati ons

obj ect s
polici es
net wor k
devi ce

node forward-error-

node packet - dupli cation

header s
header s <nane>
par ans
parans <nane>

header s
header s <nane>
par ans
par ans <name>

net wor k routing
network routing routing-
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show vsys <nanme> redi stribution-agent

show vsys <nane> redi stribution-agent <name>

show vsys <nane> redi stribution-agent <name> host - port

show vsys <nane> i puser-incl ude- excl ude-1i st

show vsys <nane> i puser-incl ude-excl ude-1i st include-excl ude-network

show vsys <nane> i puser-incl ude-exclude-1ist include-exclude-network <name>
show vsys <nane> i puser-incl ude- excl ude-1i st include-excl ude-networ k-
sequence

show vsys <nane> i ptag-i ncl ude-excl ude-1i st

show vsys <nane> i ptag-i ncl ude-excl ude-1ist include-excl ude-network

show vsys <nane> i ptag-i ncl ude-exclude-list include-exclude-network <name>
show vsys <nanme> i ptag-i ncl ude-excl ude-Iist include-excl ude-network-sequence
show vsys <name> redistribution-collector

show vsys <nane> redistribution-collector setting

show vsys <nane> zone <nane> devi ce-ac

show vsys <nane> gl obal - protect gl obal -protect-portal <nanme> client-config
configs <name> hip-coll ection custom checks |inux

show vsys <nanme> profiles virus <name> nl av-engi ne-fil ebased- enabl ed

show vsys <nane> profiles virus <nane> nl av-engi ne-fil ebased- enabl ed <nane>
show vsys <nane> profiles virus <nanme> nl av-exception

show vsys <nane> profiles virus <nane> nl av-excepti on <name>

show vsys <nane> profil es spyware <name> bot net-domai ns dns-security-

cat egori es

show vsys <nanme> profiles spyware <nane> bot net-donmai ns dns-security-

cat egori es <nane>

show vsys <nane> profil es spyware <nanme> bot net-donai ns whitelist

show vsys <nane> profiles spyware <name> botnet-domai ns whitelist <nane>
show vsys <nane> profiles url-filtering <nane> nl av-engi ne- url based- enabl ed
show vsys <name> profiles url-filtering <name> nl av-engi ne-url based- enabl ed
<name>

show vsys <nane> profil es sdwan-saas-quality

show vsys <nane> profiles sdwan-saas-quality <nane>

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node adaptive

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node static-ip

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node static-ip
i p- addr ess

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node static-ip
i p- addr ess <nanme>

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node static-ip
fqdn

show vsys <nane> profil es sdwan-saas-quality <nane> nonitor-node http-https

show vsys <nane> profiles sdwan-error-correction

show vsys <nane> profiles sdwan-error-correction <name>

show vsys <nane> profiles sdwan-error-correction <name> node

show vsys <nane> profiles sdwan-error-correcti on <nanme> node forward-error-

correction

show vsys <nane> profiles sdwan-error-correcti on <nane> node packet -

duplication
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show vsys
show vsys
show vsys
show vsys
show vsys
show vsys

<nane>
<nane>
<nane>
<nane>
<nane>
<nane>

reports <nanme> type decryption

reports <nanme> type desum

reports <nane> type data

external -l1ist <nane> type predefined-url
devi ce- obj ect

devi ce-obj ect <nanme>
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Show Commands Removed in PAN-OS 10.0

The following commands are no longer available in the 10.0 release.

Replaced show devi ceconfi g system ssh ci phers, mac, and kex withshow devi ceconfig
syst em profil es commands.

show devi ceconfi g system ssh ci phers ha
show devi ceconfi g system ssh kex
show devi ceconfi g system ssh mac ha

Replaced show devi ceconfi g system ci pher ngnt with show deviceconfig system ssh mgmt.

show devi ceconfi g system ssh ci phers ngnt

show devi ceconfi g system ssh defaul t - host key
show devi ceconfi g system ssh sessi on-rekey

how vsys<nane> user-i d- agent
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